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Exploit Kit/Pack, (EK): A setof resourcesthat facilitatethe 
distributionof malwareby exploitingclient-side software.
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A Perfect Storm
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ωWordpress/Joomla

ωOnline Advertising

ωScripting Languages

Lowering Tech 
Barriers

ωAdobe Flash

ωInternet Explorer

ωJava

ωSilverlight

Proliferation of 
Vulnerable Apps ωExploit Development

ωMalware Creation

ωTargeting Technology

ωOrganized Crime

Division of Labor

ωClickfraud

ωPayloads for Sale

ωBotnets

ωExploit Kits

The Underground 
Economy
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Image Sources:
contagiodump.blogspot
malware.dontneedcoffee.com
krebsonsecurity.com
xylibox.com

kahusecurity.com
blog.malwaremustdie.org
malekal.com
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Dynamic DNS & Fast-Fluxing
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Dynamic DNS

Constantly reset DNS records to 
point to new IP address

Available as a service, IPs limited to 
within a specific ASN

Fast-Fluxing

Constantly reset DNS records to point 

to a new IP address

Custom built, access to global IPs

www.evil.org 202.53.190.1124.136.12.181114.218.9.123202.53.190.1124.136.12.181114.218.9.123202.53.190.1124.136.12.181114.218.9.123202.53.190.1124.136.12.181114.218.9.123
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Domain Shadowing
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Creating sub-domains on compromised legit servers to redirect 
to illicit pages

162.244.33.179

http://aleksandryn.car-ledlights.com/farm_microseconds_bodice_heaves/726966984312851711

http://aleksandryn.car-ledlights.com/acquisitiveness_loners_nostalgia_deadlocks/987509513944626652

http://aleksandryn.car-ledlights.com/hared-steeds-unsaddled-worthier/817449604617897447

http://prajakirk.car-ƭŜŘƭƛƎƘǘǎΦŎƻƳκΧ

http://medimnmidtpunktoformulen.car-ledlights.com/...
ƘǘǘǇΥκκƭŀǿȅŜǊŜǎǎΦпōŀƴŀŘǳƭǘΦƴŜǘκΧ

ƘǘǘǇΥκκŎƘŜƴǎǳΦŎŀǊƛŘŘŜŀƴŎƻƳΦƧǇκΧ

ƘǘǘǇΥκκƳŀŎƘƛƴŜǊǉǳŜŦƭǳŜƴǘƴŜǎǎΦттмсŜΦǘǾκΧ

ƘǘǘǇΥκκǇƛŘǘȅƛǎǘŀŎƘǘōŀŀǊǎǘΦпōŀƴŀŘǳƭǘΦƴŜǘκΧ

ƘǘǘǇΥκκŎƻǊǊŀƭǎŜŀŀƴǘǾƛǊΦƛƴŘƛŀŎȅǇƘŜǊΦŎƻƳκΧ

ƘǘǘǇΥκκƪȅǘǘȅǊƛǎŜƭƭΦǾŀǎƛŎΦǿǎκΧ

ƘǘǘǇΥκκƪƻƳƛǘŜŀƴƳƛŜǘƛƴǘƧŜƴΦмлƳǳǎǳƳŜŜΦŎƻƳκΧ

ƘǘǘǇΥκκƴƘŜŀŘŜǊΦŎлфолŎΦŎƻƳκΧ
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eval(function(p,a,c,k,e,d){e=function(c){return c};if(!''.replace(/^/,String)){while(c--
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eval(function(p,a,c,k,e,d){e=function(c){return c};if(!''.replace(/^/,String)){while(c--
){d[c]=k[c]||c}k=[function(e){return d[e]}];e=function(){return'\ \ǿҌϥϒΤŎҐмϒΤǿƘƛƭŜΧ



#RSAC

Stage 0: Distribution

20

T

Referrer OK?

Endeval(function(p,a,c,k,e,d){e=function(c){return c};if(!''.replace(/^/,String)){while(c--
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T
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End Endeval(function(p,a,c,k,e,d){e=function(c){return c};if(!''.replace(/^/,String)){while(c--
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Multiple Exploits

ά9ȄǇƭƻƛǘ YƛǘκtŀŎƪέ
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Multiple Exploits

Chained Exploits

Each performing necessary functions
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Stage 1: Exploitation ςExploits 3
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Multiple Exploits

Chained Exploits

Fingerprinting Exploits

Source: http://help.adobe.com/en_US/FlashPlatform/reference/actionscript/3/flash/system/Capabilities.html
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Multiple Exploits

Chained Exploits

Fingerprinting Exploits

Evasive Exploits
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Multiple Exploits

Chained Exploits

Fingerprinting Exploits

Evasive Exploits

Code Execution\Memory Corruption Exploits
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Stage 1: Exploitation ςExploits 6
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Multiple Exploits

Chained Exploits

Fingerprinting Exploits

Evasive Exploits

Code Execution\Memory Corruption Exploits

Local Privilege Escalation Exploits
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