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WHO AM |?

Matthew Olney
Manager of Threat Intelligence and Interdiction
11 Years with Sourcefire VRT and Cisco Talos

Prior to that 10 years in network engineering and security

| 6 m Twotter

3 @kpyke



TALOS INTEL BREAKDOWN

THREAT INTEL

1.5 MILLION 600 BILLION
Daily Malware Daily Email
Samples Messages

Internet-Wide 16 BILLION
Scannin Daily Web
° Requests
20 BILLION
Threats Blocked
Product
Telemetry Honeypots
Vulnerability Open Source

Discovery (Internal) Communities

INTEL SHARING

Provider
Customer Data Coordination
Sharing Program
Programs

500+

Participants Open
Industry Source
Sharing Intel
Partnerships ‘ Sharing
(ISACs)

3 Party Programs
(MAPP)

292

250+
Full Time Threat
Intel Researchers
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MILLIONS
Of Telemetry
Agents

Global Data
Centers
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100+

Threat Intelligence
Partners

>
1100+
Threat Traps



WHAT IS INTERDICTION?

Al nterdiction 1 s a mil i Wsupyng,t er m f c
or destroying enemy forces or suppliesen rout e to the b

Threat Intelligence and Interdiction takes action:
A Outside the border of our customer 6s |
A To disrupt and degrade actor capability

A Using linguists, reverse engineers, incident responders,
mathematicians, researchers and developers

A Working with law enforcement organizations (LEO), government
and industry organizations, hosting providers and other
intelligence partners



WE ARE SUCCESSFUL WITH FRIENDS 6 NOT TECHNOLOGY

Easy

ISAC (Information Sharing
and Analysis Center)

Industry, National and
Multinational CERTs

Internet Service Providers

Individual Researchers and
Research Groups

Industry Partners
Competitors (Seriously)

To o Do o Do o

Tricky
A Web Hosting Providers

Strategic

A Law Enforcement
A Military

A Government
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TRICKY: WEB HOSTING PROVIDERS

Legal and economic barriers to cooperation
Narrow profit margins

Limited investment in abuse and security
services

But there are costs incurred by hosting
malicious actors

A LEO interactions
A Abuse handling
A Bandwidth, engineering, charge-backs

Alt seems | i ke
gave up after about 4

days of 2-3 orders a

day. We have not

seen any order

attempts since 5/15.

Thanks for the quick

heads up, getting

those C&C IPs into

our netflow system
stopped them c

o



INTERDICTION CASE STUDY #1:
SAMSAM & JBOSS



TWO CRITICAL JBOSS CVES

CVE-2007-1036
A f éJBoss does not restrict access to the console

and web management iIinterfaceséo
CVE-2010-0738

A fAThe -OdiXs ol e web application é perforn
only for the GET and POST methods. . . 0



JEXBOSS

rJo&o Filho Matos Figueiredo,

Nov 30, 2014 - Apr 25, 2016

Contributions o

what

di

d

you

do?0



SAMSAM

Telemetry indicates
December, 2015 start date

Network-wide ransomware

attack

Ransom paid via Bitcoin

0.7-
1.5BTC

BTC/workstation

22BT

Total for all
keys

Seen in many verticals,
but best known for activity
in healthcare

Us e &xbasso

Multiple Cisco IR
engagements

Strong LEO interest



TALOS RESPONSE (MARCH)

Preliminary blog post:
A Samsam: The Doctor Will See You, After He Pays The Ransom

Research: How bad is this JBoss problem?

A Full IPv4 scan Found roughly 3.2M IP addresses that behaved
In a way suggesting they were vulnerable JBoss servers

Express mild concern on social media:

Matthew Olney
 I'll tell you guys what | just told some of my
managers - The JBOSS thing has me more

concerned in general than | have been in
quite a while




EMAIL OF THE YEAR: CISCO IR SHARES CRITICAL INTEL

Forensic Timeline Developed By Cisco IR

Day X
A JexBoss Invocation &
JBossAss backdoor installation

X+47 Days

A File Upload Installed on web
server

X+49 Days

A Full Webshell installed and
CVSDE Executed i Active
Directory dump

X+73 Days

A tunnel.jsp installed allowing IP
Tunnel

Elevated privileged user
connect via RDP

A
A Recon with Hyena
A

Likely first use of admin
credential

X+74 Days

A Samsam encryption operation
begins



AACTI ONABLEO

A There is a window between shell installation and file encryption

A | dramatically fail at math and also manage to underestimate the
capabilities and determination of my team.

Matthew Olney

Actionable — We have 26 days from web shell install to the beginning of attack. That means we can potentially find web shells and notify customers before SamSam acts. We'll be scanning by mid next week.

Matt




SUEHS

Matthew Olney Ckpyke

, Upgrading JB
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Free memory: 1379.77 MB Total memory: 1510.50 MB Max memory

jk-8009

Max threads: 200 Min spare threads: 4 Max spare threads: 50 Current thread count: 4 Current thread busy: 1
Max processing time: 0 ms Processing time: 0.0 s Request count: 0 Error count: 0 Bytes received: 0.00 MB Bytes sent: 0.00 MB

Stage Time B Sent B Recv Client VHost Request

P: Parse and prepare request S: Service F: Finishing R: Ready K: Keepalive

http-0.0.0.0-80

Max threads: 250 Min spare threads: 4 Max spare threads: 50 Current thread count: 250 Current thread busy: 10
Max processing time: 4203574563 ms Processing time: 8361360.5 s Request count: 120800 Error count: 10814 Bytes eived: 2.54 MB Bytes sent: 80745.10 MB
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Time B Sent B Recv Request
? ?
? ?
? ?
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?
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1922284796 ms 5.254.102.209
? ? ?

ET /jbossass/jbossass.jsp?ppp Fusr%2Fbin%2Fper|+%2Ftmp%2Fvk.txt HTTP/1.1

?
?
?
? ?
G
?

1922306413 ms 0 KB 5.254.102. GET /jbossass/jbossass.jsp?ppp="% Fbin%2Fperl+%2Ftmp%2Fvk.txt HTTP/1.1
? ? ?

?
?
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Application list

localhost/jbossass #
localhost/mela
localhost/oss
localhost/IPTV/LCO
localhost/exam
localhost/web-console #*
localhost/jbossinvoker
localhost/iptv/broadcaster
localhost/shellinvoker =
localhost/invoker
localhost/report
localhost/destiny
localhost/x

localhost,
localhost/wcZRCZPgUxXklg »
localhost/mjss
localhost/jbossws
localhost/IPTV/BILLING
localhost/console #
localhost/jbossma-httpil
localhost/mjos
localhost/iptv/middleware
localhost/axis
localhost/genesis »
localhost/iptv
localhost/iptv/secreport

Matthew Olney @kpyke

_Actors per JBOSS server.

| New metric:
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Uniguely-named shells



STATUS CHECK

Almost 2000 notifications New actors tracked
A Intel partners A JBoss status pages
A Sales staff A JBoss honeypots
A 20 Talos researchers . .
Tracking compromised servers
A 2 Weeks

Samples gathered
A IR specialists on site

A Sample exchange with Follett
and intel partners



NEW DATA FROM CISCO IR

A IR received a SAMSAM engagement from an unmarked IP address
A Could be SSL on 443
A Or, fairly often, on port 8080

A Run the same play
A 2732 scan for all 443 and 8080 ports displaying vulnerable JBOSS behavior
A Scan potentially vulnerable hosts for known backdoors



2104 | 625

New targets New backdoor IPs




JBOSS T THE SAGA CONTINUES

A Notified servers not 100% remediated
A Actors continue to attack JBOSS servers
A Working with LEO

L C' o CVE-2010-1871

1" Apps # Bookmarks [ Tablesu [ Datavis [ DataMining [ Sandbox L Cisco . Intel [ FireAMP [ Management [ neodjs L. CDSA [ TRAC Analyst

Discover  Visualize  Deshboard  Setfings

May 2nd 2016, 03:11:39.717
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URT. Request.Headers. Accept

URT. Request . Headers. Accept-Encoding gzip, deflate




Flokl Bot Strikes
Talos, Flashpoint and FIRST
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‘ WHAT IS FLOKI BOT?

TdlLOS



