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Agenda

£ What is APK Protector

£ Tools to reverse engineer an APK
E Anti-tools by APK Protector

e The hide and seek game between APK Protector and hacker
E Q&A

) mEBHEe
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#define APK_PROTECTOR

e Post-Developing

£ Easy to apply
E Everyone can use

£ Hard to break

g EBNEGE
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dex2jar

e Convert back dex to jar T package p.t;
%Elirnpurt android.os.Bundle;
4 import android.app.Activity;
i public class Hello extends Activity
=l
B public Hello{) {
. - - . - . g super();
e Decompile with existing decompiler | ,
. 11
EX Jd'gL“ 128 public void onCreate{final Bundle bundle) {
13 super.onCreate{bundle);
14 this.setContentView(21308903048);
15 1
16 [}
— i
g EBEE
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smali/baksmali

# wirtual methods
.method public onCreate(Landroid/os/Bundle; )V
.registers 3
.param pl, "savedInstanceState" # Landroid/os/Bundle;

E Disassemble dex file

.prologue
Adine 12
invoke-super {p8, pl}, Landroid/app/Activity;-=onCreate({lLandroid/os

.line 13
const/highlé wv@, Ox7TO30000

invoke-virtual {pf, w0}, Lp/t/Hello;-=setContentView(I)V

E Easy to modify dex line 14

return-wvoid
.end method

) mEBmEe
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apktool

E Extract resources

E Disassemble dex

-

E  Smali based

) mEBmEe
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bob@bob-x1 bin]% apktool d Hello-release-unsigned.apk
: Using Apktool 2.8.0-35T978-SNAPSHOT on Hello-release-unsigned.apk

Loading resource table.

: Decoding AndrnidManifeat.xml with resources...

Loading resource table from file: /Shome/bob/apktool/framework/1l.apk

[
I:
I
I
I:
I: Regular manifest package...
I:
I
I
I
I
I

Decoding file-resources...

: Decoding values */* XMLs...
: Baksmaling classes.dex...

: Copylng assets and libs...
: Copying unknown files...

: Copylng original files...

[bob@bob-x1 bin]% apktool b Hello-release-unsigned

I: Using Apktool 2.8.0-35Ff978-SNAPSHOT

I: Checking whether sources has changed...
I: Smaling smali folder into classes.dex...
I:
I
I:
[

Checking whether resources has changed...

: Building resources.

Building apk file.

bob@bob-x1 bin]$
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JEB

public final void a() {

E Interactive decompiler try |
String w0 1 = thi=.a;
int w0 2 = Integer.parselnt (v0 1);

thiz.b = w0 2;

) ;:a.tchiix ception v0) { ’Renameﬁefd’ @ﬂ
E EXtraCt resources 1 this.b = 0; magic
£ Apktool based : Lok [ cance |

public final wvoid b() {
int v0 = this.b;
if(v0 > 0) {
w0 = this.b;
LdServiceThread.a(v0) ;

) mEBmEe
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Anti-apktool

E Bug: headerSize not handled properly

[bob@bob-x1 w]% apktool d x01l-bad-head-size.apk
I: Using Apktool 2.0.0-35T978-SNAPSHOT on xB1-bad-head-size.apk
I: Loading resource table...

Exception in thread "main" brut.androlib.AndrolibException: Could not decode arsc file
brut.
brut.
brut.
brut.
brut.
brut.
brut.
brut.
brut.
java.
brut.
brut.
brut.
brut.
brut.
. 8 more

) mEBmEe

at
at
at
at
at
at
at
at
at
Caused by:
at
at
at
at
at

androlib.res.decoder.ARSCDecoder.decode{ ARSCDecoder. java:52)

#RSAC

androlib.res.AndrolibResources. getResPackagesFromipk{AndrolibResources. java:630)

androlib.res.AndrolibResources. loadMainPkg{AndrolibResources. java:73)
androlib.res.AndrolibResources.getResTable({AndrolibResources. java:65)
androlib.Androlib.getResTable{Androlib. java:63)
androlib.ApkDecoder.setTargetSdkversion{ApkDecoder. java:209)
androlib.ApkDecoder.decode{ApkDecoder. java:92)
apktool.Main.cmdDecode(Main. java:165)

apktool.Main.main{Main.java:81)

io.I0Exception: Expected: 8x001cB881, got: Oxffffffff
util.ExtDataInput.skipCheckChunkTypeInt(ExtDatalnput. java:75)
androlib.res.decoder.StringBlock. read{5StringBlock. java:44)
androlib.res.decoder.ARSCDecoder. readPackage{ ARSCDecoder. java:102)
androlib.res.decoder.ARSCDecoder.readTable{ARSCDecoder. java: 78)
androlib.res.decoder.ARSCDecoder.decode{ ARSCDecoder. java: 47)
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E Bug: special c¢cl ass name

.method public static main({[String)V

.registers 3
00EE88688 const-string
g0a080604 sget-object
pEeeaees  invoke-virtual
0OEEEERE  invoke-static
oooeee1ld4 return-wold
.end method

9 mEEHEZE

v@, "hello"

vl, System-rout:PrintStream
PrintStream-=println{String)Vv, vl1, vO
Exist-=a( Vv

Assembly Decompiled Java &8 . Strings Constants

public class Hello {
public Hello() {

super{);

}

public static void main{String[] arg2} {
/f Decompilation failed

}
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Anti-emulation

£ Battery/Signal status e Qemu specific behavior

E IMEI £ Binary transform

E Properties http://www.dexlabs.org/blog/btdetect

E Asdko in Buil d. PRODWleVEl cache

. il https://bluebox.com/technical/android-
E Files ; :

] _ emulator-detection-by-observing-low-level-
e /system/bin/gemud caching-behavior

£ /dev/socket/gemud
£ /dev/igemu_pipe

E  Goldfish kernel

) mEBHEe
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Anti-debug

£ Anti-ptrace
e PTRACE_ME
E Atrace B trace C

e Check for /proc/pid/status
e State: T (tracing stop)
E  TracerPid: xxxx

£ Check for process named gdb

) mEBHEe
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