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All material subject to copyright 

of the SANS Institute 

SHORTCUT / LINK FILES 



All material subject to copyright 

of the SANS Institute 

SHORTCUT / LINK FILES 

► File and folder 

► Full path 

► Volume name 

► Volume serial 

► Shortcut 

timestamps 

► Target 

timestamps 
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JUMP LISTS 



All material subject to copyright 
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JUMP LISTS 



All material subject to copyright 

of the SANS Institute 

JUMP LISTS 



All material subject to copyright 

of the SANS Institute 

PREFETCH 

► Programs run 

► First / last run times 

► Run count 

► Files, folders, devices 

accessed 

► GUI and command line 



All material subject to copyright 

of the SANS Institute 

“SUPER” TIMELINE 



All material subject to copyright 

of the SANS Institute 

USB DEVICES 

► Vendor, make, model 

► Physical device serial no. 

► Last used drive letter 

► Volume name 

► Last user of device 

► Times of: 

► First connection 

► Last connection 

► First connection after last 

reboot 



All material subject to copyright 

of the SANS Institute 

WIRELESS GEOLOCATION 

► Domain / intranet name 

► Wireless SSID 

► MAC address of AP 

► First and last connection 

times 

► Possible geolocation 



All material subject to copyright 

of the SANS Institute 

► Access by users to files and 

folders, target file metadata, 

times of use 

► Access to network and local 

drives, times of use 

► USB devices connected, times 

of use, volume names, serial 

numbers 

► Files accessed through 

programs, times and context of 

use 

 

 

► GUI and terminal program 

execution, run count and 

execution context, resources 

used 

► Temporal reconstruction from a 

wide range of artefacts 

► Connected networks, times of 

connection, gateway MAC 

address, possible geolocation 

► Artefacts that survive even if a 

user tries to delete them 

 

WHAT HAVE WE FOUND? 



THANK YOU! 


