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—SHORTCUT / LINK FILES

" Getting Started

. Connect to a Projector
" Mandiant Redline
a4

Calculator

Sticky Notes

% Snipping Tool

.‘—j Paint

s » Elluminate Publish!
~ £PS Viewer
@ Windows Fax and Scan

» Al Programs

Nick Klein
Documents
Pictures

Music

Recent ems
Computer

Control Pancl
Dewvces and Prnters
Default Programs

Help and Support

@@ »| %] @

sers\rob\AppData\Roaming\Microsoft\Windows\Recent]

Organize -
X Favorites Mame Date created Date mod‘i-ﬁed
|4 Recently Changed 1. Day23 7/24/2012 1:45 PM 1/25/2012 2:24 PM
1. Public (BF] FOR408-2_3_CWF_2012_0710_Ovie_Chad... 7/24/2012 1:45 PM 1/25/2012 2:24 PM
& Downloads | Dayd 56 7/24/2012 5:18 PM 1/25/2012 2:22 PM
"=l Recent Places (BH} For408.4_5_6_CWF_I_2012_0619_RSTR-C...  7/24/2012 5:59 PM 1/25/2012 2:22 PM
\ rob ) docs 7/25/2012 2:22 PM 1/25/2012 2:22 PM
1 My Photo Stream @ FOR408.3 4 5 6_Appendix_A 2012 0619... 7/25/2012 2:22 PM 7/25/2012 2:22 PM
W SRL 8 Downloads 11/14/2011 8:55 AM 7/25/2012 2:21 PM
Bl Desktop DEADLIEST-HACK-505.pptx T7/25/20121:12 PM 1/25/2012 2:03 PM
%+ Dropbox @ en_windows_8&_release_preview_with_app... 7/25/20129:05 AM 7/25/2012 9:05 AM

4 Libraries
@ Documents

Ji Music

[5] Pictures
5] SANS
B Videos

#d Homegroup

M Com puter

& os(c)

= My Pictures
|55 Picturel.png

Ford08.4_5_6_CWF_II_2012_0619_RSTR.pptx

I Dayl

(BF] Ford08-1.1_DFF_and_EA_2012_0710_Ovie_...
SECTION_1-Rob-DFIR-Format-Changes....

@ Documents

For308.1_Windows_File_Systems_In-Dept...
. FOR508 1-Windows_File_Systems_In-Dep...
) 408_Update 07 23127z

@ 526 email.doox

. config

7/24/2012 5:19 PM
772472012 5:19 PM
772472012 5:18 PM
T/24/2012 4:03 PM
T/24/2012 4:03 PM
7/23/20121:13 PM
5/19/201211:29 PM
7/23/20121:02 PM
T/23/2012 1:02 PM
7/23/201212:28 PM
7/5/20121:10 PM
7/5/201211:29 AM

7/24/2012 5:19 PM
1/24/2012 5:19 PM
1/24/2012 5:18 PM
7/24/2012 4:03 PM
7/24/2012 4:03 PM
7/23/2012 1:27 PM
7/23/2012 1:24 PM
7/23/2012 1:02 PM
1/23/2012 1:02 PM
1/23/201212:28 PM
7/5/2012 1:15 PM
7/5/2012 12:07 PM




—SHORTCUT / LINK FILES

» File and folder
» Full path
» Volume name

» Volume serial

» Shortcut
timestamps

» Target
timestamps

A | 1 M N 5 U Vv x Y

1 source path;"ﬁlenadz‘ targetm rget mtirE target cd Y target ctinE target name E vol type E|vol seriaE vol Iaby E local path E comm
2 |E:\Documents and 5eti1/16/2009 "©2:40:27.664 1/16/2009 %23:18:10.436 {CLSID_MyComputerP\E:\Blue Harvest Business Plan vli.doc removable f434-f530 DBlake Personal E:\Blue Harvest Busin
3 E\Documents and Seti1/16/2009  23:14:27.316 1/16/2009 23:14:26.254 {CLSID_MyDocuments}\Business Plans fixed a04b-0001 C:\Documents and Se
4 E:\Documents and Seti 1/16/2009  22:49:52.430 1/16/2009 23:18:15.724 {CLSID MyComputer\E:\CONFIDENTIAL SPREADSHEETS.zip removable  f434-f590 DBlake Personal E:\COMFIDENTIAL SP
5 E:\Documents and Set 1/16/2009  23:18:19.549 1/16/2009 22:31:35.870 {CLSID MyComputer}\E: removable  f434-f590 DBlake Personal E:\

6 E:\Documents and Seti1/14/2009  21:02:12.552 &/30/2007 22:36:05.943 {CLSID_MyDocuments}\My Pictures fixed al4b-0001 C:\Documents and Se
7 E\Documents and Seti4/5/2008  23:23:16.000 1/14/2009 21:01:08.930 {CLSID_MyDocuments}\My Pictures\P4050047.JPG fixed al4b-0001 C:\Documents and Se
8 E:\Documents and Seti 7/22/2004  12:34:28.000 1/14/2009 21:01:09.362 {CLSID_MyDocumentsp\My Pictures\P7220003.JPG fixed a04b-0001 C:\Documents and Se
9 E:\Documents and Seti1/16/2009  23:25:14.000 1/16/2009 23:25:13.070 {CLSID_MyComputerf\F:\SECRET removable  b438-4803 WORKQUTIPO  FASECRET

10 E:\Documents and Seti1/16/2009  22:50:34.000 1/16/2009 23:25:13.180 {CLSID_MyComputer}\F:\SECRET\SECRET.zip removable  b438-4803 WORKOUTIPQ  F:\SECRET\SECRET.zip
11 E:\Documents and Seti1/16/2009 22:42:44.000 1/16/2009 23:26:50.590 {CLSID MyComputer\F:\TIVO Research - CONFIDENTIAL - B removable  b438-4803 WORKOUTIPO  FA\TIVO Research - CC
12 E:\Documents and Set 1/16/2009  22:42:43.664 1/16/2009 23:18:19.549 {CLSID MyComputerP\E:\TIVO Research - CONFIDENTIAL.docremovable  f434-f590 DBlake Personal E:\TIVO Research - CC
13 E:\Documents and 5eti1/1/1980  05:00:00.000 1/1/1980  05:00:00.000 {CLSID MyComputer}\F: removable  b438-4803 WORKOUTIPQ F:\




—JUMP LISTS

=l
‘O"‘; Microsoft Outlook 2010
Ly

Recent

[.E_l] Windows 7 Forensics-Jump...
@ Ford08.3_4 5 6_CoreWindF...

® Mozilla Firefox

l,_—".l__.’] For408.1_CompFor_EDiscFu...

E Microsoft PowerPoint 2010

(] For508.2_Live Respns_2011...

Y TweetDeck
e

I—w_‘] Microsoft Word 2010

(®] New-Slide-Volatility-1.4_RC1
@ For508.2_Live_Respns_2011...
() New-Slide-40-Day2

(] For508.3_4_Analysis

@ Skype

(E] For508.2_Live Respns_Evid._..,
@J For508.5_ComputerLaw

Archives

) 0408 DAD
CJ) 408_APR_UPDATE_2011

) 408-Manual-Timeline-Crea...

) iStock_000012941775Mlustra
=) Day3-4-1

1) Day3-4

0 RN-Archive

) Lethal Forensicator Coin
=) Certification

L) Altheide-Final MS

Tasks

¥7) New archive

¥ Open archive

72} New WinZip job

» New Zip file on CD or DVD

) WinZip 15.0
<= Pin this program to taskbar

Close window

Frequent

5] Documents

% Downloads

|, Day2

Bl Desktop

. Public

., finance

| 408_APR_UPDATE_ 2011
| istockphoto

|, 408_APR_UPDATE_2011
. Day3-4

4 Windows Explorer
o Unpin this program from taskbar

Close window




—JUMP LISTS

Wt Usersh robt AppDatat Roaming\Microsoft\ Windows\Recent\ AutomaticDestinations

u Include in library - Share with - Burn Mew folder

ec Mame Date created ) Date modified Type Size
ntly Changed || ae3f2acd395b622e.automaticDestinations-ms 3/22/2011 3:28 PM 3/22/2011 3:28 PM AUTOMATICDEST... 10 KB
lic || 5c450709f7aed396.automaticDestinations-ms 2/16/2011 5:11 PM 2/16/2011 6:32 PM  AUTOMATICDEST... 34 KB
op || al8283013d352b28.auternaticDestinations-ms 2/12/2011 7:02 PM 2/12/2011 7:02 PM  AUTOMATICDEST... 5KB
nloads || 1f6ced53a33c0bl5.automaticDestinations-ms 2/9/2011 8:27 PM 2/9/2011 827 PM AUTOMATICDEST... 4 KB
nt Places || f589e29bb%aelall.automaticDestinations-ms 2/9/2011 4:00 PM 3/17/2011 4:08 PM AUTOMATICDEST... 32KB
|| cdBcafbOfbbafdab.automaticDestinations-ms 27172011 9:59 AM 27772011 9:59 AM AUTOMATICDEST... 4 KB
|| 83b03b46dcd30ale.automaticDestinations-ms 1/10/2011 1:320 PM 1/10/2011 1:30 PM AUTOMATICDEST... 6 KB
es || 2364667%aaccfael.automaticDestinations-ms 1/7/2011 5:04 PM 1/17/2011 847 AM  AUTOMATICDEST... 12 KB
uments | | 28c8bi6deab549al .automaticCestinations-ms 12/9/2010 3:40 PM 12/9/2010 3:40 PM AUTOMATICDEST... & KB
ic || b74736c2bdiccBab . automaticCestinations-ms 12/4/2010 4:08 PM 3/26/2011 917 AM AUTOMATICDEST... 54 KB
res || edccB48987d177fa. automaticDestinations-ms 12/4/201010:35 AM 3/27/2011 3:06 AM  AUTOMATICDEST... 26 KB
5 || 9b8cdctBcl c24edb.automaticCestinations-ms 12/3/2010 5:09 PM 3/24/2011 4:04 PM - AUTOMATICDEST... 21 KB
e || 74d7f43c1561fcl e.automaticDestinations-ms 11/22/2010 10:39 PM 3/22/2011 3:28 PM AUTOMATICDEST... 53 KB
|| 8eafbd04ecB631 ce.automaticDestinations-ms 11,/9/2010 5:17 PM 4/20/2011 10:04 AM  AUTOMATICDEST... 48 KB
Eqroup || 1bc392b8e104a00e.automaticDestinations-ms 11/5/2010 11:43 PM 12/8/201010:21 PM AUTOMATICDEST... 6 KB
|| 983%aec31243a928.automaticDestinations-ms 11/3/2010 8:09 PM 4/20/2011 8:39 AM AUTOMATICDEST... 134 KB
futer || 9c7cc110ff56d1 bd.automaticDestinations-ms 11/1/2010 11:52 PM 4/20/2011 11:03 AM  AUTOMATICDEST... 222 KB
) || 89b0d939f117f75c.autematicDestinations-ms 10/24/2010 2:41 PM 4/20/2011 9:31 AM AUTOMATICDEST... 132 KB
OVERY (D:) || a7bd71699cd38d] c.automaticDestinations-ms 10/22/2010 4:40 PM 4/19/2011 913 AM  AUTOMATICDEST... 298 KB
|| Teddcall246863e3.automaticDestinations-ms 10/22/2010 3:31 PM 4/20/2011 9:30 AM  AUTOMATICDEST... 21 KB
brk || 1b4dd67f29cbl962. auternaticDestinations-ms 10/22/2010 3:29 PM 4/20/201111:03 AM AUTOMATICDEST... 345 KB




—JUMP LISTS

ﬁ” File Element PropertySet Decoders Windows Help
§5 b7az36c2bdsce.. || 45 9c7cc110ff56d... |
-1 3 + " ASHEX [ AsText | AsPicture | AsRTF [ asHTML |
L] 3 0=880] 6700 6900 7400 6100 6CO0 2000 4600 6F00 g.i.t.a.l. .F.o.
-[] 33 0=890| 7200 6500 6EO0 7300 6900 6300 2000 5400 r.e.n.=.i.c. .T.
SRR 0x840| 6500 6300 £800 6EDD 69300 7100 7500 6500 e.c.h.n.i.g.u.e.
Recent RS 0=8E0| 7300 2000 6100 6E00 6400 2000 4D00 6500 =. .a.n.d. .H.e.
) e 0=8C0| 6000 6F00 7200 7900 2000 4100 6E00 6100 m.o.r.y. .A.n.a.
(E] Windows 7 Forensics-Jump... 0=8D0| 6CO0 7900 7300 6900 7300 2E00 7000 7000 l.v.=.i.s...p.p.
SR 0=8E0| 7400 7800 0000 1DO0 0000 OBOO 0000 O01F t.=.............
(B For408.3_4_5_6_CoreWindF... -] 38 0=8F0| 0000 0006 0000 OO2E 0070 0070 0074 0078 . ... ..... D.p.t.x
[ 3 0=900| 0000 0000 D000 0002 0100 0031 S350 5340 ... . ....... 15FS@
@] For408.1_CompFor_EDiscFu... R 0x910| ES3E 1EZE BCAC 4782 3724 CD1A 8398 22BD &> . +%&1GI7=1 11'"%
0=920| 0000 0008 0000 0000 1FO0 0000 S600 0000 ... ......... V.o
lﬂj For508.2_Live_Respns_2011... -3 4300 3A00 ECON L0000 EE0N FO0N0 FAN0 T e
S REETI o e
(B New-Slide-Volatility-1.4_RC1 S -
(51 For508.2_Live_Respns_2011... s !@ ER KRR 1= [
] New-Slide-40-Day2 04 |8 SA-Ink files | @ SA -Ink files |
(] For508.3_4_Analysis fﬂ .
(8] For508.2_Live_Respns_Evid.... ﬂ 0 @ Shortcut Analysis
] For508.5_ComputerLaw -4 7 Directory: C:AUsershSANSForensice408\D esktophlnk files
jjjﬂ : Volume serial: E89C-5800
|P] Microsoft PowerPoint 2010 ﬂ a Yolume label:
-[Yb
<= Pin this program to taskbar - e Filename Linked path
Close all windows 41 stream ik CAUsers\Publichd08_APR_UPDATE_2011%windows 7 Forensics-Jurmp_Lists-rv2-Public. ppts
A0, ztream. Ink, C:hUzerg\Publich4083_APR_UPDATE 201140 ap3-64Ford03.3_4 5 6 CoreVwindForens_2011_0405...
I strearm. Ink. C:hUsergrob\Docurentzh403_APR_UPDATE 201140 awl WFard08.1_CormpFor_EDizcFund_2011_0...
Je.gtream. Ink, C:Adzers' SaMSForensiced 0850 ownloads Forb08.2_Live Respns_2011_0526-Rob-Edits-Final. ppts
Ad.stream. Ink, C:AUszergsrob\DownloadshFord08. 2_Live_Respnz_20011_0526.ppts
P g;;;;“ms 3. stream. Ink, C:A\Jzerg'robhDocuments B08_Update_bar_2001 15D ay 2% ew-Slidealatility-1.4_FRC1.ppts
b ztream. Ink, C:hUsergvrob\Docurentzh503_Update_Mar_200115Day 28Mew-Slide-40-0ap2. ppts
Ja. gtream. Ink, C:Adzerg'robhDocuments\508_Update_Mar_2001 140 &y Fori08.5_Computerlaw. ppts




— PREFETCH

» Programs run » Files, folders, devices
» First/ last run times accessed
» Run count » GUI and command line

Computer » NONAME (E:) » [root] » WINDOWS » Prefetch

nclude in library = Share with » Burn New folder ST 4
Name Date modvified Date created Type
. WORDPAD.EXE-24533991.pf 1/16/200911:27 PM  1/16/2009 11:13 PM PF File
__ NOTEPAD.EXE-336351A0.pf 1/16/200911:25 PM  1/16/2009 11:25 PM PF File

e . RUNDLL32.EXE-4ADDSE7F.pf 1/16/2009 11:25 PM  1/16/2009 11:25 PM PF File
| WINZIP32.EXE-382A5A28.pf 1/16/200911:25 PM  6/30/2007 10:57 PM PF File




—"SUPER" TIMELINE

Date Time | Time Source Timeline Entry

Document |Document Secret File.docx first created by
Metadata |user John

16 Nov 2011 | 15:39.44 | Recycle Bin |Document Secret File.docx last modified

Internet | Secret File.docx accessed by user Bob from
History |network drive P://Projects/Secret Project/

I3 Nov 2011 | 09:47.19

|17 Nov 2011 | 11:14.50

Document Secret File.docx first created
on this computer

|17 Nov 2011 | 11:25.14 Registry |Microsoft Word executed by user Bob

Secret File.docx accessed by user Bob from
local path C:\...\Bob\Desktop

Secret File.docx deleted in Recycle Bin of user
Bob

17 Nov 2011 | 11:24.45 | Recycle Bin

17 Nov 2011 | 11:25.14 | Link Files

17 Nov 2011 | 11:47.00 | Recycle Bin




—USB DEVICES

Vendor, make, model
Physical device serial no.
Last used drive letter

(4 AccessData Registry Yiewer [Demo Mode) - [SYSTEM]
File Edit Report Wiew Window Help

FIEELIEEEENE D
{:I CdRomeven_anDisk&Prod_CruzerfRey_5.02
-0 Cdromaven_SanDiskaProd_U3_Cruzer_MicrodRev_2, 16

Volume name

Last user of device
l:l Cdromeyen_SanDisk&Prod_IU53_Cruzer_Micro&Rew_2. 18
|:| CdRomeden_SanDisk&Prod_IU3_Cruzer_Micro®Rev_3.27

Times of:
l:l CdRomaven_SanDiskeProd_U3_Cruzer_Micro2Rey_ 4,05 i . .
5. ocaven-sorad ey 5.0 d » First connection

I:l Diskaven_gProd_Z090E&Rev_5.00 .
I:l Diskaven_gProd_JSE_DISK_Z.0&8FRev_1,13 L

{:I Diskiden_gProd_IISE_Flash_Memory&Rey_PMAP > aSt CO n n eCtI O n

Ea Diskiden_aAppledProd_iPod&Rey_2.70 . .

52 oooRz7ontte3se2can » First connection after last
[+-[_1 DiskAen_Canon@Prod_MPIS0StoragefRey_0104

#-[[] DiskBven_CASIOBProd_DIGITAL_CAMERARRev_1.00 re b O Ot

l:l Diskaven_Corsair@Prod_Flash_Yovager®Rev_1100
l:l Diskgven_CrucialzProd_Gizmol&Rey_1100

I:l Diskaven_FLASH&Prod_Drive_All_USEZ0&Rev_3.07
mﬁ Nickfvan GenerirfProd STORMEF DFYTCFARRey 1.07

I Lask \Writken Time Si6)2009 22:55:11 UTC

(B3

vvyvyvyy

[£




—WIRELESS GEOLOCATION

- Signatures * || Name Type Data
& T”age‘* ; ab] (Default) REG_SZ (value not set)
e i I"II'T'IEI"IEgE o
wo| DefaultGatewayMac REG_BINARY 0000007 ac10 &
..... | 010103000F0000F0000200000 FA000F026ED4 ABR081 25EDB28090 A4573C AOTTOER3CE1 503464 DE16D0BL ALTS §D o Y REG o7 HOVAS
ESCrIption
..... | 010103000F0000F0000200000 FO000F0481408E1 58A2E09E7 AC31 3D26BEE9IC ADT3BEBCES6L CAa5CF272F136. Bpnss ; REG o7 e ‘_’-—'
..... | 010103000F0000F0000200000F0000F06 BGE446EL ATBA0IDFDS5FT DOFT AZAT00ALT2ASFBATT555AFEDET DO 5 neSUT - georgetown.e2u
al
..... . 01010300070000F0030000000F0000F0019C010E38B11FBBAODSF6 11870764 A9204136971 CFATASFFDBCSDS; || = Firsthetwork REG_SZ HOYAS
..... .. 010103000F0000F0080000000F0000F00242B6BB39932805F503A721 7D3CADO223B0AC27D3BER22100DG07FEC || 22 ProfileGuid REG_SZ {921 ADCHO-B537-4E9A- A322-TIECAZBACTDZ}
o
..... | 010103000F0000F0080000000FO000F0036766F157C1CT5688BF 16 ADBEATEATE91 23DEL FEBGAOC02839B3EAFAL || “1el Source REG_DWORD 0:00000008 (8)

----- . 010103000F0000F0080000000F0000F0047 ADATA3EGAL4T DEA34369396005DF27 28 BD A4 339ACEABBFDTDETOE
----- .. 010103000F0000F0080000000F0000F006575226E21 A3031 BDACFO379B908D1 E29BF35860760320E1E9439F491
----- -, 010103000F0000F0080000000F0000F007TEC3AGTERET0428 C59E3TE44EFFIBFO24 CT9527FFI5TT016CT2FT CFe
----- . 010103000F0000F0080000000F0000F00B CES2FSDAS139AE4BFD2AC44 COACI9D561EBAB2ZF5B0490E35B9B5E
----- -, 010103000F0000F0080000000F0000F00D6393075CD74719204B83F4127D00BBBFE10A1179638EQE4066802AE
----- . 010103000F0000F0080000000F0000F0153BEDFEBDEF4823D0E0ESG00BET 200230811 A98D3C0038C514 FSSZBIEI
----- . 010103000F0000F0080000000F0000F0189F3DES130279D71 ACI3A2C2FD0953549002061 FADBASTA0411 BADE
----- -, 010103000F0000F0080000000FO000F024249A9DD9CHE70D2DCI00FT EDE2F62634 CTACFTFF7IBOGEOGOEATS:
----- . 010103000F0000F0080000000F0000F0271931 FBSFEGGEC2208473673C04272FCASC235376FC1512C8FEDBCDI

» Domain / intranet name  » First and last connection
» Wireless SSID times
» MAC address of AP » Possible geolocation




—WHAT HAVE WE FOUND?

» Access by users to files and » GUI and terminal program

folders, target file metadata, execution, run count and
times of use execution context, resources
» Access to network and local used
drives, times of use » Temporal reconstruction from a
» USB devices connected, times wide range of artefacts
of use, volume names, serial » Connected networks, times of
numbers connection, gateway MAC
» Files accessed through address, possible geolocation
programs, times and context of » Artefacts that survive even if a
use user tries to delete them
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