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Background -(ISC)2   

Á Support security professionals throughout their careers 

Á Established in 1989 ï Not for profit consortium of information 
security industry leaders 

Á Non- Executive Board of Directors ï Top information security 
leaders worldwide 

ÁGlobal standard for information security ï (ISC)² CBK®, a 
compendium of information security topics 

ÁOffered the first information technology-related credentials to 
be accredited to ANSI/ISO/IEC Standard 17024 

ÁMembership of over 85,000 certified professionals; over 135 
countries 

Á Foundation: Industry research; scholarships; Safe and Secure 
Online programme for school children 
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Background - Research sources 

Á(ISC)2 Global Information Security Workforce study 

ÁFive previous studies 2004, 2005, 2006, 2008, 2010 

Á2012 Study currently being undertaken 

Á2004,2005  2006 surveys conducted by IDG 

Á2008, 2010 & 2012 conducted by Frost and Sullivan 

ÁLast survey (2010) was largest ever with 10,413 
respondents 

Á(ISC)2 2012 Career Impact Survey  

ÁSecond biannual survey 

Á(ISC)2 members polled 

Á2,250 responses 
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Demographics 

ÁHow many of you would consider yourselves 
information security professionals? 

ÁHow many of you are currently employed or are 
on contract? 

ÁHow many of you are looking for a new position? 

ÁHow many of you are recruiting staff at present? 
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Full employment  

ÁGood news? 

ÁBad news? 

 

ÁParadoxically both are right 
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What do we mean by full employment?  

ÁUnemployment = 0% - Tobin 

ÁUnemployment < 3% - Beveridge 

ÁUnemployment  between 2% and 13% - Others 
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Workforce mapping  
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Workforce Infosec jobs Employed 

Unfilled 
Vacancies 

Unemployed 
workforce 



Employability  

ÁQualified 

ÁHas ability and competence 

ÁRelevant 

ÁHas relevant skills, knowledge and experience 

ÁSuitable 

ÁQualifications and relevance are appropriate for the 
task in hand 

ÁProviso 

ÁCould be taught to be suitable 
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Important figure - 2010 (2011) Survey  

Á Frost & Sullivan estimates the number of information security professionals 
worldwide in 2010 to have been approximately 2.28 million. This figure is 
expected to increase to almost 4.24 million by 2015, displaying a 
Compound Annual Growth Rate (CAGR) of 13.2 percent from 2010 to 2015 
(see Table 1 below). 

(ISC)2 Global Workforce Survey 2011 
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Conclusion 

ÁThe demand for information security personnel 
has been increasing over the past 7 years 

ÁThe demand for information security personnel 
will continue to increase 

ÁIt is possible that the number of people will 
almost double between 2010 and 2015 
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Are you currently employed?  
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Were you unemployed at any point this year ? 

(ISC)2 Career Impact Survey 2012 
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Conclusion - 2 

ÁInformation security is almost at full employment 
(unemployment < 4%) 
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Full employment is good news  

ÁBetter opportunities for advancement and better 
jobs 
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Why did you change jobs this year?  
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Full employment is good news  

ÁBetter opportunities for advancement and better 
jobs 

ÁBetter chance of salary increase 
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Did you receive a salary increase, including benefits 

and incentives, in 2011? 
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How has 

this come 

about? 
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Hype curves (after Gartner)  
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Trigger 

Trough of Disillusionment 

Slope of Enlightenment 

Plateau of Productivity 

Peak of inflated Expectations 

V
is

ib
il
it

y
 

Time 



Evolution of IT  
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Evolution of IT workforce  
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The IT workforce  

ÁPioneers ï worked at the bleeding edge 

ÁGenerally worked in specialist units in universities, military 
establishments and research centres 

ÁSettlers - Consolidated the industry 

ÁCreated a profession 
ÁCreated career paths 
ÁEstablished job requirements 
ÁEnjoyed high salaries 
ÁEnjoyed full employment 

ÁCommoditisers ï Got on the bandwagon 

ÁAttracted by high salaries 
ÁAttracted by job security 
ÁNot always well equipped to do the job 
ÁSalary expectations not always met as supply exceeds demand 
ÁJob security not always as expected as a result of over supply 
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Evolution of IT workforce  
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The economic circle  

Shortage of 
resources 

Salaries rise 

This seen as 
an 

opportunity 

People 
enter 

industry 

Surfeit of 
resources 

Salaries 
stagnate 

People leave 
the industry 
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What is 

happening to 

Information 

Security? 
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Where are we now?  
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The information security circle  

Shortage of 
resources 

Salaries rise 

This seen as 
an 

opportunity 

People 
want to 
enter 

industry 

Surfeit of 
resources 

Salaries 
stagnate 

People leave 
the industry 
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Catch 22 
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