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MW behavior changes faster than indicators propagate 
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MW Exhibit Many Detectable 

Behaviors é 
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But we canôt know which behaviors a priori é 

so, we should watch lots of different sensors  



#RSAC 

and nervous MW behaves 

differently 

Used with permission of Joe Security LLC: Ref: http://joe4mobile.blogspot.com/2013/08/learning-

from-chulia-android-trojan.html 

You canôt fool ALL of the sensors, All of the time 

é so, we should watch lots of different of sensors  
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and MW evolves é rapidly 

é so, we watch for degree of inconsistency, anomaly, outliers, 

change ... rather than scoring on static patterns 
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OBAD.A Network Behavior 

Used with permission of Joe Sandbox LLC 


