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—Smart TV

ACl ass of devi c edevidioh a't
set with integrated Internet capabillities or
a set-top box for television that offers more
advanced computing ability and
connectivity than a contemporary basic
television seto

» wikipedia

AiSmart TVO is not a t
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—— Smart TV Shipments and Q1 2013
Market share

254.6 million 52 million 20%
238.5 million 66 million 27%
253.1 million 141 million 55%

26%

16%

11%

3 Source: http://www.twice.com/articletype/news/ihs-smart-tvs-rise-27-tv-shipments/105108
3 Sourcehttp:// finance.yahoo.cormews/strategyanalyticssamsungeads26-152500460.html
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Samsung Smart TVs: The next frontier for data theft
and hacking [video]

By Raymond Wong on Dec 14, 2012 at 12:40 PM

Mac OS X -
Bereinigung
cleanmymac.macpaw.com

Bereinigen Sie Ihren Mac in
wenigen Minuten. CleanMyMac
Download hier!

AdChoices [>

TV 12:40 PM Smart TVs, particularly Samsung’s (0605930) last few generations of flat
screens, can be hacked to give attackers remote access according to a security startup
u n called ReVuln. The company says it discovered a “zero-day exploit” that hackers could
potentially use to perform malicious activities that range from stealing accounts linked
m through apps to using built-in webcams and microphones to spy on unsuspecting couch

potatoes. Don’t panic just yet, though. In order for the exploit to be activated, a hacker
needs to plug a USB drive loaded with malicious software into the actual TV to bypass
the Linux-based OS/firmware on Samsung’s Smart TVs. But, if a hacker were to pull that
off, every piece of data stored on a Smart TV could theoretically be retrieved.

Source: http://bgr.com/2012/12/14/samsung-smart-tv-hack-security-exploit-discovered/




From Blackhat 2013:

HACKING, SURVEILLING, AND DECEIVING VICTIMS ON  PRESENTED BY

SMART TV

Smart TVs sold over 80,000,000 units around the world in 2012. This next
generation "smart" platform is becoming more and more popular. On the other
hand, we hardly see security research on Smart TVs. This presentation will cover

vulnerabilities we've found on the platform.

You can imagine that Smart TVs have almost the exact same attack vectors that PC
and Smart Phones have. Also, Smart TVs have interesting new attack surface such
as the remote controller. We'll talk about attack points for Smart TV platform and
cover security bugs we discovered. This talk will mostly focus on what attackers can

do on a hacked Smart TV.

For example, expensive Smart TVs have many hardware devices like a Camera or
Mic which, if remotely controlled, means bad guys can spy remotely without you
knowing. Even more, it is possible to make Smart TVs monitor you 24/7 even

though users turn off their TV, meaning #1984 could be done.

In addition, we'll point out a difference of viewpoint on leaked information type
among PC, Smart Phone and Smart TV. Lastly, we'll give demo of live remote

surveillance cam, which is sent to attacker's server at this talk.

This talk is an extended version of one, which | gave at CANSECWEST. It will
demonstrate a spoofed news story on a hacked Smart TV and possibly TVshing
(Smart TV edition of phishing.)

RSACONFERENCE #RSAC
EUROPE 2013

SeungJin "Beist' Lee

THE OUTER LIMITS: HACKING THE SAMSUNG SMART  PRESENTEDBY
TV Aaron Grattafiori

Josh Yavor
There is nothing wrong with your television set. Do not attempt to adjust the

picture. We are controlling the transmission.

"Smart" TVs are becoming more and more common. Samsung and other vendors
such as Sony and LG have sold more than a hundred million Smart TVs in the last
few years. During this talk, Aaron Grattafiori and Josh Yavor will discuss the
Samsung SmartTV design, attack surfaces and overall insecurity of the platform. A
short discussion of the current application stack, TV operating system and other
details will be provided to help set the stage for details of significant flaws found

within the Samsung SmartTV application architecture, APls and current applications.

A number of vulnerabilities will be explored and demonstrated which allow
malicious developers or remotely hijacked applications (such as the web browser or
social media applications) to take complete control of the TV, steal accounts stored
within it and install a userland rootkit. Exploitation of these vulnerabilities also
provides the ability for an attacker to use the front-facing video camera or built-in
microphone for spying and surveillance as well as facilitate access to local network
for continued exploitation. This talk will also discuss methods to bypass what
(meager) security protections exist and put forth several worst case scenarios (TV

WOrm anyone?).

Concluding this talk, Aaron and Josh will discuss what has been fixed by Samsung
and discuss what overall weaknesses should be avoided by future "Smart"

platforms. Video demos of exploits and userland rootkits will be provided.
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—— Task for Trend Micro

researchers:
5 Is it really a risk for our corporate customers?

5 Is it arisk for consumers?
5Coul d mal ware Dbe 1 ns

4 How to protect these devices?
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There are security restrictions on this page
Welcome to OpenLGTV Project

OpenLGTY is a non-commercial project for legal reverse engineering and research on LG Television firmware which is partially Open Source. We make these modifications for ourselves but
you are welcome to join us.

Friends, if you have an additional information that is missing on the site, please spend a few minutes and contribute. Sign up and accelerate our research!

= Wiki
You can find many interesting articles there.

« Forume

Discuss any issues relsted to LG tvs.

- SVN#

‘Web sccess to the SVN repesitory (svn.openlgtv.org.ru). WebSVHN is temporarily unavailable.
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— Focus on Samsung




