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Containers:
The Dr. Jekyll and Mr. Hyde of Security
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What is a container?

Container
[kuhn-TA¥ner] , nOuUN

New form of application deployment.

Making a process tree think that it has

complete operating system for itself.
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Why Should You Care?
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Container lifecycle
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BUILD SHIP RUN
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Linux Containers buildiAglocks

e Archive of files in alMAGE
e Managed byCONTAINERNGINE [ T T

® Runs as BROCESREE
[T T T

e With aFILESUBSYSTEM
e Isolated byNAMESPACES megmeg med inerEngine
e Limited byCGROUPS

- qS)

| VM / Physical Server
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Business, Dev and O Containers

I

T

Up in Seconds Massive Scale Run Anywhere
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[ SOdzNAG& LINRFSaaAzyl f

e Prepackaged images

e Run ass with no modification

e Heavily influenced by Dev

e Invisible to most security tools

e Automated, fasimoving

o/ yQl LI 00K GKS
e Internal host networking
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Containers are not really contained

:~5 id

uid=1002 (tsvi) gid=1002 (tsvi) groups=1002(tsvi),4(adm),27(sudo),30(dip),44(Video),46(plugdev),110(lxd),117(d'€7'ék<42v
:~$ touch /etc/passwd

touch: cannot touch '/etc/passwd': Permission denied
:~$ docker run -it --rm -u root -v /:/host centos:7 bash

Unable to find image 'centos:7' locally

7: Pulling from library/centos

08d48e6flcff: Pull complete

Digest: sha256:b2f9d1c0ff5f87a4743104d099a3d561002ac500db1lb9bfal2a783a46e0d366¢C
Status: Downloaded newer image for centos:7

[root@28d3c0af7a20 /1# id

uid=0 (root) gid=0(root) groups=0(root)

[root@28d3c0af7a20 /1#
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The risks are real

e Exploited vulnerabilities _

e Unauthorized images

® Insecure configuration W o m [ [ [
e Privilege escalation N M :{* o W N
e Host resource impact @ _____ _"_ —|
e Network attacks > S # S
e Lack of accountability - VT
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Shift Left Automate Prevent
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Shift Left

Build Test Run
L

A Make sure base images are secure

A Register trusted images as approved for use
A Scan for vulnerabilities on the finished product
A Inform Developers, so they can fix it

H
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Automate

File Use

Behavioral
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Image Integrity, ~ ©
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Prevent

Permitted processes:
/usr/bin/curl
/usr/bin/bash

/usr/bin/ basename
[usr/bin/tr

docker exec —-it -u root app bash
Permission denied
docker exec —-it app sh

/ust/bin/grep sh-4.25 ping

/usi/bin/ uname sh: /usr/bin/ping: Permission denied
/usr/bin/ dirname sh-4.25 cp

/ust/lib/ jvm/java-1.8.0-openjdk1.8.0.1013.b13.el7_2.x86_64/bin/java sh: / /bin/cp: Permission denied

sh-4. yum
sh: /usr/bin/yum: /usr/bin/python: bad interpreter:
sh-4.25

Permitted users:
1000- jboss

Permitted volumes:
/varllog
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