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THE DEVOPS ROADMAP
FOR SECURITY

RUGGED PRINCIPLES, PRACTICES, AND
TOOLING FOR BRINGING THE SECURITY

TRIBE INTO DEVOPS.
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Conclusion

o Serverless encourages functions as deploy units, coupled with
third party services that allow running etadend applications
without worrying about system operation.

o New serverless patterns are just emerging
e Security with serverless Is easier

e Security with serverless Is harder
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Conclusion (2)

o Four key areas apply to serverless security

» Software Supply Chain Security
» Delivery Pipeline Security

» Data Flow Security

» Attack Detection

o New! A very vulnerable lambda stack open source project
» github.com/wickett/lambhack
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What Is Serverless?
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