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Storm-2372

• Storm-2372 (Feb 2025)

• Demo

• Key Points

• What’s Changed 

• Publicity / Disclosure / Analysis

• OAuth

• CAP

• Attack – Variants

• OAuth, device code, auth grant

• MAB or not

• Browser Sessions 

• Defenses – What Works

• Prevention (CAP)

• Detection (Logs)

• Remediation (Session/Device/Keys)
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Darkening Clouds (Overview)
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Original Reporting

Source Description References (URLs)

Microsoft Security 

Blog

Device code phishing since Aug 2024; token theft; use of Authentication Broker 

client ID; PRT exploit

microsoft.com, 

industrialcyber.co

Cybersecurity Dive Lateral movement techniques; proxy usage; blocking device code flow cybersecuritydive.com

Rescana Phishing vectors; Graph API exploitation; mitigation practices rescana.com

Jeffrey Appel / 

Volexity

Workflow visuals—from lure to token capture jeffreyappel.nl

Nox90 Technical escalation with PRT; comprehensive mitigation blueprint nox90.com

SOCRadar Emphasis on MFA bypass; strong mitigation controls and user training 

recommendation

socradar.io

Microsoft (May 2025 

update)

Risk-based Conditional Access; device join phishing; consent & identity hygiene 

guidance

microsoft.com

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/?utm_source=chatgpt.com
https://industrialcyber.co/ransomware/microsoft-details-russia-linked-cyberattacks-by-storm-2372-targeting-governments-ngos-critical-infrastructure/?utm_source=chatgpt.com
https://www.cybersecuritydive.com/news/phishing-campaign-targets-microsoft-device-code-authentication-flows/740201/?utm_source=chatgpt.com
https://www.rescana.com/post/rescana-cybersecurity-analysis-combating-storm-2372-phishing-risks-on-microsoft-systems?utm_source=chatgpt.com
https://jeffreyappel.nl/how-to-protect-against-device-code-flow-abuse-storm-2372-attacks-and-block-the-authentication-flow/?utm_source=chatgpt.com
https://www.nox90.com/post/critical-analysis-of-the-storm-2372-device-code-phishing-campaign-targeting-microsoft-authentication?utm_source=chatgpt.com
https://socradar.io/storm-2372-russian-apt-using-device-code-phishing-in-advanced-attacks/?utm_source=chatgpt.com
https://www.microsoft.com/en-us/security/blog/2025/05/29/defending-against-evolving-identity-attack-techniques/?utm_source=chatgpt.com


Storm-2372

October 2023: Phishing for Primary Refresh Tokens and Windows Hello keys. Dirk-jan Mollema.

https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens/
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Storm-2372 conducts device code phishing campaign 
(Microsoft, 2/14/2025), which covers not just device code 
phishing including but specific use of the Microsoft 
Authentication Broker client id for stealth and evasion.

Storm-2372 (2/14/25)

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/
https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/
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https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens (Dirk-jan Mollema, 10/10/2023)

Phishing for Primary Refresh Tokens and Windows Hello keys
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https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens (Dirk-jan Mollema, 10/10/2023)

Phishing for Primary Refresh Tokens and Windows Hello keys
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https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens (Dirk-jan Mollema, 10/10/2023)

Phishing for Primary Refresh Tokens and Windows Hello keys
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Thunderstorms (Attack)
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(screenshots at end)

(c) Ben Boyter

https://boyter.org/static/gophercon-syd-presentation/
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https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens (Dirk-jan Mollema, 10/10/2023)

Phishing for Primary Refresh Tokens and Windows Hello keys



Device Registration
Abuse

OAuth device code phish
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Partly Cloudy (Defense)
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Storm-2372 (2/14/25)

CAP: block device code?

Train

Revoke 
refresh 
token

CAP: reauth

CAE: risky 
users

MFA

Factor

No 
legacy 
auth 

SSO

least 
priv
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Storm-2372 (2/14/25)

let suspiciousUserClicks = materialize(UrlClickEvents

| where ActionType in ("ClickAllowed", "UrlScanInProgress", "UrlErrorPage") or IsClickedThrough != "0"

| where UrlChain has_any ("microsoft.com/devicelogin", "login.microsoftonline.com/common/oauth2/deviceauth")

| extend AccountUpn = tolower(AccountUpn)

| project ClickTime = Timestamp, ActionType, UrlChain, NetworkMessageId, Url, AccountUpn);

//Check for Risky Sign-In in the short time window

let interestedUsersUpn = suspiciousUserClicks

| where isnotempty(AccountUpn)

| distinct AccountUpn;

let suspiciousSignIns = materialize(AADSignInEventsBeta

| where ErrorCode == 0

| where AccountUpn in~ (interestedUsersUpn)

| where RiskLevelDuringSignIn in (10, 50, 100)

| extend AccountUpn = tolower(AccountUpn)

| join kind=inner suspiciousUserClicks on AccountUpn

| where (Timestamp - ClickTime) between (-2min .. 7min)

| project Timestamp, ReportId, ClickTime, AccountUpn, RiskLevelDuringSignIn, SessionId, IPAddress, Url

);

//Validate errorCode 50199 followed by success in 5 minute time interval for the interested user, which suggests a pause to input the code 

from the phishing email

let interestedSessionUsers = suspiciousSignIns

| where isnotempty(AccountUpn)

| distinct AccountUpn;

let shortIntervalSignInAttemptUsers = materialize(AADSignInEventsBeta

| where AccountUpn in~ (interestedSessionUsers)

| where ErrorCode in (0, 50199)

| summarize ErrorCodes = make_set(ErrorCode) by AccountUpn, CorrelationId, SessionId

| where ErrorCodes has_all (0, 50199)

| distinct AccountUpn);

suspiciousSignIns

| where AccountUpn in (shortIntervalSignInAttemptUsers)
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Storm-2372 (2/14/25)

CloudAppEvents

| where AccountDisplayName == "Device Registration Service"

| extend ApplicationId_ = tostring(ActivityObjects[0].ApplicationId)

| extend ServiceName_ = tostring(ActivityObjects[0].Name)

| extend DeviceName = tostring(parse_json(tostring(RawEventData.ModifiedProperties))[1].NewValue)

| extend DeviceId = tostring(parse_json(tostring(parse_json(tostring(RawEventData.ModifiedProperties))[6].NewValue))[0])

| extend DeviceObjectId_ = tostring(parse_json(tostring(RawEventData.ModifiedProperties))[0].NewValue)

| extend UserPrincipalName = tostring(RawEventData.ObjectId)

| project TimeGenerated, ServiceName_, DeviceName, DeviceId, DeviceObjectId_, UserPrincipalName
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Artifact: Device Registration
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Artifact: User Key

X
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Artifact: User Key

X
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Sign-in Logs
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Sign-in Logs

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-track-

linkable-identifiers
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Sign-in Logs
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Sign-in Logs
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Sign-in Logs
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Audit Logs
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Conditional Access Policies (CAP)

Device code

Users

Apps

Network
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Confusing Access Policies (CAP)

https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-authentication-flows

OAuth
-> Device Reg Svc SP
-> Global Admin

Common Wisdom

Doc
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Continuous Access Evaluation (CAE)
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Continuous Access Evaluation (CAE)

Some Support (MSFT)
Change Your Code



© 2025 RSA Conference LLC or its affiliates. All rights reserved.

Moving Ahead (Planning)
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History
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History

Logging changes (UTI), July 2025, Microsoft.

WFHB User Key (no longer in Azure Portal), ~2H 2025, 
Microsoft.

?
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Knowledge

Logging changes (UTI), July 2025, Microsoft.

WFHB User Key (no longer in Azure Portal), ~2H 2025, 
Microsoft.

?
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• Knowledge

– Concepts/Patterns: attack chain and defensive controls

– TTP: OAuth, PRT, Lateral Movement (SSO), Persistence, Microsoft Services (DRS)

• Risk assessment: current environment

• Mitigation

– CAP: preventative controls based on IP and device with device registration focus

• Detection

– Post-authentication detection focus -- difficult

• More information

– RSAC Cloud Villages Live Q&A webinar on RSAC Community: January 21 @ 10am EST

– Presentation: RSAC Community Library

– Demo Scripts: https://github.com/edleft/content/rsac2026

Next Steps
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Thank you from Cloud Village

• Talks

– Lightning talks

– Standard talks

– Tool Demos

• Panel Discussions

– Industry experts discussing offensive and defensive 

aspects of Cloud Security

• Cloud Village Labs

– Short-hand techniques

– Tool Setup and walk-through

– Workshops

• Capture The Flag

– Cloud-security based challenges across all major 

Cloud Service Providers

– 50 hours of non-stop Capture The Flag contest

– CTF 101 workshop

• Volunteer, Contribute, and Learn

– Call for Volunteers

– Call for Papers

– Call for Labs

– Call for Sponsors

Visit https://www.cloud-village.org to know more!

Cloud Village's 3rd Year at RSAC and 8th year overall in the cloud security space.

Jenko Hwong

Principal Threat Researcher

https://linkedin.com/u/jenkohwong

https://github.com/edleft/content/rsac2026

https://www.cloud-village.org/
https://www.cloud-village.org/
https://www.cloud-village.org/
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Demo (Screenshots)



Device Registration
Abuse

OAuth device code phish



Device Registration
Abuse

OAuth device code phish
1. Initiate device code flow
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Device Registration
Abuse

OAuth device code phish
1. Initiate device code flow
2. Send phish
3. Wait for victim to authorize
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1. Initiate device code flow
2. Send phish
3. Wait for victim to authorize



Device Registration
Abuse

Obtain OAuth tokens
4. Obtain OAuth 

token (DES)



Device Registration
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Obtain OAuth tokens
4. Obtain OAuth 

token (DES)

5. Refresh OAuth 
token (DRS)



Device Registration
Abuse

Register/join device to Entra ID



Device Registration
Abuse

Obtain PRT



Device Registration
Abuse

Access and Persistence
• Use PRT to access resources (SSO) via API or Console



Device Registration
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• Use PRT to access resources (SSO) via API or Console
• Register new WHFB user key for persistence
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Device Registration
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Device Registration
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Access and Persistence
• Use PRT to access resources (SSO) via API or Console



Device Registration
Abuse

Access and Persistence
• Use PRT to access resources (SSO) via API or Console

X



Register/join device to Entra ID

device cert

Primary refresh token

Obtain PRT

Access and Persistence

Device
Enrollment

Service (DES)

Device
Registration

Service (DRS)

OAuth
Token

Service

refresh + access tokens

Obtain OAuth tokens

Microsoft
Authentication
Broker (MAB)1. Initiate device 

code flow
2. Send phish
3. Wait for victim 

to authorize

• Use PRT to access resources (SSO)
• Register new WHFB user key for persistence
• Create new PRTs

4. Obtain OAuth 
token (DES)

5. Refresh OAuth 
token (DRS)OAuth device

code phish

Device Registration
Abuse
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