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Problem Statement and Goals Approach
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Abstract

Space infrastructures play critical roles in modern society, such as satellite communications (SATCOM).
Like the Internet, space infrastructures are vulnerable to cyber attacks, dubbed space cyber attacks,
highlighting the importance of managing cyber risks to space infrastructures, dubbed space cyber risks.
However, adequately managing space cyber risks is an outstanding open problem. In this poster, we
propose the first space cyber risk management framework to systematically analyze and mitigate space
cyber risks. The framework models space infrastructures, space missions, and space cyber attacks, while
offering algorithms for space mission risk analysis and hardening. We demonstrate its usefulness by
conducting a case study on 3 real-world space cyber attacks against the SATCOM infrastructure
iImplemented in our testbed. Our results show, among other things, that: (i) dealing with space cyber attack
cascading effects is essential to space cyber risk management; (ii) the framework can effectively harden
space missions; (iii) NIST security controls can effectively mitigate space cyber risks.
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