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Problem Statement and Goals Approach

Results

The New Jersey Cybersecurity and Communications Integration Cell 
leads and coordinates the cybersecurity efforts of New Jersey to protect 
all its citizens. Up to 80 percent of all breaches, including unauthorized 
access and human operated ransomware attacks, are the results of 
stolen or compromised login credentials1. The NJCCIC seeks to improve 
their current threat detection methodologies. I assisted their efforts by 
experimenting with machine learning capabilities for anomalous login 
behavior.

Goals:

• Leverage data engineering techniques for feature preparation.

• Apply Machine Learning for classification of anomalous logins.
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Initial Features:
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General Approach:

The NJCCIC team provided a subset of raw log 
files. Feature engineering techniques, such as 
aggregation and binning, were applied to create 
new features aimed at catching behavior 
patterns of users. There were three sets of 
features including our initial set, our larger 4/4a 
set, and our minimized 4b set. A correlation 
matrix was used to remove initial features that 
correlated too strongly with each other to avoid 
multicollinearity. Feature selection and 
hyperparameter tuning was performed when 
training our machine learning models to identify 
the best performing model. 
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The Autoencoder Model:

The project leveraged BigQueryML’s native Autoencoder ML model 
specialized for anomaly detection. An autoencoder is a type of 
artificial neural network that learns to represent data in a compressed 
form and then reconstructs it as closely as possible to the original 
input2.

Autoencoders consists of two components:

Encoder: This compresses the input into a compact representation 
and capture the most relevant information.

Decoder: It reconstructs the input data from this compressed form to 
make it as similar as possible to the original input.

The MSE values are a calculation of the difference between the input 
and the output based on similarity. 

Initial Training Results

The Autoencoder model operates through the 
DETECT_ANOMALIES method within Google’s BigQueryML 
platform which calculates the MSE values for each login event in 
the dataset. A contamination value is needed to determine what is 
anomalous. The contamination value was determined by 
examining the percentile distribution of the MSE values so that 
99% of the data was below the threshold. The model works best 
when it only marks the exceptionally high MSE values. The MSE 
values and contamination threshold were visualized over time to 
determine which model performed better. It was determined that 
model 4b, run on the 4b feature set, performed the best due to the 
lack of noise at the threshold. The charts below were derived from 
the results of model 4b.
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Future Recommendations:

Use a select number of features - 

Identify a subset of features that are easily understood by people. Including too 

many features harms the interpretability and effectiveness of the model.

Verify the Model - 

Apply our model to an unseen dataset with instances that are specifically 

marked as an anomalous login. This will provide the best determination of 

model efficacy and accuracy.

Verify Anomalous Results - 

From our work in this project, things like when and how someone logs in, plus 

whether they use multi-factor authentication, help us spot unusual login 

activity.
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The initial 
feature set was 
used to derive 
new feature sets. 
Autoencoder 
4/4a used the full 
set of features 
while 
Autoencoder 4b 
used a greatly 
reduced set of 
features.
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Abstract

State-level cybersecurity operations centers (SOCs) face increasing volumes of authentication data, making 

manual review of potential compromises impossible. This project, conducted in partnership with the New 

Jersey Cybersecurity & Communications Integration Cell (NJCCIC), developed a machine learning-based 

approach to detect anomalous login behaviors. By leveraging Google Cloud Platform for data engineering 

and applying anomaly detection algorithms to custom feature sets, including MFA status and geolocation, 

the team successfully identified potential malicious activity patterns that static rules and the human eye 

often miss. The results demonstrate that behavioral analytics provides a higher fidelity signal for threat 

detection, allowing SOC analysts to prioritize high-risk events more effectively.
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