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Enhancing NJCCIC Threat Detection: A Machine
Learning Approach to Anomalous Login Behavior
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account from different devices and locations daily. Sometimes she forgets to log out of her account when

Her family has access to many smart devices; television, phones, tablets, Google Home, and watches. form and then reconStrUCtS It as Closely as pOSSIbIe tO the Orlglnal
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she is not working. Her kids love to watch educational videos on her iPhone. If Rosemary is not careful, her
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Results

The Autoencoder model operates through the
DETECT_ANOMALIES method within Google’s BigQueryML Autoencoder 43 Autoencoder 4b

platform which calculates the MSE values for each login eventin | *|
the dataset. A contamination value is needed to determine what is
anomalous. The contamination value was determined by
examining the percentile distribution of the MSE values so that
99% of the data was below the threshold. The model works best | .|
when it only marks the exceptionally high MSE values. The MSE | -
values and contamination threshold were visualized over time to | - -
determine which model performed better. It was determined that o o m—— p—— . ———
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model 4b, run on the 4b feature set, performed the best due to the Aut derdb P ]
lack of noise at the threshold. The charts below were derived from Autoencoderda Percentiles utoencoder ercentiles.
the results of model 4b. 0@th percentile MSE: ©.77643 98th percentile MSE: 8.56385
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Enhancing NJCCIC Threat Detection: A Machine
Learning Approach to Anomalous Login Behavior

Abstract

State-level cybersecurity operations centers (SOCs) face increasing volumes of authentication data, making
manual review of potential compromises impossible. This project, conducted in partnership with the New
Jersey Cybersecurity & Communications Integration Cell (NJCCIC), developed a machine learning-based
approach to detect anomalous login behaviors. By leveraging Google Cloud Platform for data engineering
and applying anomaly detection algorithms to custom feature sets, including MFA status and geolocation,
the team successfully identified potential malicious activity patterns that static rules and the human eye
often miss. The results demonstrate that behavioral analytics provides a higher fidelity signal for threat
detection, allowing SOC analysts to prioritize high-risk events more effectively.
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