RSAConference?2024

San Francisco | May 6 -9 | Moscone Center

CONFERENCE PROGRAM GUIDE AND POCKET GUIDE ADDENDUM (Session and Exhibitor Changes)

Exhibitor Booth Moves

Exhibitor Cancellations and Changes

Armorblox (N-4304) has been acquired by Cisco

RiskOptics (5-1361) cancelled

Silk Security (ESE-50) has been acquired by Armis and is cancelling their participation in Early Stage Expo
Vena Security (ESE-44) has changed their name to Nagomi Security

Vehere (N-6378 ) cancelled

Verifone (N-6577) cancelled

Sunday, May 5

Monday, May 6

Speaker Cancellation

LAW-MO1: Cybersecurity’s Next Legal and Policy Frontier: Software Liability
Monday, May 6 8:30 AM —9:20 AM

Moscone West 3001

Cancelled Speaker: Chinmayi Sharma, Associate Professor, Fordham Law School

HT-MO1: DPAPI and DPAPI-NG: Decrypting All Users’ Secrets and PFX Passwords

Monday, May 6 8:30 AM —9:20 AM

Moscone West 3018

Cancelled Speaker: Mike Jankowski-Lorek, Director of Consulting & Cybersecurity Expert, CQURE

Session Time Change

CRYP-MO5: Signatures 1

Monday, May 6 1:10 PM - 2:00 PM
Moscone West 3000

Speaker Cancellation/Addition

LAW-MO06 Regulation on the Horizon: What You Wish Your Lawyer Had Told You About
Monday, May 6 2:20 PM —3:10 PM

Moscone West 2011

Cancelled Speaker: Victoria Beckman, Associate General Counsel — Security & Privacy, Shopify



New Speaker: Ekaterina Levy, Privacy and Data Security Counsel, Autodesk, Inc.

Ekaterina Levy is a senior privacy and data security counsel at Autodesk, a global leading provider of
software for the construction, design, architecture and entertainment industries. In this role for the last
five years, Ekaterina has been providing legal support to the incident response team and the security
and IT teams of the company. She counsels the company regarding incident response and management,
compliance with global cybersecurity regulations, third party risk management, vulnerability
management, security certifications and software supply chain security, among others. Prior to
Autodesk, Ekaterina worked in global law firms and counseled companies regarding cyber risk
management and incident response. She holds the IAPP/E, IAPP/US, CIPT and CIPM certifications.

Tuesday, May 7

Speaker Cancellations/Additions

IAIS-TO1: Keeping Up with the Algorithms: A Journey in Artificial Intelligence

Tuesday, May 7 8:30 AM —9:20 AM

Moscone West 3001

Cancelled Speakers: Elvis Chan, Assistant Special Agent in Charge, FBI; Bryan Vorndran, Assistant
Director, FBI

New Speakers: Jon Miller, CEO & Co-Founder, Halcyon; Joseph Szczerba, Section Chief, FBI

Jon was the chief research officer of Cylance (now Blackberry) where he focused on malware and
product efficacy. Prior to Cylance, Jon was employee number 70 at Accuvant (now Optiv) where with a
group of others he helped build and lead the largest technical consultancy at the time Accuvant LABS,
working with over 95% of the Fortune 500 as an offensive security expert. Before Accuvant, Jon was a
ten-year veteran penetration tester, serving as one of the first in the industry working for the Internet
Security Systems (now IBM) X-Force. Jon is frequently featured in the media as an expert in information
security and nation state cyber warfare, and has been featured as a guest on 60 Minutes multiple times.

Joseph Szczerba is a Senior Executive in the FBI’s Cyber Division, leading personnel responsible for
strategic cyber planning, intelligence analysis/production, and cyber program management across
multiple cybersecurity verticals. Previously, he was responsible for cybercrime and emerging
technology/critical infrastructure cyber threat analysis and led the FBI’s CISO Academy. In his 15-year
career he has worked in the FBI's Counterterrorism Division, the Directorate of Intelligence, and the
Charlotte Field Office before coming to Cyber Division in early 2021. Joe received his Juris Doctor degree
from the University of Buffalo and is admitted to the bar in the District of Columbia. He holds multiple
information security certifications including CISM, CISSP, GISP, GPEN, GCIH, and CIPP/US.

Speaker Addition

KEY-TO1SB: A World On Fire: Playing Defense in a Digitized World...and Winning
Tuesday, May 7 8:55 AM - 9:20 AM

Moscone South 203

Additional Speaker: Joesph Menn, Digital Threats Reporter, Washington Post

Joseph Menn is the digital threats reporter at the Washington Post and has also covered hacking at
Reuters and Los Angeles Times. His books include “Cult of the Dead Cow: How the Original Hacking
Supergroup Might Just Save the World,” which explained the origins of hacktivism and ethical security
work. The New York Times Book Review called it "a hugely important piece of the puzzle for anyone who
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wants to understand the forces shaping the internet age,” and it was named one of the 10 best
nonfiction works of the year by Hudson Booksellers. Joseph also wrote “Fatal System Error: The Hunt for
the New Crime Lords Who Are Bringing Down the Internet,” a real-life thriller that first revealed
collaboration between major governments and organized crime.

Session Title Change/Speaker Cancellation

PART1-T02: Shielding the Clouds: Advanced Cyber Defense in Hybrid Environments
Tuesday, May 7 9:40 AM — 10:30 AM

Moscone South 153

Cancelled Speaker: Aamer Akhter, Sr. Director, Product Management, Cisco

Explore an architecture that streamlines security operations in hybrid clouds through unified
management of network and workload controls, enhanced by eBPF. Discover how Al shapes consistent
security policies across environments, ensuring precision and scalability. Learn about new approaches to
effectively enhance security in hybrid cloud ecosystems.

Session Title Change

KEY-TO3W

New: Art in the Era of Artificial Intelligence

Old: In the Age of Al Everything is the Art of Possible
Tuesday, May 7, 10:45 AM - 10:50 AM

Moscone West - Keynote

Speaker Cancellation/Addition

PNG-T02: They Hide, We Seek: Leveraging Global Partnerships Against Our Adversaries
Tuesday, May 7 2:25 PM - 3:15 PM

Moscone West 2011

Speaker Cancellation: Bryan Vorndran, Assistant Director, FBI

Speaker Addition: Brett Leatherman, Deputy Assistant Director, FBI

Brett Leatherman is Deputy Assistant Director for Cyber Operations and the Director of the National
Cyber Investigative Joint Task Force. Under Presidential Policy Directive 41, the FBI is the lead cyber
threat response agency for the United States Government, and in this role, Brett serves as a senior
executive managing the FBI’s strategy to impose cost on some of the most sophisticated cyber
adversaries targeting US interests. He graduated from Cornerstone University with a degree in
Computer Information Systems, and received a Master’s Degree in Cybersecurity Risk Management
from Georgetown University. Brett holds several widely recognized cyber certifications and speaks
domestically and internationally on emerging national security and cyber threats.

Session Title Change

CXO-T09: Dial-A-CISO Game: 175 Leadership Issues to Choose From

Tuesday, May 7 1:15 PM — 2:05 PM

Moscone West 2005

Speaker: Todd Fitzgerald, CISO, Cybersecurity and Privacy Leadership Author / VP, Cybersecurity
Strategy, CISO SPOTLIGHT, LLC / Cybersecurity Collaborative



For four years now, the presenter has been hosting a weekly podcast, interviewing almost 200 Chief
Information Security Officers (CISOs) and top industry leaders, discussing top security issues. This
session will host an interactive game, where a podcast is randomly selected, then listen to a 15-30
second intro clip, and debate the issue. While actively appreciating the breadth of issues a CISO faces
today.

Speaker Cancellation/Addition

PART1-T09: Bye-Bye DIY: Frictionless Security Operations with Google

Tuesday, May 7 1:15 PM — 2:05 PM

Moscone South 153

Speaker Cancellation: Eric Doerr, Vice President, Engineering, Google Cloud Security

Speaker Addition: Lorenz Jakober, Head of Product Marketing, Multi-cloud Security Products, Google
Cloud, Google

Lorenz Jakober is Head of Product Marketing, Multi-cloud Security Products at Google Cloud. He is
responsible for the product marketing of Google Cloud’s multi-cloud security products and brings a
wealth of experience focused on security operations, threat intelligence, cloud security, and Al. Prior to
joining Google, Lorenz led product marketing for Akamai Technologies, along with positions focused on
product marketing at application performance management, mobile application delivery and media
companies. He is an avid spokesperson and blogger on the topic of security and web performance.

Speaker Cancellation

MASH-T10: The Evolving Role of Emojis in Investigations and Data Security

Tuesday, May 7 2:25 PM — 3:15 PM

Moscone West 3002

Cancelled Speaker: Chet Hosmer, Assistant Professor of Practice (ret), University of Arizona / Python
Forensics

Speaker Cancellation/Addition

PNG-T10: National Cyber Strategy, Roadmap for a Secure Cyber Future: Year in Review
Tuesday, May 7 2:25 PM - 3:15 PM

Moscone West 2011

Speaker Cancellation: Bryan Vorndran, Assistant Director, FBI

Speaker Addition: Cynthia Kaiser, Deputy Assistant Director, FBI

Cynthia Kaiser leads cyber policy, intelligence, and engagement for FBI Cyber, where she seeks every day
to ensure FBIl information sharing and collaboration is robust, proactive, and stops cyberthreats. She has
covered cyber and technology issues with the FBI for almost 20 years; served as a PDB Briefer in two
administrations and a Cyber Safety Review Board interim member; and is publicly recognized as a top
government cyber leader (The Cyber Guild and Cyberscoop50). Cynthia is passionate about sharing the
stories behind cyber investigations and increasing diversity in cyber professions and speaks regularly
about the need to leverage the unique contributions of people with different identities, experiences,
and backgrounds to counter the cyber threats will we face in the future.

Wednesday, May 8




Speaker Cancellation

KEY-WO02S: Al Safety: Where's the Puck Headed?

Wednesday, May 8 9:40 AM - 10:30 AM

Moscone South 203

Cancelled Speaker: Vijay Bolina, CISO, Head of Cybersecurity Research, Google DeepMind

Speaker Addition

KEY-WO02S: Al Safety: Where’s the Puck Headed?

Wednesday, May 8 9:40 AM - 10:30 AM

Moscone South 203

Additional Speaker: Heather Adkins, Vice President, Security Engineering, Google

Heather Adkins has over 25 years of security experience, currently serving as head of Google’s Office of
Cybersecurity Resilience and deputy chair of CISA’s Cyber Safety Review Board. She is co-author of
Building Secure and Reliable Systems (O’Reilly, 2020). Heather has a passion for maintaining an open
and interoperable internet, and finding new ways to solve classes of vulnerabilities in order to make
technology fundamentally more secure for everyone.

Speaker Cancellation

KEY-WO02S: Al Safety: Where’s the Puck Headed?

Wednesday, May 8 9:40 AM - 10:30 AM

Moscone South 203

Cancelled Speaker: Rumman Chowdhury, United States Science Envoy, Artificial Intelligence, CEO,
Humane Intelligence

Speaker Addition

KEY-WO02S: Al Safety: Where's the Puck Headed?

Wednesday, May 8 9:40 AM - 10:30 AM

Moscone South 203

Additional Speaker: Bruce Schneier, Security Technologist, Researcher, and Lecturer, Harvard Kennedy
School

Bruce Schneier is an internationally renowned security technologist, called a “security guru” by the
Economist. He is the New York Times best-selling author of 14 books -- including A Hacker’s Mind -- as
well as hundreds of articles, essays, and academic papers. His influential newsletter Crypto-Gram and
blog Schneier on Security are read by over 250,000 people. Schneier is a fellow at the Berkman-Klein
Center for Internet and Society at Harvard University, a Lecturer in Public Policy at the Harvard Kennedy
School, a board member of the Electronic Frontier Foundation and AccessNow, and an advisory board
member of EPIC and VerifiedVoting.org. He is the Chief of Security Architecture at Inrupt, Inc.

Speaker Addition

KEY-WO09S: Tech Diplomacy: Building Cyber Resilience Together

Wednesday, May 8 2:25 PM - 3:15 PM

Moscone South 203

Additional Speaker: Tadeusz Chomicki, Ambassador for Cyber & Tech Affairs, Ministry of Foreign Affairs
of the Republic of Poland



Tadeusz Chomicki is the Ambassador for Cyber & Tech Affairs at the Polish MFA. Previously, he served as
Director of Asia Pacific Department, Director of Export Policy Department, Director of the Minister’s
Office, and as a Deputy Director of Security Policy Department. He served as Ambassador to the
Republic of Korea (2001- 2005) and as Ambassador to China and Mongolia (2009-2015). In the past, he
led Polish delegations in many organizations and mechanisms related to export controls as well as to
non-proliferation of WMD - like Wassenaar Arrangement, MTCR, Australia Group, NSG, Zangger
Committee, OPCW, and Proliferation Security Initiative (PSI). He studied at the Warsaw University,
Oxford University, and the European University Institute and received an honorary doctorate in Hong
Kong.

Speaker Addition

KEY-WO09S: Tech Diplomacy: Building Cyber Resilience Together

Wednesday, May 8 2:25 PM - 3:15 PM

Moscone South 203

Additional Speaker: Anton Demokhin, Deputy Foreign Minister, Chief Digital Transformation Officer,
Ministry of Foreign Affairs of Ukraine

Anton Demokhin is Deputy Foreign Minister, Chief Digital Transformation Officer, for Ministry of Foreign
Affairs of Ukraine. He holds a BSc in Management Sciences from Loughborough University and an MSc in
International Business Management from Kyiv National University of Economics. With 15+ years
experience, he specializes in business development and technology, having implemented information
systems in corporations and state institutions globally. In 2005-2010, he served in various roles at JSC
"IVK," contributing to the development of public key infrastructure in Ukraine. In 2012-2022, he was an
Executive Partner at "DEKOM UKRAINE" LLC, focusing on audiovisual technologies and infrastructure
solutions. In 2022 he assumed his current position, spearheading digital transformation efforts.

Speaker Cancellation

HUM-WO09: Natural Disasters and Cyberattacks: Lessons from Extinction Events
Wednesday, May 8 2:25 PM - 3:15 PM

Moscone West 2001

Speaker: Chris Kubecka, CEO and Founder, HypaSec

Session Title Update

PART1-WO09: Fight Smarter: Accelerate Your SOC with Al Discovered Attacks
Wednesday, May 8 2:25 PM - 3:15 PM

Moscone South 153

Thursday, May 9

Session Date/Time Change
CRYP-RO1: Identity-Based Encryption
Thursday, May 9 8:30 AM —9:20 AM
Moscone West 3000

New Track Session
PART2-R01: Remaining Resilient in the Supply Chainpocalypse
Thursday, May 9 8:30 AM —9:20 AM
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Moscone South 154

Speakers: Amit Chaudhry, Product and Solutions Marketing, Cloudflare; Jignesh Joshi, Global
Cybersecurity Executive, Genentech; Larry Wiggins, Vice President, Security Operations and Technology,
Cloudflare

Threat actors are constantly attempting to find and exploit the least common denominator—often a blip
in the software supply chain. While the business impact of a third-party vendor can be transformative,
they simultaneously exacerbate the attack surface and pathways for threat actors. This session will
explore five steps toward achieving resilience when it comes to assessing third party vendors.

Speaker Cancellation

KEY-RO1S: Al Governance & Ethics: A Discussion with the Big Players
Thursday, May 9 8:30 AM —9:20 AM

Moscone South 203

Cancelled Speaker: Christine Frye, Chief Privacy Officer, Bank of America

Speaker Cancellation

IAIS-RO1: Confidence Building Measures for Al in International Security

Thursday, May 9 8:30 AM —9:20 AM

Moscone West 2001

Cancelled Speaker: loana Puscas, Researcher, United Nations Institute for Disarmament Research

Speaker Addition

KEY-RO1S: Al Governance & Ethics: A Discussion with the Big Players

Thursday, May 9 8:30 AM —9:20 AM

Moscone South 203

Added Speaker: Ruby Zefo, Chief Privacy Officer, AGC Privacy and Cybersecurity, Uber Technologies, Inc.

Ruby Zefo is Uber’s first Chief Privacy Officer and Associate General Counsel, Privacy & Cybersecurity.
Her roles include leading the global privacy & cybersecurity legal team, co-chairing Uber’s Al Law &
Ethics Council, and chairing the legal and compliance group's DEI Council. Prior to joining Uber, Ruby
was a Vice President at Intel Corporation where she served as Chief Privacy & Security Counsel, Group
Counsel for the Artificial Intelligence Products Group, Group Counsel for Intel Security/McAfee, and a
variety of other legal roles. Her career history also includes in-house attorney roles at Sun Microsystems
and litigation associate at Fenwick & West. Ruby currently serves on the advisory boards of TruU and
Relativity, and she has served on the board of directors of the IAPP.

Speaker Addition

PNG-R03: Enhancing Space Cybersecurity: Securing Space Systems from Cyber Threats

Thursday, May 9 10:50 AM -11:40 AM

Moscone West 2011

Additional Speaker: Manan Dalal, Assistant Chief Information Officer-Satellites (ACIO-S), NESDIS/NOAA

Manan Dalal serves as the Assistant Chief Information Officer-Satellites (ACIO-S) for the National
Environmental Satellite, Data, and Services (NESDIS). In this role, he is responsible for establishing
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cybersecurity policy and guidance across NOAA. Additionally, he serves as the Authorizing Official (AO)
for all high systems within NESDIS. With over 20 years of experience in information technology, software
engineering, cloud, and enterprise architecture, he has held various key roles. He previously served as
the Deputy ACIO for NESDIS and the NESDIS Cloud Technical Director where he developed an enterprise
cloud-agnostic end-to-end satellite ground capability. Earlier in his career, he worked as a software
engineer, contributing to projects for the National Weather Service and NARA.

Speaker Addition

PNG-RO05: Small Changes, Big Impact: Securing Our World Through Public Education s
Thursday, May 9 12:20 PM — 11:10 PM

Moscone West 2001

Additional Speaker: Nicole Wong, Principal, NWong Strategies

Nicole Wong is the Principal of NWong Strategies, and specializes in assisting high-growth technology
companies develop international privacy, content, and regulatory strategies. She previously served as
Deputy U.S. Chief Technology Officer in the Obama Administration, focused on internet, privacy, and
innovation policy. Prior to her time in government, Ms. Wong was Google’s Vice President and Deputy
General Counsel, and Twitter’s Legal Director for Products. She is an internationally recognized expert
on privacy and free expression, and frequently speaks on issues related to law and technology. Ms.
Wong serves on the boards of Filecoin Foundation, Open Technology Fund, and Mozilla Foundation. She
also serves on the CISA Cybersecurity Advisory Committee.

New Birds of a Feather Session

BOF2-R06: Scalability and Necessity of Threat Intelligence Across Enterprises

Thursday, May 9 1:30 PM — 2:20 PM

Moscone West 20212

Speakers: Roxey Davis, Community and Conference Outreach Manager, Women’s Cyberjutsu

Reflecting Sun Tzu's "Know thy enemy" from The Art of War, this session explores threat intelligence
across varying enterprise sizes. We'll discuss its necessity and scalability. Does size influence the need?
We'll examine if smaller businesses, often skeptical of its benefits, truly require such insights, aiming to
optimize security practices tailored to each enterprise's needs.



